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CIVIL-MILITARY RELATIONS
IN TUNISIA AND LIBYA THROUGH THE ARAB SPRING

Chris TOWNSEND
Middle East Foreign Area Officer, Unit 9400, Box 183 DPO, AE 09718-9998

This paper analyzes the role of civil-military relations in the disparate outcomes
of two Arab-spring countries.: Tunisia and Libya. Applying paradigms developed by
Serra, Schedllér, and Matei, the paper explores the state of civil-military relations
before, during, and after the Arab spring and shows that civil-military relations
were a key variable in the outcomes. The findings demonstrate the importance of
international military education and training efforts in developing countries as

a hedlge against instabilil}y_. The global community has an important role to play
iz

in helping to professiona
military relationships.

e military forces around the world and improve civil-

Key words: civil-military relations, Libya, Tunisia, Arab Spring, international

military education and training (IMET).
1. INTRODUCTION

In 2011 a tidal wave of change swept
across the Middle East and North Africa
toppling authoritarian regimes that had
stood for decades. In the aftermath, as
countries picked through the detritus of
their government institutions, fledgling
democracies began to rise. Tunisia
and Libya both witnessed the fall of
dictators. In the three years since the
Arab Spring, the outcomes of democratic
transitions in Tunisia and Libya
have diverged significantly. Tunisia
appears to have made the transition to

emocracy with minimal upset, while
in neighboring Libya chaos reigns. This
paper follows the different trajectories
in the civil-military relations i Libya
and Tunisia, and how these differences
influenced these disparate outcomes
before, during, and after the fall of the
countries’ dictators and results in very
different outcomes. The lessons of
Libya and Tunisia highlight the critical
importance of civil-military relations in
transitions to democracy, particularly
in transitions from military-supported
authoritarian rule. Likewise, these
lessons show the importance of foreign

support for the professionalization
and institutionalization of militaries in
developing nations.

1.1. Civil-Military Relations Paradigm

To understand the role of civil-
military relations in the disparate
outcomes of the transitions to democrac
of Libya and Tunisia, there is a wealtﬁ
of scholarship to consider. Huntington
argues for a professional military, isolated
from politics as a cornerstone of established
democracies [1]. Janowitz agrees with the
necessity of professionalism but believes
that militaries should be closer to society,
accepting of the values of that society,
and continuously subject to civilian
assessment [2]. Finer outlines a scale
of civil-military relations with regard
to intrusiveness from constitutional
cooperation to outright overthrow
of civilian authority by the military
[3]. Serra delineates seven steps that
transitioning democracies %0 through
with regard to military control [4]. Barany
definesatrilogy ofinstitutions thatdetermine
the nature of the civil-military relationship:
the state, the society, and the military [5].
Finally, Matei provides three areas
for evaluating civil-military relations:
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democratic civilian control, milita
effectiveness, and efficiency with whic
resources are applied in accomplishing
military missions [6]. The civil-military
relations and their role in the transitions
of Libya and Tunisia will be analyzed
within these frameworks.

1.2. Transitions to Democracy.
The Normative Picture

Narcis Serra notes that transitions
to democracy from authoritarian rule
require a transformation of the military
fromits old roles in supporting the regime
to its new role as a servant of the civilian
authorities. Serra defines three issues
that shape transitions to democracy:
military reform cannot be isolated from
democratic reform, society operates
as a third front in legitimate transition,
and military assertion of autonomy.
First, efforts must be made in both civil
and military arenas simultaneously; a
stoppage in one area cannot be corrected
by pressing ahead in the other. Second,
social legitimacy is a key concern in
transitions, necessitating depoliticization
and institutionalization of the military as
a tpillar of civil society. Finally, the level
of autonomy in the military during and
after a transition must be decided by
civilian authorities, and not left to the
whims of military leadership [7].

Schedler outlines a four-step scale
of governance from authoritarian to
advanced democracy [8]. Immediately
following the Arab Spring transitions,
Libya and Tunisia were %aced with a
rapid transition to an elected government
and left to prevent democratic
breakdown and a return to authoritarian
rule. Schedler identifies “eliminating,
neutralizing, or converting disloyal
players” as the immediate mission
of fledgling democracies [9]. Beyond
outright breakdown, Schedler also
cautions about the danger of democratic
erosion even after transition.

Matei notes the insufficiency of the
democratic civilian control framework
in addressing the issues faced by leaders
in transition and recommends an analysis
based on control, effectiveness, and
efficiency. Controlismeasured by Matei’s

paradi%m as the presence of institutional
control mechanisms, oversight, and
rofessional norms. Effectiveness will
¢ assessed according to the efficacy
of plans, structures, and resources [10].
Efficiency will be evaluated according
to Bruneau’s requirement for regular
government review of expenditures
related to military operations [11].

1.3. Tunisian Civil-Military Relations
Before and During the Arab Spring

Though authoritarian in nature,
the Tunisian government had well-
established, stable institutions as a
result of decades of French rule [12].
The Tunisian Military consists of an
Army, Navy, and Air Force. The Arm
is the largest of the branches wit
27,000 soldiers; the Navy and Air Force
each have less than 5000 members.
The military has, since its inception,
participated in foreign conflicts and
peacekeeping operations [ 13]. The military
was founded on the French model, under
civilian control and wholly separate from
the exercise of power.

The coup in 1987 saw the rise of
General Ben Ali to the presidency, but he
was an officer of the intelligence services
and not the military. Distrustful of the
military and their potential forusurpation,
Ben Ali further isolated the military from
any semblance of political power with
a ban on military officers from holding
office [14]. While defense spending was
low in Tunisia—around 1.4% of the gross
domestic product — the military was very
professional, with training in American
mnstitutions, a responsibility to defend
the nation, and a respected position
within society. The result was a highly
professional and cohesive officer corps
with little connection to the ruling elites.
A security force five times larger than
the military was used to enforce the will
of the dictator on the people, freeing the
military from an antagonistic role within
society [15]. An apolitical military with
no role in suppressing the populace was
ideal for the Tunisian people’s dreams of
democratic freedom.

When the Arab Spring began in
earnestin 2011, the military, under orders
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from General Ammar, refused to fire on
protestors based on their professional
ethics and pre-existing formal rules of
engagement. The military, consistent with
Janowitz, was a symbol of the nation and,
as such would no more fire on the people
than it would shoot itself, eliciting cries
of “the military and the people are one
hand” from the gathered masses [16].

As the government collapsed and
its practorian guard took to the rooftops
sniping at protestors, the military
stepped forward to defend the people
and restore the security situation in the
streets(gl 7]. Ben Ali fled with his wife in
tow and a new era dawned in Tunisia. As
the military returned to its barracks, the
stage was set for democratic rule. Time
would tell the role of the military in the
future of Tunisia.

1.4. Libyan Civil-Military Relations
Before and During the Arab Spring

Libya became a state under very
different conditions than its neighbor
to the West. Instead of the stable
state institutions, a British supported
monarchy arose, stabilized by the
subsequent discovery of oil in the region
[18]. This stateless state was propped up
by rents from oil revenue until the rise
of Colonel Moammar Qaddafi in 1969
[19]. An early coup attempt left Qaddafi
distrusting the military from which he
had arisen and led to his efforts to ensure
that unit commanders and high ranking
officer were almost exclusively from his
tribe and loyal to him [20]. This heavy-
handed interference in officer promotions
and placementresulted inalack of cohesion
in tlllje officer corps and the potential for
significant disconnect between the senior
officers and their subordinates [21]. Rather
than a single defense force, Qaddafi formed
multiple militaries: The Khamis Brigade
with 10,000 soldiers and heavy weapons
thatincluded air power, the People’s Militia
with 45,000 tribal warriors, the 50,000
soldier regular army, and the sporadically
staffed Islamic Legion responsible for
Qaddafi’s African ambitions.

Libya’s Arab Spring began as an
uprising in the eastern city of Bengazi.
Rather than a populist movement as
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in other Arab nations, Libya’s spring
manifested as a civil war, with portions
of the military in the East declaring
themselves free and independent of
Qaddafi’s reign [22]. Whereas other
dictators folded under public pressure,
Qaddafi launched a harsh retribution
campaign against his detractors. As
praetorian forces marshaled in the West
and began their advance, NATO, led by
the United States, took action to protect the
Bengazi opposition from extermination
at the hands of loyalists [23]. Operation
Unified  Protector represented an
international effort to support a transition
from authoritarian rule in Libya at a
cost of several billion dollars. Success
in the Kosovo air campaign is credited
for successful transition there; the key
difference in the interventions came in
the aftermath of the strikes: no troops
were deployed to secure Libya after the
airstrikes toppled the regime [24].

The schism in Libyan forces left in
the wake of the collapse left the country
with no viable security apparatus and a
total lack of a Weberian monopoly on
violence [25]. The military in the East
loosely coalesced around the civilian
establishment, but Islamic militias arose
in the west from the shattered remnants
of Qaddafi’s forces bent on asserting their
version of a Libyan state. The splintering
in Libyan forces and the resultant loss of
control on violence would set the stage
for an extremely difficult transition as
key players descended into the tribal
morass that existed prior to Italian rule
following World War I.

The %ack of centralized control on a
cohesive armed force rendered hopeless
any idea of the return to barracks
necessitated in Finer’s paradigm [26].
Qaddafi’s total suppression of any
political activity uring his reign,
preferring his 1dea of “peoplehood”
over any true governance, had left
paucity in political experience [27].
The airstrikes had blasted the country
through the transition to democracy
phases, with no attention for the now
necessary consolidation. Over the
next three years Libya would follow
a very different path from its western
neighbor, Tunisia.
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2. AN ANALYSIS
OF DEMOCRATIZATION & CMR
AFTER THE ARAB SPRING

2.1. Tunisia After the Spring

The progress in Tunisia has been
encouraging. A professional army was
solidly institutionalized—and invested
in—under the previous regime and its
credibility, coupled with support for
civilian governance has made for a
relatively smooth transition. Images of
the protestors hiding from police bullets
behind Army tanks have burned an
indelible image of unity between the
people and their military [28]. Tunisia
was quick to return to barracks,
promising to uphold security as the
fledgling government worked towards
establishing a representative system
and a constitution. Early elections saw
the Islamists sweep to power, due to
their existing coordination networks
present in the mosques, but the recent
election went to the secularists who
have vowed to work with the Islamists
to preserve their new democracy [29].
The transition in Tunisia has brought
to the forefront the bureaucrats,
judges, activists, labor unions, and
political parties that toppled a dictator
and launched the wave that swept
through the Middle East [30]. The
military in Tunisia has accepted the
civilian leaders, providing security
while the new leadership negotiated
the constitution and the way forward
for the country.

Tunisia fits the criteria of a deepening
democracy according to Schedler’s
scale [31]. While a constitution is in
place and a peaceful transition of power
occurred between the parties after the
recent election reversed the majority, the
government still needs to demonstrate its
capabilities in “public administration,
Jjudicial systems, party systems, interest
groups, civil society, political culture,
and styles of decision making ’[32]. In
Serra’s model, Tunisia is at the far end,
with fairly strong “democratic civil
control over the armed forces” [33].

Matei’s framework is well suited
to analyze the state of civil-military
relations in Tunisia [34]. Any analysis

of efficiency would be premature; the
presence of civil control in the Ministry
of Defense, enshrined in the new
constitutions provides mechanisms for
financial oversight, though larger economic
concerns like unemployment are likely to
dominate the discussion for now [35].
Institutional control mechanisms
and oversight measures are prescribed
in the new constitution, which outlines
the responsibilities of the Ministry of
Defense. Policing and crime-fighting
functions are allocated to the police
forces under the Ministry of the Interior.
Article 2 specifies the nation as a civic
nation and Article 18 requires military
neutrality in politics and submission
to civil authorities [36]. Internal to the
military, control mechanisms exist in
detailed standard operating procedures,
such as the rules of engagement, which
prevent violent intervention against
peaceful protests [37]. The professional
norms of the military have been evident
in their restraint during the transition,
their willingness to return to barracks,
their continued a-political stance and
lack of interference in civilian wrangling
between the Islamists and secularists.
Matei’s description of effectiveness
as the wuse of plans, institutions,
resources, and interagency coordination/
cooperation to accomplish military
missions provides a tool with which to
measure it in Tunisia [38]. The Tunisian
military is a very formal institution,
firmly established and respected by
Tunisian society, with written plans that
are reviewed regularly [39]. Supporting
institutions like civilian ministries are
present and functioning. An active and
recently empowered judiciary stands
capable of reviewing legal questions
with regards to the application of military
force. All three categories of resources—
people, equipment, and financial—are
sufficient for military effectiveness
and provided through a mixture of
taxation and foreign assistance, with
the US providing the lion’s share at $32
million [40]. Coordination between the
Ministries of Defense and the Interior
allow for strict divisions of force
application, leaving internal security to
the police and allowing the military to
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focus on the problematic borders and
the flow of jihadists to, and their likely
return from, regional conflicts [41].

Tunisia’s future seems bright. Civil-
military relations are well established
and poised to provide the security the
nation needs to continue its democratic
consolidation. Further measures to
formalize control channels, ensure
effectiveness, and evaluate efficiency
will help to solidify the country as a
secular, democratic model for other
countries in the Middle East.

2.2. Libya’s Arab Summer

Libya’s transition has  been
characterized by a complete lack of a
monopoly on violence and a subsequent
lack of security in the country [42].
Rebel militias litter the countryside,
and have been bold enough to kidnap
the elected prime minister. This danger
was not unanticipated; an international
report warned efforts should be made to
disarm or disband anti-Qaddafi militias
if they could not be “merged into a new,
democratically accountable national
security organization” [43]. Without a
peacekeeping force, or any international
efforts to stabilize the security forces,
the various armed militias, with an
estimated strength between 125,000 and
150,000, became entrenched and began
expanding their power. In some cities
these militias supplanted the civilian
authorities entirely. In others they seized
infrastructure and economic assets like
oil refineries [44].

There are two main problems that
have plagued the transition as a result of
the lack of security: leftover armaments
and porous borders. Leftover armaments,
estimated at close to a million weapons,
continue to fuel violence and enable
interference with civilian authorities
[45]. The plethora of unsecured weapons
could easily have been smuggled to
groups in other countries because there
1s no control over the borders. The lack
of border security has allowed for Al-
Qaeda forces, expelled from Mali, to
settle with relative ease in the southern
barrens of Libya. Qaddafi’s former border
arrangement with local tribes to provide
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security is now null and void, with no
effort made by the interim government
to restore such arrangements [46].

Qaddafi, ever wary of coup attempts,
abolished his Ministry of Defense years
ago and constantly shuffled officers
through billets [47]. The military
forces were never able to solidify as an
institution and that failure has remained
glaringly obvious as civilian efforts
to create these institutions on the spot
continue to produce little benefit. When
Qaddafi fell, different tribal and military
leaders claimed positions as Minister of
Defense, Minister of Interior, and Chief
of Defense with no regard for central
governance [48].

The military in Libya has stalled at
step two of Serra’s transition paradigm.
The military, what is left of it, has largely
held itself above civil control. Armed
militia groups outright deny any central
government that would limit the power
and autonomy of the militias. While there
have been some top-down efforts with
international support, the military has
not been able to transition to stage three
where they are merely a constraint on civil
governance and not an outright detractor.

According to Schedler’s scale,
Libyan civil control is in its infancy, still
preoccu%ied with preventing a slide back
into authoritarian rule by militias and
Islamistseagertotakepower. These forces
represent the “unbound uncertainties”,
Schedler warns must be eliminated to
“avoid democratic breakdown” [49].
Democracy must be solidified quite
a bit more before protection against
erosion 1is worth considering. The
militias in Libya must be brought under
control or eliminated before democratic
government can flourish, but many of
these armed groups are the only security
their tribe and region have because of
the lack of central security. It will take
efforts to establish a central security
force and military capable of defending
the populace before armed groups
would even consider laying down their
arms [50]. The double-headed specter
of Jihadism and Islamism continue to
threaten secular central governance,
preferring their brand of Sharia law to
civilian government.
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Matei provides a framework with
which to analyze the state of Libya’s civil-
military relations [5S1]. Any consideration
of'the efficiency of civil-military relations
at this stage is not possible simply
because no mechanism exists that can
perform the mission [52]. Consideration
of control and effectiveness, however,
is possible, if depressing. There is not
currently a legal framework for the
operations of military forces beyond a
UN White paper that prescribes the basic
roles and responsibilities of the military
[53]. Efforts to draft a constitution have
been entirely unproductive for the last
three years. The Interim Transitional
Counsel (ITC) that represented Eastern
rebels was not elected and therefore
lacked legitimacy [54]. Hastily arranged
elections created a General National
Congress (GNC), truly national elections
were not possible due to the lack of
security and the GNC lacks credibility.
Rather than draft a constitution that
would formalize civil-military relations,
the two f)arties of the GNC are perceived
as merely jockeying for position, power,
and reelection with no serious effort
towards the central legal framework
needed in the country [55].

Democratic control and oversight are
extremely weak, partially due to the lack
oflegal framework for such activities, but
also due to the lack of control on violence
in the country. Executive, legislative, and
judicial control is impossible without
a centralized force. While there have
been some external efforts by the United
Nations to provide oversight, the ever-
shifting face of the military is difficult to
identify much less control. The lack of a
central military also results in a lack of

rofessional norms. International efforts

eaded by the UN are underway to provide
training and education, but without a
credible central government there is little
hope for normalizing recruitment and
promotions into anything resembling a
professional career path.

Matei describes effectiveness as the
use of plans, institutions, resources, and
interagency coordination/cooperation to
accomplish military missions [56]. While
basic institutions exist in the Ministries
of Defense and the Interior, and financial

resources are available, other resources
like people and equipment are sore
lacking, plans are non-existent, and the
agencies are in a state of competition not
cooperation [57].

Libya has a long, tough road ahead
if it is to consolidate democracy and
establish a central civilian-controlled
military capable of securing the nation
and maintaining a monopoly on
violence. International peacekeepers
may be necessary to 1Erovide the stability
needed to accomplish this consolidation.
International efforts must continue to
assist with the training and formalization
of the military and civilian institutions
in order to prevent a slide back into the
rule of the strongest, which could be
devastating for security in the region.
Libya has not transitioned well, and is
stuck in a gray area between democracy
and chaos. International efforts created
this situation with seven months of
bombing, and should be brought to
bear to ease the transition and provide a
future for Libya’s people. Training and
education for the military is necessary
to restore security and protect the
government as it coalesces.

3. CONCLUSION

This article demonstrated that civil-
military relations before, during, and
after the transitions from authoritarian
rule in Tunisia and Libya played a
significant role in the outcomes of
those transitions. The results are
summarized in Table 1. Tunisia, with
its well institutionalized, legalistic, and
politically neutral military, was able to
throw of}f, the chains of dictatorship,
elect officials, draft a constitution,
and set the stage for successful
democratic rule. By contrast, in
Libya the lack of institutionalization
and professionalism in the military,
coupled with government interference
led to the fragmentation of the military
into an impossible to control quagmire
of unrestrained violence. Admittedly,
foreign intervention will likely be
required in Libya to secure the country
until civilian leaders can develop a
framework for governance.
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Table 1. Country Analysis by Paradigm

Matei

Paradigm|
Schedler Serra Control Efficiency
Tunisia Deepening Der(];oon(t:rroal.tic High Med-High
Preventing |Military above
Backslide | Civil Control | Yoy LOW 125
In this context, investments in

civilian elites, as well as military officer
training in civil-military relations are an
important tool for professionalization.
It provides the civilian and military
counterparts with amutual understanding
of the other’s role and place in a
democratic environment. Towards this
end, the United States has invested in
both countries over the years, but the
investment has not been equal. The
United States spent 17 times more money
on Tunisian military professionalization
than Libyan in the three years prior to the
Arab Spring and the outcomes speak for
themse{)ves [58]. In Libya, International
Military Education and Training (IMET)
funds have increased, but it has received
half the funding of Tunisia since the
Arab Spring [59]. This is an indicator
that more needs to be done, not just by
the United States, but any organization
with a vested interest in democratization
and the development of successful CMR.
Future research should seek to evaluate
specific methods of professionalism and
institutionalization for effectiveness
to better target these investments. The
disparate outcomes of these transitions
is a powerful indicator of the importance
of foreign efforts to improve the
professionalism and institutionalization
of militaries in developing countries to
ensure that when there are seismic shifts
in the governance of these countries, the
military is a tool for peaceful success

and not chaos.
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PEACEKEEPING OPERATIONS MANAGEMENT.
AN ANALYSIS OF CHALLENGES,
CHANGES IN COMMAND ACTION AND TRAINING NEEDS
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The aim of this paper is to uncover emerging challenges of peacekeeping
operations, determine the changes in command actions and its effects on the
professional preparation of commanders by analyzing experiences of military
officers. To that end the research data were collected by means of structured face-
to-face interviews with voluntary participation of fourteen officers, who took charge
in various peacekeeping operations. The collected data were analyzed based on
the content analysis method. Findings indicate that peacekeeping operations pose
specific challenges for peacekeepers, necessitate changes in command action in
terms of flexibility and new precautions in terms of preparation of commanders.
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1. INTRODUCTION

The context of peacekeeping
operations comprises impartial civilians,
non governmental organizations, military
organizations and warring factions, all of
which together form a multi dimensional
environment for military commanders as
distinct from conventional warfare[1].Ina
typical peacekeeping operation, missions
are executed by diverse staff, usually
who belong to different nationalities.
Each mission comprises several tasks
to be done in sometimes dangerous,
usually challenging and generally
unstable  environments.  Resources
of the operations are usually scarce.
Organizational procedures andregulations
of different nations are frequently
cumbersome. Usually it is difficult to
synchronize the staff for a common
goal, and that sometimes impedes the
success. Therefore, any kind of emerging
difficulties pertaining to peacekeeping
operations force commanders to make
changes in command actions and keep up
with new challenges [2].

In this context the aim of this paper
is to uncover emerging challenges of
peacekeeping operations, determine
the changes in command actions and its
effects on the professional preparation of
commanders by analyzing experiences
of military officers, who took charge
in various peacekeeping operations
throughout the world. The importance
of this research derives from its
research topic, which was not studied
before as far as we detected. While
forming the theoretical framework,
first of all the concept of peacekeeping
operations was defined ang its evolution
process was explained. Following
that, characteristics of peacekeepin
operations management were descri]ljJe .
Later on, collected data were analyzed
based on the content analysis technique.
Finally, findings are discussed and
implications are emphasized.

2. PEACEKEEPING OPERATIONS

Peacekeeping operations are
performed as a sort of peace support
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operations. Peace support operations are
to be executed in order to strengthen
countries’ diplomatic efforts toward
providing peace in conflicting states.
Therefore peace operations’ objectives
involve peace enforcement, peace making
and peacekeeping. In this respect the
spectrum of peace operations ranges from
observation missions to peace building
and peacekeeping operations [3]. To
date, geacekeepmg operations have
evolved into three generations. The first
generation of peacekeeping operations
were performed just before the beginning
of the Cold War. The first generation
was dubbed as traditional peacekeeping.
Peacekeepers were impartial, equipped
withlightarmsandformedofinternational
troops. Peacekeepers’ objectives
consisted of separation of belligerents
and observation or monitoring of peace
agreements or ceasefires. Consent of
the warring parties, impartiality and
use of force in case of a threat to self-
security are prominent principles of
traditional peacekeeping [4]. The United
Nations Emergency Force (UNEF) in
Sinai, the United Nations Peacekeeping
Force (UNFCYP) in Cyprus, the United
Nations  Disengagement  Observer
Force (UNDOF) in Golan Heights are
examples of traditional peacekeeping.
In the course of time, l(f)ollowin the
end of the Cold War, upon the inability
of traditional peacekeeping forces to
hamper the conflicts and improve the
deteriorating conditions such as in
Srebrenica, along with the arguments
and dissents on the effectiveness of
traditional peacekeeping operations in
provision of peace, the second generation
of peacekeepin O}Elerations was put
into practice [5]. The United Nations
Assistance Group (UNTAG), the United
Nations Operations in Mozambique
(UNOMOZ) and the United Nations
Transitional Authority in Cambodia
(UNTAC) are some examples of second
generation of peacekeeping operations.
In the second generation peacekeeping
operations peacekeepers strove toresolve
the conflicts between belligerents until
removing all of the reasons for their
presence, in addition to their observation
and monitoring missions as distinct from

traditional peacekeeping operations [6].
The peacelgeepers were equipped with
heavy arms in order to deter beﬁigerents
and use force if necessary. Besides, force
formations of troops were larger in size
than previous generation. Peacekeepers
began their missions while conflicts
between warring parties were not ceased
yet [7]. International organizations
were 1nvolved into the conflicts directly
as an actual actor upon the United
Nations Security Council’s decision
and without the need of belligerents’
approval. However, since 1994, the
second generation has not been able
to meet the expectations. Therefore
a new generation of peacekeeping
operations was defined, namely the
third generation. The aim and scope of
the third generation of peacekeeping
operations were larger tﬁan previous
ones. The aims of the third generation
peacekeeping  operations  comprised
stabilization of war prone conditions and
rebuilding a fallen state. The composition
of the troops and contingents changed
significantly in comparison to previous
generations. Police units, members
of mnon-governmental organizations
and  humanitarian  workers  took
part in missions along with military
peacekeepers. Peacekeepers strove to end
the conflicts, enforce ceasefires, sustain
peaceagreements and rebuild the war torn
states by combining military and civilian
capabilities synchronously. In addition
to UN eace{eepers, international and
regional organizations also conducted
peace operations under the UN mandate
as distinct from previous generations.
Throughout this evolution process the
objective of international peace operations
transformed from peacekeeping to peace
enforcement and peace building among
belligerents [8]. The way of peacekeeping
operations’ management also evolved in
correspondencewiththesedevelopments.
However as far as we realized there
is a considerable lack of research on
features of peacekeeping operations’
management. Therefore we believe
that the management of peacekeeping
operations should be evaluated in order
to accommodate permanent changes and
overcome challenges.
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3. PEACEKEEPING OPERATIONS
MANAGEMENT

In general, the concept of
management refers to a process in
which resources of an organization are
used effectively in order to achieve
organization’s objectives. Management
comprises planning, organizing,
executing, directing, monitoring and
evaluating functions [9]. In peacekeeping
operations military leaders direct the
resources of a multinational coalition
in order to achieve objectives given by
UN or another superior international
formation. Leaders execute every
function of the managerial process
in extreme conditions. Peacekeepers
operate in multidimensional
environments. Multidimensionality
derives from operations’ multinational
and multi tasked character. New
generation peacekeeping operations
were performed by diverse personnel
who are from different nationalities,
professional background and cultures.
Military peacekeepers always cooperate
with the personnel of non-governmental
organizations or governmental
organizations, technical experts or even
politicians. However, this diversity
creates challenges for both military
leaders and their followers since, in
general, military personnel are not
accustomed to a multidimensional
peacekeeping environment, if they
are not trained for peace operations
specially. Thereby, military peacekeepers
encounter adversities, which cause
severe stress. Some of those adversities
are physically remote locations, unclear
missions, confusion on command
structure due to the multinational character
of missions, role and identity ambiguity,
lack of knowledge in foreign cultures
and languages, repetitive work, mines,
snipers and exposure to death [10]. In
addition to those adversities lack of
harmony and cooperation in civil-
military relationships also constitute
another challenge for military leaders
although both sides strive for provision
of better conditions. Military personnel
from diverse branches are trained for
combat in pursuit of eliminating the
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reasons of their presence and providing
peace. That is why military actions help
political objectives directly. In contrast,
civilian humanitarian  organizations
strive for relieving the suffering by
accessing every population in the
theatre. Therefore, civilian humanitarian
organizations are mostly perceived as
neutral by all parties. In this circumstance
military leaders have to find a way to
direct the efforts of civilian humanitarian
organizations in cooperation with military
actions [11]. Therefore, the management
of peacekeeping operations requires
flexible, fast and responsive processes,
which can accommodate changing
circumstances effectively. Because many
times the peacekeeping environment
involves a good many of risks, which
affect decision-making processes at
all levels. Thus, effective management
of peacekeeping operations may help
peacekeepers overcome those challenges
and set the stage for success [12]. From
this point of view, in this study the
management of peacekeeping operations
is evaluated in terms of challenges,
changes in command action and training
needs by making use of experienced
peacekeepers’ earlier practices.

4. METHOD

4.1. Participants

A total of 14 officers participated
in our survey voluntarily. All of the
participants have experience in the
following missions: UNOMIG, ISAF,
EUFOR Althea, KFOR, UNMIS, SFOR,
TIPH, and UNIFIL. Participants’ years
of service in military vary from 8 years
to 23 years with an average of 16 years
(SD = 4.55), their ranks change from
lieutenant to colonel, all of them are
males, 2 of which are married and the
rest are bachelors. The sample of the
study is believed to fulfill the “maximum
diversification” principle of qualitative
research with viewpoints from various
missions and regions.

4.2. Materials

In this study data were collected
by means of structured interviews,
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which  comprise questions about
participants’ occupational information
and demographic characteristics, such as
years of service in military and marital
status, mission specific training on the
field and command experience, as well
as personal experience. The interview
form is presented in Appendix A.

4.3. Procedure

All of the participants, whose contact
information was found in authors’
directories, were reached through
e-mails. In this way invitations covering
information about aim and scope of this
survey were sent to a total of 43 officers
initially. However, only 14 officers
agreed to participate in this survey. Each
volunteer participant was interviewed
face to face on a scheduled day by the
first author of this paper. Responses of
interviewees were recorded over a voice
recorder upon consent of the interviewee
and some notes were taken below each
question by interviewer during the
interview. After controlling all interview
sheets, the data were analyzed based on
the content analysis technique.

5. DATA ANALYSIS AND
INTERPRETATION

The data were analyzed according
to content analysis method [13] in three
phases. These phases are: collating data,
developing themes and deriving meaning
from themes. While collating data and
developing themes the participants’
answers were evaluated under the
following question groups: training,
field experiences, unit commanded and
personal experiences. The purpose of
collatingdataisto arran§e messy dataand
compare the answers of each participant
for each question. Therefore each answer
of the participants was read carefully
and collated according to question
groups, by designating numbers for each
answer initially. In this way participants’
answers were listed below each question
group whereby answer sets were
created. Following that each answer set
was examined in terms of relatedness,

repetition of same expressions and
logical ties among them. As a result of
this process threads of answer sets were
generated, from which themes for each
group of questions were developed.
While deriving themes, answers to
the following question were looked
for: What are the main challenges in
peacekeeping operations? How do these
data explain changes in command action
and how and how much these changes
affect the professional preparation of
commanders? The derived themes are
presented in Table 1.

The findings indicate that the unusual
nature of peacekeeping operations
necessitate new precautions in terms
of preparation of commanders because
commanders are the head of the system,
which operate for the accomplishment of
the overall mission. Unless commanders
are prepared sufficiently, it will not be a
surprise to taste the failure in the theatre
of peacekeeping operations. The major
challenges that officers can experience
in a typical peacekeeping operation
can be summed up as deficiencies in
language capabilities, communication
an(% coordination skills, lack of cultural
awareness, knowledge about history,
religions and military equipment used by
other militaries. Participant 5’s statement
addresses communication challenges
clearly “During my mission in Bosnia
& Herzegovina sometimes I could not
communicate with my colleagues who
were from other nations due to my
incompetency in military terminology
and abbreviations.” Likewise,
participant 13 addresses cultural issues
along with language drawbacks with
his statement “Our personnel generally
hesitate to speak in public. The reason
behind it may be officers’lack of English
competency or cultural awareness.” On
the other hand, there are good examples
among participants’ answers, which
indicate effectiveness of pre-mission
trainings and being knowledgeable
when misunderstandings happen in
the theatre. Participant 11’s statement
summarizes an incident which took
place between a presenter and an
officer in Kosovo (KFOR) mission:
“During the Key Leaders’ Training in
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Kosovo, presenter was giving historical
information regarding the remnants of
an old monastery, which was located
almost Skm outside of Prizren town
center. He told that monastery was
destroyed by Ottomans, and with its
stones a mosque was built in Prizren
town center. Upon this disinformation
I raised my hand and asked permission
to speak about that remark. I told them
there was a church, which was still
sound and in use right 50 meters away
of aforementioned mosque. Considering
the logistics ability of that time it was not
logical to destroy a far away church and
use its stones for building a new mosque
in city center while there was another
church in city center. Moreover it was
a known fact that the Ottomans were
respectful to religious beliefs of people
and never stooped for destruction of a
church. Right after the visit, 1 filled a
complaintment about the presenter and
sent it to the commander of the sector.
A couple of days later, I received an
e-mai regarding my coml;;laint, in which
commander wrote that they omitted the
controversial part from presentation.”
This is a good example for advantages
of history knowledge. If this officer had
not commented in time, everyone in the
briefing room at that time and listeners of
forthcoming meetings would have been
misinformed, which later on might have
caused severe disputes among officers of
multinational force and thereby mission
efficiency would have lessened.
Naturally, the above-mentioned
challenges cause changes in command
actions of commanders. Otherwise,
officers experience difficulties when
commanding multi national units in
a multi dimensional environment.
For instance, according to findings,
commanders need native consultants
and interpreters in order to build healthy
relationships and command accurately.
Participant 6 clearly calls attention to
the matter: “During ISAF mission we
seriously needed native interpreters
in order to make contact with locals
and Afghan soldiers, who were trained
and commanded by us”. Besides,
commanders have to comprehend fast
changing conditions and go beyond usual
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ways of coordinating and organizing,
be creative and bold to implement new
techniques and be open to new ideas.
Participant14’s statement emphasizes
the importance of creativity: “When you
experience ambiguity during mission and
when SOPs don 't work, you have to find
away to solve the problems and continue
the mission. This is more than taking
initiative. This is creativity.” Moreover,
acting in order to create an organization
culture among officers and subordinates
may help formation of solidarity
among colleagues, as well. Therefore,
officers and commanders have to be
ready for unexpected circumstances of
peacekeeping operations.

Some of the effects on preparation of
commanders deriving from participants’
ideas on peacekeeping operations
indicate that in order to succeed, officer
Zpeciﬁc training programs should be

eveloped, by which officers should
be given training about different
languages, cultures, religions and values
along with military habits of allies
in addition to organization theories
and coordination methods. Likewise
participant 3’s statement about training
needs indicate the necessity of specific
training programs for officers. “/ believe
that it will be helpful, if officers have
cultural awareness training, covering
knowledge about military traditions,
religions, national customs, daily habits,
abbreviations or military jargons of
each participating nation along with the
host nation prior to putting boots on the
ground.” Besides, in order to deal with
and lead units equipped with various
kinds of armament, officers should
possess certain hard and soft skills.
Participantl0 points out the matter
smoothly: “The equipment and armament
of local Afghan military personnel were
old and ragged, about most of which we
had not much detailed knowledge. Many
times we felt that they didn 't understand
what we thought. However they were
eafcpecting us to train them.” To that end,
officers’ both soft and hard skills have
to be improved through trainings and
they have to be ready mentally for future
operations. Soft skills simply refer
to communication, interpersonal and
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social skills, which comprise listening,
presenting, teaching, speaking, being
courteous, presenting in a polite manner,
being nice, having sense of humor, being
empathetic and having self-control [14].
Oﬁzi)cers need soft skills while they
manage throughout their career. On the
other hand, hard skills refer to technical
skills, which comprise working with
equipment such as guns, vehicles and
any training assisting materials, data,
hardware and software [15]. In addition
to soft skills officers have to possess
necessary hard skills, as well. Otherwise,
missions can fail. To that end, effective
training methods must be applied while
training officers for peacekeeping
operations, whereby training transfer
can be enhanced. Namely, the better
officers are trained before missions,
the less they will fail there. Participant
4 smoothly points out the necessity
of using effective training techniques:
“Before deployment, in my opinion
it would be better to have scenario
based exercises along with visual
demonstrations of mission area and
mission specific operations, which can
prepare us mentally for the forthcoming
missions.” Actually, this participant pays
attention to the efficiency of transfer of
training unintentionally. The transfer of
training indicates the extent to which
given training was applied in the theatre

y trainees and the 1mpact of training
in terms of an increase in mission
efficiency [16]. Therefore, it may not
be unreasonable to think that mission
success, to some extent, may depend on
the level of training transfer, which will
prepare officers and commanders for
future peacekeeping operations. In this
sense, effective success measurement
tools, which can be used at the end of
training programs, may also help increase
the level of training etfectiveness.

6. CONCLUSION

The aim of this paper is to analyze
challenges that officers and commanders
experience in peacekeeping operations,
hence determine the changes in their
command actions as distinct from
conventional implementations and

finally evaluate how these changes
affect the preparation of officers and
commanders for future asymmetric
warfare operations. To that end,
interviews were conducted with the
voluntary participation of 14 officers,
who had participated in peacekeeping
operations previously. Findings indicate
considerable challenges that officers
and commanders come up against and
changes in command actions meant to
overcome those challenges. Starting
from the belief that what does not
change is change itself and as a result
of this research, we uncovered that
in order to succeed in peacekeeping
operations that characterized by multi
dimensionality, as it is the case of
working among and together with
civilians, officers have to change their
conventional command actions and
adapt to emerging conditions rapidly.
Interactions  between  challenges,
changes and effects on the preparation
of officers occur in a continual
process, which indicate the need for
the projection of flexible and modular
training programs for commanders.
Despite limitations of our research such
as the small number of participants,
the application of structured interviews
instead of unstructured ones and the
absence of prior research on the same
or related topics, we believe that our
study fills an important gap in the
field of management of peacekeeping
operations by uncovering the challenges,
commander reactions and training needs
of officers. Thereby, our study may give
inspiration to researchers for conducting
new studies on the issue. For example,
researches can develop new tools in order
to measure changes in the command
actions of commanders and in this way
they can determine training needs and
effects on officers’ preparations for
the future peacekeeping operations
specifically. Moreover, depending on
the findings of this research, the armed
forces of countries involved in this type
of operations, can develop new specific
training programs for their officers in
order to prepare their commanders for
the ambiguous and multidimensional
environmentof peacekeeping operations.
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Table 1. Research Findings
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Changes in Command Action

Effects on Professional Preparation of
Commanders

Hiring native consultants to command

Commanding locals and allies by means of

Three to four weeks for preparation on
the culture of forces involved in operation,
geography and military habits of allies.

Learning local languages at least six
months prior to setting foot in the theatre.

Developing new ways of coordination
apart from traditional hierarchical patterns, in
which coordination happens at and between
all levels of command structure in a more

respecting religious varieties among allies.

Preparation about different ways of
organizing techniques and decision-making
processes in unusual times.

Understanding social network structures in
organizations.

Learning history of the region objectively.

Having general knowledge about religious
belief systems and values.

Fast adaptation to various training techniques
and military equipment, developing new
common training patterns. Commanding
various military means synchronously as it

Learning training patterns of allies prior
to mission.

Having knowledge about technical and
tactical characteristics of military equipment
used by both allied countries and the country
where operation is being held.

informing them about local and multicultural
Direct command of small unit commanders

Comprehending rapidly changing theatre
conditions and making decisions wisely even

Sz
3 5 Challenges in Peacekeeping Operations
SO
%" Lack of competency in foreign languages multicuitural units
5 and military terminology. .
= Lack of cultural awareness. native interpreters
©
3
3 Coordination deficiencies in supply chain
5 management, operations management and
= planning. flexible manner.
& Controversies on historical facts between Understanding sensibilities of each
% allies of asymmetric warfare operations. participating allies on historical issues.
T Commanding by considering and
§ Existence of different training and
=~ £ | commanding patterns as distinct from
S ; national or NATO SOPs.
S Variety in military equipment and
< | armament. had never happened before.
§ Motivating personnel to participate
3 Officers’ lack of experience in asymmetric in asymmetric warfare environment by
3 warfare operations. .
S Lack of adaptation skill to distinct character of the mission.
= multidimensional environments.
s Lack of communication skill. and personnel.
g Lack of stress management skill.
3 o .
< under stressful circumstances.

Preparing officers mentally for
forthcoming asymmetric warfare operations
with any means such as, videos, news,
demonstrations, experiences of veterans,
natives and publications.

Training officers for stress management
and communication skills.

Providing opportunity for officers to
contact with natives of operation area prior

10 mission
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PEACEKEEPING OPERATIONS MANAGEMENT.

AN ANALYSIS OF CHALLENGES, CHANGES IN COMMAND ACTION AND TRAINING NEEDS

Appendix A. Interview Sheet

1. Demographic Data
Gender:

male
Rank:
Service and specialty:
Years of service:
Marital Status:

single
Operational experiences:
Theatre:
Year:
Duration:
Role:

female

married

2.Training and specific training

a. Which languages can you speak?

b. During your mission have you ever
encountered with any problems about language
competency?

c. Did you join any training program about
peace operations?

d. Do you have any proposals on specific
training for Peace Operations?

e. What was the suitability of preparation that
you received in order to acquire intercultural
communication competency in the theater of the
mission?

3. Field experiences

a. Have you ever encountered with any
logistical problems in Peace Operations? If yes,
describe them.

b. Have you ever applied the Rules of
Engagements (ROEs-lawful commands to use
force) in some occasions? If yes, what was their
impression on you? Have you ever faced any
problems in applying them?

c. How was the hierarchical relationships in
Peace Operations that you took part?(degree of
autonomy in the field)?

d. How were your relationships with other
actors in the area? (other units of the coalition, the
local armed forces, local communities, local civil
authorities, international organizations, NGOs,
mass media etc.)

e. Have you experienced any interoperability
problems with the other military units?

f. Have you experienced of particular
problematic situations in the field? If yes, what
were the solutions and results?

4. Unit Commanded

a. What was the training level of the unit you
served?

b. How was your unit’s compliance with the
materials, proposals?

c. How was your unit’s morale: trends during
mission, influencing factors, cases of defection,
possible cases of PTSD (posttraumatic stress
disorder).

5. Personal experience

a. Are you satisfied with (the) Mission/s;

b. What is your personal assessment of the
results in peace operations?

c. Do you desire to be sent in asymmetric
warfare missions again in future?

d. Do you have anything more to say?
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Terrorist groups like the Islamic State of Iraq and the Levant, (ISIL), Al-Shabaab
and Al-Qaeda have the knowledge and the capagilily to strike anywhere in Kenya and
with Kenya Defense Forces’ (KDF) incursion into Somalia in mid-October 2011, the
citizens in Mandera, Moyale, Garrisa, Nairobi and Mombasa have been attacked
and lives lost. This confirms that Al-Shabaab and Al-Qaeda have been motivated by
Kenya Defense Forces’ (KDF), now under the African Union Mission for Somalia
(AMISOM) incursion into Somalia and they will continue to attack Kenya as a way
of retaliation. The importance of Learning Institutions makes it a soft target for
ISIL, Al-Shabaab and Al-Qaeda terrorists. The fact that ISIL, Al-Shabaab and Al-
Qaeda terrorists will strike at Learning Institutions is real and this can be confirmed
by the Garissa University College, Kenya terror attack where 148 people were killed
on 2 April, 2015. The risk of terrorists attack against this critical infrastructure
can result in communal disruptions, disarray, and even overreaction on the part of
governments and the public as a result of any attack, may be high. We argue that
Learning Institutions are vulnerable to ISIL, Al—Shabaag and Al-Qaeda terrorist
attacks. In summary, the article looks at the concepts of terrorism, the dangers of
attack on Learning Institutions, Kenya's Learning Institutions preparedness and
concludes with a set of recommendations.

Key words: vulnerability, terrorism, learning institutions.
1. INTRODUCTION communicating a political message to a
third party, usually a government[3].
A terrorist is someone who opposes
the established order either at national

Terrorism is a subfield of peace and
Conflict Studies that analyses the

interactions between states and other
actors in their engagement with each
other over legitimacy [1]. It is one of
the most disputed terms and has no
comprehensive definition [2]. Terrorism
refers to the deliberate killing of civilians,
or to the doing of extensive damage
to their property, with the intention of
spreading fear tﬁ,rough a population and

level or internationally. Even if engaged
in a restrained military campaign against
an un-democratic, racist or repressive
regime, these individuals are still
‘terrorists’, and the government forces
that oppose them ‘counter-terrorists’ [4].

T]Ize French Republic coined the
term ‘terror’ as a measure to counter-
revolutionaries  against the weak
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government in 1795 and as a policy
to protect itself [5]. The Bolsﬁeviks
used it to legitimize their actions
against enemies of the state [6]. Jenkins’
statement according to which [7] ‘One
man’s terrorist is another man’s freedom
fighter’ is often used to highlight the
problem of implying a moral judgment
when classifying the term ‘terrorism’.
If one identifies with the victim of the
attack, that is considered terrorism, but
if one can identify with the perpetrator
he or she is seen as a liberator. This
elusiveness reflects the fact that the
meaning of the term terrorism remains
contested. It can be used in relation to
violence by states against their subjects,
sometimes referred to as ‘enforcement
terrorism’ or ‘terrorism from above’.
[8] It can be used more broadly to
describe violent actions in a civil war
or other conflict. It can also describe
isolated acts of violence separate from
a situation of war, intended to cause
terror rather than contribute to a broader
conflict. By extension, this type of
terrorism can refer to acts of violence
carried out internationally, in a third
country apart from the location of its
political cause [9].

“Terrorism means premeditated,
politically motivated violence
perpetrated  against non-combatant
targets by sub-national groups or
clandestine agents, usually intended to
influence an audience.” The definitions
propose the motive of ‘‘furtherance
of political or social objectives”. Such
motives include reli%ious, cultural,
economic or psychological factors.
Increasing}y important, however, is the
question of targets [10].

In traditional discussions about
terrorism, targetsareusually governments,
political figures, objects of economic or
social significance, or random civilians.
But the motives and targets can include
environmental and ecological resources
such as water and built water systems.
The social and cultural value and
importance of oil pipeline systems
also make them attractive targets. By
calling attention to the inability of
governments to protect vital symbols of
civilization, terrorists can raise doubts

about controlling authorities [11]. “The
relatively high efficiency of terrorism
derives from its symbolic nature. If
the terrorist comprehends that he is
seeking a demonstration effect, he will
attack targets with maximum symbolic
value.” There are few soft targets with
more symbolic power than learning
institutions [12].

The United Nations General
Assembly’s Declaration on Measures to
Eliminate International Terrorism, set
out in its resolution 49/60 that terrorism
includes “criminal acts intended or
calculated to provoke a state of terror
in the general public, a group of persons
or particular persons for political
purposes” and that such acts “are in any
circumstances unjustifiable, whatever
the considerations of a political,
philosophical, ideological, racial,
ethnic, religious or other nature that
may be invoked to justify them ”.[13]

2. METHODOLOGY

The Qualitative Research method
was used in this study. Primary and
secondary data were analyzed. The lead
researcher being a soldier in Kenya
Defense Forces (KDF) was able to
c o llect primary data by interviewing and
analyzing the narratives and the stories told
by fellow soldiers, officers who had been
involved in rescue operations and students
who were rescued from Garissa University
College. A total of 113 people were
interviewed out of which 50 were military
officers and 63 students. Secondary data
on the subject drawn from books, journals,
news papers, Conference proceedings,
Government/corporate  reports, theses
and dissertations, Internet and magazines
was critically analyzed. The findings and
analyses are discussed below.

3. TERRORIST ATTACKS
LEARNING INSTITUTIONS

ON

3.1. Precedence
On Tuesday, December 16 the
militant group Tehrik-i-Taliban Pakistan
(TTP) carried out a suicide bombing and
armed assault at the Army Public School
in Peshawar, Pakistan. More than 140
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people were killed in the attack, most of
them children, and more than 100 others
were injured. To provide context for the
attack, this report describes historical
patterns of terrorist attacks targeting
educational institutions, based on data
from the Global Terrorism Database.
Between 1970 and 2013 more than 3,400
terrorist attacks targeting educational
institutions took place in 110 countries.
These attacks comprised 2.7 percent of
all terrorist attacks worldwide during
this time period [14].

3.2. Lethality

Although attacks on educational
targets have the capacity to be highly
lethal, this is certainly atypical.
fact, the average lethality of attacks on
educational targets was 0.8 deaths per
attack, compared to 2.3 deaths per attack
on average for all other types of targets
combined. Many attacks against schools
and universities, including many of
those in Pakistan, took place when the
buildings were unoccupied and targeted
the facility rather than individuals [15].

This produced a considerably
lower likelthood that the attack caused
any casualties. More than 70 percent
of all terrorist attacks on educational
targets between 1970 and 2013 (2,365
attacks) caused no deaths, compared to

rox1mately 50 percent of attacks on

er types of targets. Between 2004 and
2013 the percentage of non-lethal attacks
against education targets actually increased
to 76 percent, while attacks against other
types of targets were more likely to be
lethal than they had been previously [16].

In contrast, a relativ ]i) small number
of terrorist attacks on education targets
worldwide were highly lethal. The

Table 1. Lethality of Terrorist Attacks against
Educational Institutions and Other Targets,
1970-2013
Source: Global Terrorism Database

n
25 deaths
(]
11-25 deaths
5-10 deaths
()
25} deaths
1gleath

Other Targets [zd ational Targets | Other Targets z cational Targets |0 9eaths

1970-2003 2004-2013
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percentage of attacks on educational
targets that caused more than 25 deaths
increased more than six-fold, from
0.07 percent (1 attack) between 1970
and 2003 to 0.54 percent (10 attacks)
between 2004 and 2013. The most
lethal terrorist attack on an educational
target took place in 2004 in Russia when
several dozen Chechen and Ingush
militants affiliated with the Riyadus-
Salikhin Reconnaissance and Sabotage
Battalion of Chechen Martyrs attacked
School Number One in Beslan. The
assailants, armed with firearms and
wearing explosives, held approximately
1.200 staff and students hostage for
three days. Ultimately, 344 people were
killed, including more than 100 children,
and more than 700 others were wounded
making this one of the deadliest terrorist
attacks in modern history. In addition to
the Beslan attack, highly lethal attacks
on educational targets have taken place
in Croatia (1 attack), Iraq (3 attacks),
Kenya (1 attack), Nigeria (3 attacks), and
Syria (2 attacks). However, none of these
involved more than 75 fatalities [17].

3.3. Location and tactics

The country that experienced the
most terrorist attacks on educational
targets between 1970 and 2013 was
Pakistan, where 753 attacks targeted
educational institutions, 724 (96%) of
which took place between 2004 and
2013. Between 2004 and 2013, far
more attacks on educational targets took
place in Pakistan than in the next three
countries combined: Thailand (213),
Afghanistan (205), and Iraq (184). [18]
Although many attacks on educational
targets took place in Pakistan, unlike the
recent attack in Peshawar, most were not
lethal. In fact, Russia, Iraq, and Nigeria
experienced more deaths in attacks
on educational targets compared to
Pakistan. As a result of the Beslan attack
described above, fatalities in attacks
on educational institutions comprised
nearly one-quarter of all deaths due to
terrorist attacks in Russia between 2004
and 2013. In contrast, although several
hundred people were killed in terrorist
attacks on educational institutions in
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Iraq during this same ten year period,
Iraq suffered far more attacks on other
types of targets and therefore attacks on

educational targets comprised only 2% of
all terrorist attacks and 1% of all deaths
from terrorist attacks [19].

Table 2. Ten Countries with Most Terrorism against Educational Institutions, Attacks and Fatalities,

2004-2013
Terrorist Attacks e
. Percent of all Fatalities in Attacks on age
Country onI Ed_uca.tlonal Terrorist Attacks Country Educational Institutions Percent of all Fatalities
nst},tu ions
Pakjstan 2 10% Russia 33 24%
Thailand 21 9 Jraq 33 1
Afghanistan 20. 4% Nigeria 28 6
I1: 184 2 PakKistan 7 1
14 3 VIl 3 [
Nigeria 92 Q Afohapistan 2 1
Philippine: S0 3 Thailand 13
Nepal 33 2% Kenya S0 10
Turke: 33 7 % India 4 19
Bangladesh 31 10% Sri Lanka 21 19

The global prevalence of terrorist
attacks against educational institutions
was highest in 1970 and 1971 (10%
and 9% of all attacks, respectively),
when the overall volume of terrorism
was relatively low. Between 1972 and
2003, 2 percent of all attacks each
year, on average, targeted educational
mnstitutions. Globally, 69 percent of
attacks on educational institutions
between 1970 and 2013 targeted schools,
universities, and educational buildings;
19 percent targeted teachers, professors,
an(P instructors, and 11 percent targeted
other educational personnel. However,
the timing and tactics of attacks on
educational targets differ depending
on the location or context. To better
understand the nature of these attacks,
we compare patterns in several key
countries that have recently experienced
a growing trend in attacks on educational
targets Pakistan, Thailand, Nigeria,
and Afghanistan and one country that
experienced a significant number of
attacks on educations historically, the
United States [20].

3.3.1. Pakistan
In Pakistan terrorist attacks on
educational institutions took place

between 1990 and 2013, and targeted
schools, universities, and educational
buildings at a much higher rate (88%)
than worldwide (69%). The vast
majority of the attacks on educational
infrastructure in Pakistan (94%) were
non-lethal, and they typically involved
the use of explosives (90%) or arson or
incendiary devices (7%) against primary,
middle, or high schools that were
unoccupied at the time of the attack. The

Erimary goal of these attacks anears to
e disruption of the educational process,
articularly at girls’ schools, ratﬁer than
oss of life [21].

Although the perpetrators were
unidentified in more than three-quarters
of the attacks on educational institutions
in Pakistan, Tehrik-i-Taliban Pakistan
(TTP) was responsible for 136 such
attacks, 77 percent of those with known
perpetrators. Nearly all of the attacks
attributed to TTP (131) were not lethal,
however four attacks killed one or two
individuals. One TTP attack, at Hussaini
Madrassa in Peshawar in 2013, was
carried out by a suicide bomber and
two gunmen and killed 14 people and
wounded 32 others [22].

3.3.2. Thailand

In Thailand, terrorist attacks against
educational targets occurred between
1980 and 2013, but were much more
common in the 2000s and involved
different tactics than those in other
locations. Attacks on education in
Thailand were more than twice as
likely to target teachers, professors,
and mstructors (43%, compared to 19%
globally). Nearly all of these attacks were
either armed assaults (66%) or bombings
(30%) aimed at teachers and the police
or military security forces that routinely
escorted them on their commute [23].
Although Thailand also experienced
numerous non-lethal attacks on vacant
school buildings like those in Pakistan,
these comprise approximately half of all
attacks on educational targets. Overall,
terrorist attacks against educational
targets in Thailand were much more
likely to be deadly more than 40 percent of
attacks resulted in at least one fatality [24].

S
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3.3.3. Nigeria

With the exception of one attack that
took place in 1988, all terrorist attacks on
educational targets in Nigeria occurred
between 2008 and 2013, the most recent
year for which data are available. The
group commonly known as “Boko
Haram” (a Hausa phrase that loosely
translates as “Western education is a
sin”’) was responsible for carrying out
all such attacks for which a perpetrator
was identified (69%). Preliminary data
from the first half of 2014 indicate
that this group’s practice of targeting
schools continued as they gained greater
notoriety for kidnapping 276 students
from a government-run secondary school
for girls in Chibok, and also carried out
approximately 10 other attacks targeting
educational institutions [25].

Terrorists’ tactics against educational
targets in Nigeria were somewhat
varied and primarily included armed
assaults (22%), bombings (27%),
facility/infrastructure ~ attacks (35%),
and kidnappings (12%). They were
considerably more likely to target
schools, universities, and educational
buildings (76%) than teachers or other
personnel (24%). Educational targets
of terrorist attacks in Nigeria included
primary and secondary schools as well
as colleges, universities and religious
institutions. Although 63 percent of
attacks on educational targets in Nigeria
were non-lethal, several devastating
attacks against schools have taken place.
In addition to the kidnapping in Chibok
in 2014, Boko Haram carried out two
assaults in 2013 that each killed more
than 40 people at a secondary school
and an agricultural college, respectively,
in Yobe state [26].

A distinct pattern among attacks
against educational targets in Nigeria
involves the prevalence of multi-part,
coordinated attacks. Among all terrorist
attacks on educational institutions
worldwide, approximately 15 percent
were part of a coordinated attack. Among
all terrorist attacks in Nigeria against any
type of target, 28 percent were part of a
coordinated attack. However, 46 percent
of all attacks on educational institutions

Vol. 6, Issue 2 (11) /2015

in Nigeria were part of a coordinated
event in which multiple attacks either on
other educational targets or other types
of targets were linked together based
on timing, location, and perpetrator.
For example, in October 2012 Boko
Haram burned eight different schools
in one night, though no casualties were
reported [27].

3.3.4. Afghanistan

Like attack patterns in Nigeria, the
first attack on an educational target in
Afghanistan was recorded in 1988, but
no others occurred until the 2000s when
their prevalence increased considerably.
Also, like Nigeria, only one group in
Afghanistan was responsible for all of the
attacks on educational targets in which
the Taliban was identified as a perpetrator
(46%). As we see with most attacks on
educational targets, many of those in
Afghanistan were non-lethal (71%).
However, a unique pattern emerges
with respect to the injuries caused by
these attacks [28]. While it appears that
some of the attacks were intentionally
non-lethal (e.g., they targeted vacant
buildings), they were much more likely
to cause non-fatal injuries. Notably,
between 2009 and 2013, 20 attacks
involving chemical weapons such as
toxic gas or poisoned water supply were
reported in Afghanistan. Although these
attacks were non-lethal, sc?lmptoms were
reported by scores of students and staff,
including five incidents in which more
than 100 people became ill. Authorities
typically suspected that the Taliban was
responsible for these attacks, though
the group did not claim responsibility
for these attacks and often denied
involvement [29].

3.3.5. United States of America

The unusual high prevalence of
attacks on educational institutions
worldwide in 1970 and 1971 was almost
entirely driven by patterns of terrorist
activity in the United States. Of the 103
attacks on educational targets worldwide
in 1970 and 1971, 91 (88%) took place
in the United States. These attacks,
which occurred in 23 different states,
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occurred in the context of the anti- war
movement and in the wake of the civil
rights movement. Responsibility for the
attacks was occasionally attributed to
formal organizations like the Weather
Underground (5%) or the Chicano
Liberation Front (10%), but more often
the only information available about the
perpetrators of these attacks is that the
were “student radicals”, (50%; nearly all
attacks were at colleges and universities)
“white extremists” (13%; often located at
recently desegregated schools), or “black
nationalists” (8%). None of these attacks on
schools caused any deaths; four resulted in
injuries. As the United States’ engagement
in the Vietnam War declined, the relative
frequency of attacks on educational targets
decreased dramatically: there were only
five in 1972 [30].

A second wave of terrorist attacks
on educational institutions in the United
States began in the late 1980s. Between
1987 and 2013, 80 percent (32 attacks)
of all terrorist attacks on educational
institutions in the United States were
carried out by radical environmentalist
groups, including the Animal Liberation
Front (ALF), Earth Liberation Front
(ELF), and groups calling themselves
“The  Justice  Department”  and
“Revolutionary Cells-Animal Liberation
Brigade.” These attacks typically
targeted university research laboratories
or researchers personally, and caused
extensive property damage but no
deaths and only one injury. Although the
specific value of the damage was often
not reported, the eleven attacks for which
values are known caused more than $5.6
million in damages [31].

4. GARISSA UNIVERSITY
COLLEGE TERRORIST ATTACK

With its horrific attack on a Kenyan
university, the Somali militant group
Al-Shabaab has given up all pretense
of governing and has joined the depths
of global jihadi depravity. On April
2, 2015, our gunmen affiliated with
Somalia’s Al-Shabaab jihadist-terror
group, entered Garissa University
College in Garissa, Kenya, killing 148
and wounding dozens.“The assault on

Garissa a pastoral area that is home to
many Somali refugees stands in stark
contrast to the group’s deadly 2013
attack on Nairobi’s Westgate shopping
center, which was frequented by expats
and rich Kenyans...” This is part of
a perceptible shift in modern terror
tactics; increasingly, the world’s terror
organizations seem to be turning away
from attacks on subway cars and airport
terminals, to focus lethal attention on
institutions of learning [32].

The violence in Garissa marks the
bloodiest terrorist attack on Kenyan
soil since the 1998 bombing of the U.S.
Embassy in Nairobi and is Al-Shabaab’s
most high-profile violence in the country
since the 2013 attack on the Westgate
mall. It also represents a final point in al
Shabab’s long evolution from a populist
resistance movement into a full?bf)own,
international  terrorist  organization.
The execution of students has special
significance for Al-Shabaab: The high-
profilebombing ofagraduationceremony
for newly minted doctors in Mogadishu
in 2009 was one of the group’s most
embarrassing political blunders, and it
has largely refrained from direct attacks
on students since then. Its willingness to
claim this latest incident marks a visible
shift in strategy [33].

Assuming that the evocation of Boko
Haram is deliberate, the Garissa assault
could signal an intention to realign
al-Shabab, long linked to al Qaeda,
with the Islamic State. (Boko Haram
pledged allegiance to the Islamic State
in March.) If so, Al-Shabaab should be
expected to use ever more flamboyantly
violent tactics in the future, as it seeks
to compete with other Islamic State
affiliates for notoriety and for relevance
in the global jihad. [34]

One  reason  that  “terrorist
organizations might choose to target
learning institutions is that learning
institutions, children and students act as
powerful symbolic targets”. Learning
mstitutions represent ‘soft targets’. “A
soft target is a relatively unguarded site
where people congregate, normally in
large numbers, thus offering the potential
for mass casualties.” But practicalities
aside, there are also specific, political
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Fig. no. 1. A map showing Garissa University College in northeastern Kenya.
Gunmen attacked the institution on April 2, 2015. PHOTO GOOGLE MAPS

and cultural reasons a terrorist cell might
target learning institutions. And this is
where such acts diverge from the usual
modes of modern terror [35].

Though bombing public transport
takes months, if not years of intensive
planning, it is intended to make the
act appear random any one could
become a victim by passing through at
the wrong time. The terrifying power of
this particular terror tactic 1s, after all, its
unpredictability. An ideological message
is usually announced in the aftermath [36].

Attacking learning institutions,
however, is predictable because the act
is the message. Terrorists who attack
learning institutions intend to deplete
the number of institutions disseminating
philosophies ostensibly contradictory to
their worldview. For example, “Boko
Haram,” roughly translated from the
Hausa language means “Western
education 1s forbidden”. “They’re
attacking what they see as the institutions
of culture, and in particular the
institutions of Western culture”. “They
see that the process of Westernization
begins at learning institutions” [37].

It is not difficult to see why
Garissa was targeted. Kenyan learning
institutions consistently rank toward
the best in the region, and the overall
Kenyan population demonstrates one of
the highest literacy rates on the continent.
It is also a highly diverse place, with
regards to religion and ethnicity, unlike
many African countries occupying the
borderlands between Muslim-gominated
North Africa and the Christian-dominated

south. Consequently, Kenyan learning
institutions are we l—fpositioned for the
maximal exchange of cultures, politics,
and ideas a concept that stands in direct
opposition to the rigid ideologies of
groups like Al-Shabaab [38].

Al-Shabaab has a history of
interfering in local education. In areas of
Somalia under the group’s control, once
public learning institutions have been

ender segregated, with the majority of girls

eing intimidated against enrolling, if not
forci%ly removed from learning institutions
all together. Whole classes of boys have
been pulled out of learning institutions and
conscripted into its ranks [39].

In an audio message released
following the attack at Garissa, Ali
Mohamoud Raghe, a spokesperson for
Al-Shabaab, said: “the university had
been tar%eted because it was educating
many Christian students in ‘a Muslim
land under colony’, according to The
New York Times, ‘areference to the large
ethnic Somali population in a part of
Kenya that Somalia once tried to claim.
He called the university part of Kenya’s
‘plan to spread their Christianity and
infidelity’. That makes Al-Shabaab’s
objective crystal-clear, and all too
familiar: to wipe out a generation of
ideological non-adherents [40].

5. CONCLUSION

Most Kenyan residents admit that
radicals, Al-Shabaab, are living among
them. But the government through police
campaign is backfiring some Muslims in
places like Mombasa, because of police
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moves like bursting into mosques during
prayer without removing their boots is a
major affront to the religion.

The government needs to rethink its
strategies so that they can benefit from
intelligence from the locals where Al-
Shabaab recruiting the youths is most
likely. Muslims in Mombasa are also
angry at religious leaders and elders
from umbrella organizations like the
Supreme Council of Kenya Muslims.
Locals accuse these groups of staying
silent not only on police abuses, but
extremism. None condemned the radical
youth’s takeover of the mosques, for
example, nor the mass arrests and raids
by the police. Therefore, the government
should abandon the realist approach
where it is only the state as the actor.
Since track one has had little impact,
they should use track one and a half.

6. RECOMMENDATIONS

A. The local security personnel
should identify and make a list of
prominent/ high  profile  learning
nstitutions in their jurisdiction for the
purpose of standard operating procedure
(SOP). Each learning institution should
have concrete boundary wall, with 3 to
4 gates and each gate should be manned
by enough guards, on a 24- hour basis.

B. There should be proper
illumination along the perimeter so that
nobody can jump over the wall into the
learning institutions in the night for
any nefarious activity. Concertina wire
may be fixed on the iron grills above
the boundary wall to deter any one from
jumping over the wall.

C. Installation of CCTV systems
all along the boundary as well as
some additional locations inside the
premises, to monitor the movement of
any suspicious person, with recording
facilities for the ﬁ)ast three days, at least.
The system should also have requisite
video analytics to detect any intrusion
and raise an audio as well as visual
alarm. CCTV system alarm may also
be connected to the identified gates to
close them automatically.

D. A visual anti-sabotage check of
the entire learning institutions should

be carried out by the security staff
of the learning institutions before the
students start arriving in the institution.
They should also check the footpath in
front of the learning institutions, all
along the boundary wall including the
parking area to detect any suspicious
objects lying unattended there.

E. Learnin Institutions  staff,
teachers and students should be regularly
briefed not to touch any unattended
object lying anywhere inside/ outside
the school. In case any such object is
found, the person who finds it should
immediately bring it to the notice of the
chief security officer of the learning
institutions. In case it is seen by a
student, he should immediately bring it
to the notice of his first available teacher,
who in turn will inform the nodal
security officer/ principal of the school.
All should also be briefed to keep away
from such an object.
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The article proposes an analysis regarding the relationship between Internet
usage and language. Moreover, it highlights the impact the latter have on the
human interactions depicted by future knowledge societies within the framework of
the Information Age. This endeavor explores from a linguistic perspective how cyber

users’ native languaie affects their Internet usage patterns. Hence, its final goal is to

determine whether t

content o

e Internet is expected to remain overbalanced in En;;glish usage.
In this respect, the relationship between web users’ native lanbguage and t
/pthe Internet websites they access is also examined based on statistic data.
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1. INTRODUCTION

The focus of this article is to present
the relationship between Internet usage
and language and to highlight the impact
it is creating on the human interactions
among future knowledge societies, within
the framework of the Information Age.

A perception generally accepted by
most of the people is that during the last
20 years, English language becomes
the de facto standard for Internet
communication (both for business and
academic purposes) and attained the
status of a so called “global language”.
The Internet is for sure an effective
instrument for circulating English all
over the world and there 1s much more
Internet content available in English
than in any other language.

2. THE RELATIONSHIP
BETWEEN WEB USERS’
NATIVE LANGUAGE AND THE
LANGUAGE CONTENT OF THE
INTERNET WEBSITES

In this paragraph we will examine
how native language of cyber users

affects their Internet usage patterns from

a linguistic perspective. The final goal is

to determine whether the Internet is expected

to remain overbalanced in English.

The English language advantage in
terms of Internet content was determined
by the fact that early web users were
native English speakers. However, this
advantage is very likely to diminish in
the future, because of the faster growing
usage of Internet resources among non-
native English speakers.

A key determinant of whether the
web content will remain significantly
in English is if non-English speakers
will continue to use English language
websites [1]. In such a case, the existing
web content providers would have a
strong (economically driven) interest
to provide their content in English, and
almost no enthusiasm to create non-
English versions of their sites.

The usage of language on the Internet
can be viewed as a three step process:

* In the short-term - individuals
decide which websites to visit
(based on their interests, language
skills and on the available relevant
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offerings in other languages), which
determines actual Internet usage;

* In the medium term — websites’
owners decide which language
to use for their site, and whether
to offer it in multiple languages,
based on the amount of traffic a site
expects to attract in one language or

another;
e Over the long term - individuals
make decisions about which

languages to learn, based partially

on the interest to access specific

content, as well as the desire to
communicate directly with speakers
of other languages.

Let us make a translation of the
well known network economic effect
(the value that consumers place on a
particular product increases as the total
number of consumers who use identical
or compatible goods increases) to the
topic of language used on the Internet.
The principle stands correct and we can
observea clear network effects application
here: the value of the network depends on
the total number of subscribers who have
access to the network. The more widely a
language is used, learning it as a second
language is more valuable.

The value of speaking English
increases as the number and content
(books, journals, movies) of English
language websites increases. This will
lead to an increase in the number of non-
English speakers learning English in
order to have access to English language
websites, since individuals who speak
English will have more websites to use.

Consequently this will lead to
an increase in the number of English
language websites [2]. It might be
conceivably to experiment in the future
the snowball effect [3]: once a system
has gained an initial lead, there is “a
natural tendency towards de-facto
standardization”, which resembles the
organizational behavior related concept
of groupthink [4]. For this reason, it is
possible that a large portion of Internet

to remain in English (as a dominant
language on the web), even if studies
shown that there are more native Chinese
and Spanish speakers than there are
native English speakers.

The statistics done over the years are
particularly interesting when it comes
to estimate the number of Internet users
by language. Because of the importance
of the subject, and due to the lack of
sources, in the paragraphs below we are
presenting three statistical data sets from
2011, 2013 and 2015, which might help
us finding trends about the hierarchy of
the top ten languages on the Internet.

English

Chinese
Spanish IEEEE— English:

Chinese: 565 million
Japanese I 510 million

Porluguese I
German NN
Arabic NI
French I
Russian N

Korean NN
[ 100 200 300 400 500 600
Millions

Fig. no. 1. Top ten languages on the Internet as
of May 2011 [5].

This United Nations Broadband
Commission’s study suggests that
Chinese could soon replace English as
the most commonly spoken language
on the Internet. The graph shows that
English remained the world’s most
widely spoken language on the web,
with 565 million people (27 %) of the
global online population using it as
their main language, while Chinese
web users continue to grow rapidly,
reaching 510 million people (24%) of
the world’s total. The study predicted
that if current growth rates continue,
Chinese wusers may outnumber
English-speaking wusers by 2015,
result invalidated by a more recent
study [6].

The third study was also made by
Internet World Stats, which presents
its latest 2015 estimates for Internet
Users by Language. The figure below
publishes details for the top ten
languages in the Internet.
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Table 1. Estimates of the number of Internet users
by language as of December 31, 2013 [7]

Rank Language Internet users Percentage
1 English 800,625,314 28.6%
2 Chinese 649,375,491 23.2%
3 Spanish 222,406,379 7.9%
4 Arabic 135,610,819 4.8%
5 Portuguese 121,779,703 4.3%
6 Japanese 109,626,672 3.9%
7 Russian 100,700,000 3%
8 German 81,139,942 2.9%
9 French 78,891,813 2.8%
10 Malay 75,459,025 2%

1136 | Others 440,087,029 15.7%

Total 2.81 Billion 100%

eoien N 555
I 5
—

Chinese
Spanish
Arabic
Portuguese
Japanese
Russia
Malay - 93,9
French
German

the rest 693.9

0 50 100150 200 250 300 350 400 450 500 550 600 650 700 750 800 850 900 950

Millions of Users

Fig. no. 2. Internet world users by language - top
10 languages [6].

The large number of English
language websites might determine non
English speakers to learn English so that
they can access them.

Another  conventional — wisdom
suggests that English as a second
language will be a working language
that will enable collaboration without
threatening the survival of native
tongues. The idea is that the non-native
children, who learn English, will work
and think in their own language, but
English will allow them to communicate
and interact, being a bridge language of
economic opportunity.

To analyze the future of language in
a connected world we have to discover
precisely enough what percent of the
Internet’s content is written in English.

Vol. 6, Issue 2 (11) /2015

Early studies [8] estimate that 80
percent of the World Wide Web’s content
in 1997 was in English, while another
study from 2003 was estimating that only
72 percent of online content was in English.
Both percentages mislead researchers to
suggest that English had a head start other
languages would find difficult to overcome.
The reason is that fact it is incredibly
difficult to generate a believable estimate of
language diversity online, because it is hard
to choose a credible and representative test
sample of websites.

A study regarding the usage of
content languages for websites was
made by w3techs.com [9]. It includes
only the top 10 million websites (top 1
million before June 2013) based on the
website popularity rankings provided by
Alexa (an Amazon.com company) using
a 3 months average ranking. In this
case, Alexa rankings serve the purpose
of providing a representative sample of
very well established sites.

English 54.7%

5.9%

Russian
German 5.9%
Spanish, Castilian 4.7%
French 4.5%
Chinese 4.4%
Japanese 4.2%
Portuguese M 2.3%
Polish W 1.8%
Italian M 1.5%
Turkish 0 1.4%

Arabic f1.2%
Fig. no. 3. Usage of content language
for websites [9].

The study also revealed that the
Russian Internet domain .ru became
the most popular country-code top
level domain in September 2011 and
has been growing ever since. However,
on top 1000 sites, Russian language
is less used (it is only language no.
6 behind English, Chinese, French,
German and Japanese).
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The trend in the last few years
showed that it seems very likely that
Russian will stay at rank no. 2 for the
moment, while Chinese would be the
logical next candidate for the position.

Estimating the number of speakers of
the world’s languages is an increasingly
complex task, particularly with the
increased trend present in many countries
to teach English in public schools. In the
entire world many people are bilingual
or multilingual, and it is estimated to
exist a total of 750 million speakers of
English (first or native language, plus
second language) [10], while India and
China combined have over 500 million
users of English [11].

Some researchers warn that that
search engines may no longer offer
a representative sample of content
online, because social networks (such
as Facebook and Twitter) are difficult
to be fully indexed. Also search engines
now index less than 30 percent of the
visible web, and the indexed subset
skews toward English language sites,
often because those sites are the most
profitable places to sell advertising [7].

Statistics about Internet usage show
much faster growth in countries where
English is not the dominant language. In
1996, more than 80 % of Internet users
were native English speakers, but in 2010
that percentage dropped to 27.3 %.

While the number of English-
speaking Internet users has almost triples
since 2000, twelve times as many people
in China use the Internet now comparing
with 1996, regularly using Renren (a
social media platform equivalent to
Facebook) or Sina Weibo (a site similar
with Twitter). Growth is even more
impressive in the Arabic speaking world,
where twenty-five times as many people
are online in comparison with 1996.

In 2015, the difference in growth is
even more evident (the statistics covered
the time interval from 2000 to 2015) [6].
The biggest percentage belongs to Arabic
(6091.9 %), followed by Russian (3227.3

%), Chinese (2080.9 %) and Portuguese
(16373 %) mainly due to South
America’s countries. English obtains a
decent growth rate of 505.0 %.

Also the number of non-English
pages is rapidly expanding (statistics
covered from 2001 to 2011): the use
of English online increased by around
281%, a lower rate of growth than that
of Spanish (743%), Chinese (1,277%),
Russian (1,826%) or Arabic (2,501%)
over the same period [12].

3. HOW LITTLE OF THE
WORLD WE SEE THROUGH OUR
BROWSERS

“While its easier than ever to share
information and perspectives  from
different parts of the world, we may now
often encounter a narrower picture of the
world than in less connected days”. [13]

The existence of cyberspace offers
the premises for a better connected
world and better outcomes for people
across the globe, which elevates the
importance of living dual lives, as
citizens of nations and citizens of the
world. The Internet Age we are living
is a time of connection. The ubiquitous
technology embedded in our lives often
leads to the following assumption: while
the number of people online grows, it
will inevitably leads to a smaller, more
connected world, in which we will think,
understand, communicate and share
more with people from other cultures.

The  reality contradicts  this
assumption, because the technological
ability to communicate with someone
does not automatically guarantee better
human interaction or an increased
exchange of information. While it is
easier than ever to access information
from all over the world, the lenses
through which we view the social
environment have become narrower.
People are less open to cross-cultural
experiences that may stimulate new
learning and understanding.
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The world is complex and
interconnected, and the evolution of
our communications system, from a
broadcast model to a networked one, has
added a new dimension to the mix [13].
We search for information or find new
things through people we know, and since
these people tend to resemble ourselves,
a lot of things within the global flow of
information that happen in the world
that did not catch our attention.

There is a difference between what
networked technology could do (in
principle), and what it actually does.
“You can't always get what you need”
[14], but you usually get what you want
- and it’s not necessarily good a good
thing for you.

To ensure that electronic connection
bring people closer and increase the
human connection, everybody need to
experiment in all digital life’s areas:
online language, personal connection,
and discovery [15]. Regarding the
sphere of online language, it worth
mentioned the ongoing development
of automated translation, which
could allow us to smoothly follow
conversations unfolding in languages
unknown for us.

4. CONCLUSIONS

We can expect that the English
language status of wusage in the
Internet to remain unchanged during
the forthcoming period of social and
economic global change. English is
widely scrutinized as becoming the
“global language”, due to the fact that the
world in which it is used is in continuous
social, economic and demographic
transition, which implies connection and
smoother communication.

There is a growing belief that the
future will be a bilingual one, in which
an increasing proportion of the world’s
population will be fluent speakers of
more than one language (probably
English, as a second, additional or
foreign language) [10].

Vol. 6, Issue 2 (11) /2015

Taking in consideration those three
kinds of English speakers (as a first,
as a second or additional language and
as a foreign language), the future of
linguistic communication on the Internet
will be not determined by native ones,
but by the latest categories of people.

It will be interesting to observe in
the next 25 years if they will embrace
English or they will simply use it as a
vehicular language and complementary
what role the language will play in their
lives. To conclude, even if English is
unlikely to be displaced as the world’s
most important language, the future is
less certain and even more complex than
we could possibly imagine.
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Freedom and prosperity of mankind greatly depend on an innovative, safe and
reliable Internet that, of course, will keep evolving. Cyber space must be protected
from incidents, misuse and abuse. Handling the increasing number of threats to
cyber security is a challenge that national securl;v and the trend in the international
environment face. This makes taking fast and adequate measures at national,
European and international level a must. Changing national security strategies and

adopting new cyber security strategies are a part of these measures.

Key words: national security, cyber security, national security strategy, cyber

security strategy.
1. CYBER SPACE.
A MEANS OF (UN)CERTAINTY

The open Internet space lays the
base of globalization, political and
social inclusion worldwide and gives
opportunities for interaction and sharing
of information and ideas. It is a forum
for free speech and exercising basic
human rights.

Internet, as well as ICT, is turning
into a crucial resource for states and
national infrastructures. They are a key
factor for security, social and economic
growth and stability (see Table 1).

Table 1. Before, nowadays and in the future [1]

2010

Nowadays

2020

Expected
population

6.8 bln

7.3 bln

~8 bln

Expected
number of
Internet
users

360 min
(5% of
the world
population)

2.5 bln
(35 % of
the world

population are
users)

~5 bln
(60 % of
the world
population are
users)

Number of
devices

12.5 bln
devices and
technologies
using Internet

(~6 devices per
capita)

50 bln
devices and
technologies

using Internet
(~10 devices
per capita)

ICT
contribution
to economy

~4 % of GDP
for G-20 states

~10 % of
world GDP

networking IT systems. Vulnerability
in cyber space is real, considerable
and quickly increasing because of this
global networking. The key to adequate
neutralizing of all threats to cyber
security is their prioritization.

2. FROM THEORY TO
PRACTICE IN DEFINING
NATIONAL CYBER SECURITY
STRATEGIES

To guarantee human rights and
freedom 1in the virtual world, regulations
must be developed and a consistent
policy should be applied. One of the ways
to achieve this is each state to adopt a
national cyber security strategy (NCSS).

A lot of issues should be considered
in order to reach a definition for a
ci/ber security strategy. First, it is to be
clarified what meaning is implied in
the basic concepts — cyber space, cyber
security, cyber attacks, cyber threats, etc.
However, a universal, agreed definition of
“national cyber security” (NCS) does not
exist. Some that are a symbiosis of “cyber
security”, “national security”, etc. can be
found in the strategic state documents.
That means each country defines these

concepts depending on their own vision.
It must be made clear that the national
cyber security is not an end itself. It is a tool

Critical infrastructure, all state
government and economy management
structures are entirely dependent on

—@_
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to reaching the desired wellbeing of the
individual, group of people, organizations,
nations an(%r world population. Most of
the countries find defining a NCSS as
a goal that will provide a secure virtual
environment which guarantees economic
growth, stable development and protection
of people from various risks. Such a
general strategy should render an account
of a number ot indicators like:

° Strategy goal;

° Definition of basic concepts in
the sphere of cyber security

° The target group;

o Interested parties;
o Division of the cyber domain;
o Setting strategic goals.
Three  conceptual  tools are

applied in the process of defining a
strategy. They are called “the three
dimensions”, “the five mandates” and
“the five dilemmas” of the NCS (Table
2). Even though this set of instruments
provides an option for prioritizing
specific components, depending on the
particular environment in each country,
it has not been applied uniformly 1n
the existing NCSSs.

Table 2. NCS — basic theoretical approaches [1]

National cyber security
Definition

Concentrated application of specific governmental instrumentality and the principles for providing information
for public, private and relevant international ICT systems, as well as their shared content, where these systems
relate directly to the national security.

Military cyber space
The 5 mandates [2]

Giving account of the cyber crime

Intelligence and counterintelligence

Defense of critical infrastructure and crisis management
“Cyber diplomacy” and managing the Internet

The 3 dimensions/interested

parties in NCS National — “cooperation”

Governmental — “coordination”
International — “Collaboration”

The 5 dilemmas
Balance of expenses and NCS
benefits

AN N NN S NN N NN

Stimulating economy vs. developing national security
Modernizing infrastructure vs. Protection of critical infrastructure
Private sector vs. Public sector

Protecting data vs. Sharing information

Freedom of speech vs. Political stability

3. STRATEGIC GOALS AND
INTERESTED PARTIES

NCSS should take into account
the different categories of interested
parties and their specific roles in
the two basic activities: defense and
attack. These stakeholders are spread
in the government, private sector and
international organizations. Thus, for the
purpose of the NCSS, governments are to
coordinate their actions, cooperate among
themselves and the interested parties.

Actually, theability ofthegovernment
to react to cyber space threats is limited
and likely to be doomed to failure if not
cooperating with the rest of the involved
in the process.

The continuous dialogue, based
on coordination, cooperation and
collaboration among stakeholders is a
key factor for the success of the NCSS.

4. PROTECTION
IN THE CYBER SPACE

It is widely known that it is by far
easier to attack than to protect. Weak

management allows some countries to
become a permanent source of attacks [3].

In response to the attacks, defense
actions usually fall into four basic types:

. Protection — “applying basic
rights”  (modern antivirus software
for the simplest threats, appropriate
configuration of firewalls, etc.);

. Detection — proofs for a cyber
attack are sought, for something irregular
happening in the system (typically,
proofs for unauthorized access and data
export from the system);

. Response or reaction — can be
done in numerous and various ways (e.g.
deleting a file or activating a firewall,
closing a network, changing hardware,
etc.). Potential situations related to
nationwide cyber attacks which, in
theory, could require even a complete
Internet cutout;

. Recovery — starts right after the
cyber attack is mitigated. All systems
need a set of backup copies or emergency
recovery systems which are to substitute
the corrupted or lost data (reserve data
centers, information storages, etc.).

—
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From the perspective of NCS, cyber
defense is a “collective effort”. The
concept of “collective cyber defense” can
be interpreted as “operative cooperation
of various (international) participants to
defend from specific cyber attacks against
one or more of the participants “. Cyber
defense uses the methods of physical
obstruction or manipulation of the
Internet traffic to limit the cyber attacks;
sharing and combining intelligence
capabilities, human resources and, even,
communication infrastructure. In fact,
collective defense can not only deal with
“detecting” and “responding to”, but it can
also undertake active defense operations.
Collective cyber defense is predominantly
based on the trust at individual and
organizational levels. This trust can even
substitute the traditional union structures.

Emergency measures — this
broad category includes all ICT which
facilitate t]%e activities of the incident
response services, except those in the
sphere of law enforcement. It may
vary from better communication and
analysis instruments to national crisis
management and continuous protection
of critical infrastructure and information
flow related to them. As a whole, these
systems provide a significantly high
security level for specific risks.

From all of the above, we could
conclude that there are differences
between the developed nations with a
high level of ambition for integrating
cyber security in their general foreign
affairs policy and those dealing with
NCS as a task included in the scope of
the internal security.

Vol. 6, Issue 2 (11) /2015

5. POSSIBLE CONTRADICTIONS

Basically, NCS has two axes —
military/civilians and intelligence/
law enforcement bodies.

Military/civilians: Contradictions
arise when roles and responsibilities
are assigned in crisis management and
critical infrastructure protection.

Law enforcement bodies/
intelligence: interests in the sphere
of intelligence are often in direct
contradiction with those of the law
enforcement  bodies.  Intelligence/
counterintelligence and cyber crime
counter actions are clearly separate
activities, but in case of cyber attacks
counter actions differ completely in the
following: transparency, motivation,
offensive and sharing.

6. COMMONALITIES AND
DIFFERENCES IN THE
NATIONAL STRATEGIES FOR
CYBER SECURITY

NCSSs aim to guarantee that states
are able to face the cyber security
challenges and are aware of the
consequences, as well as capable of
undertaking adequate measures against
violations and crime committed in
information systems. Many EU and
NATO-member states have issued, are
developing or updating their NCSSs.
Some of them, as it is the case of
the Czech Republic, Estonia, The
Netherlands and the UK have already
updated their initial strategies.

Table 3. NCSS of EU and NATO-member states

Stafe Tiilc
The Slovak Republic Slovak National Strategy for Information Security [4] 2008
Canada Canada’s Cyber Security Strategy: For a Stronger and More Prosperous Canada [5] 2009
The Czech Republic Cyber Security Strategy of the Czech Republic for the Period 2011-2015 [6] 2009
Estonia Cyber Security Strategy [7] 2014
France Information systems defense and security. France’s Strategy [8] 2011
Germany Cyber Security Strategy for Germany [9] 2011
Lithuania Programme for the Development of Electronic Information Society (Cyber-Security) for 2011-2019 [10] 2011
Luxemburg Not available on-line 2011
The Netherlands The National Cyber Security Strategy (NCSS). Strength through Cooperation [11] 2011
Romania Cyber Security Strategy 2011
Spain Part of Spanish Security Strategy: Everyone’s responsibility [12] 2011
Switzerland National Strategy for Protection of Switzerland against Cyber Risks [13] 2012
UK The UK Cyber Security Strategy. Protecting and promoting the UK in a digital world [14] 2012
USA The National Strategy to Secure Cyberspace [15] (also CNCI, HSPD-7, 60 day Review) 2003
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The European Commission supports
the concept that there are still flaws
within the whole EU, especially regarding
the national capabilities, coordination
in cases of incidents abroad, as well
as in private sector involvement [16].
The European agency for network and
information security 1s to cooperate and
support member-states in their attempts

Because of the lack of a consensus in
their understanding, there is not a common
definition and universal use of “cyber’-
concepts. Reviewing the existing cyber security
strategies, it becomes noticeable that a definition
of “cyber security” is given in less than the half
of them. In some of them the term is looked
at descriptively, and in others it is discussed
without a particular definition (Table 3).

to improve the level of resistance

of their national cyber security and Il\‘I7 FgERllﬁi%lEﬁ%Iglé]il\ll\lDCSSS
provide actual directions for assessing

the national strategies, published in Four predominant trends can be

the good practices and formulations

t [ s observed in analyzing the currently applied
implementation guide [17] (Figurel).

national strategies.

o getting closer to a common
e e understanding of key threats and
ough a st ofkey ding.
s fox vulnerabilities in cyber space (Table 4);
o identifying ‘“new” threats and

challenges (climate change, power sources,

(smamovomare ) LN govmwors ) health risk and cyber security) due to the

/ et | o \ broader understanding of “security” [18];
[ ]

greater awareness of the connection

between national and international security;
Fig.no.1. Life cycle of NCSS

° admitting the necessity for a full

integration of the traditional security
Table 4. Cyber security in some European strategies [19]

Cyber Security

Phase 3 Phase 2
Assessment Implementation

policies, economic means and cooperation
and development policies.

State

Austria Cyber security describes the protection of a key legal asset through constitutional means against
actor-related, technical, organizational and natural dangers posing a risk to the security of cyber space
(including infrastructure and data security) as well as the security of the users in cyber space. Cyber
security helps to identify, assess and follow up on threats as well as to strengthen the ability to cope
with interferences in or from cyber space, to minimize the effects as well as to restore the capacity to
act and functional capabilities of the respective stakeholders, infrastructures and services. [20]

Cyber security comprises a sum of organizational, political, Tegal, technical, and educational measures
and tools aiming to provide a secure, protected, and resilient cyberspace [21]

The Czech Republic

Finland [Desired end state in which the cyber domain is reliable and in which its functioning is ensured...
Note 1 ... the cyber domain will not jeopardize, harm or disturb the operation of functions dependent
on electronic information (data) processing.
INote 2 Reliance on the cyber domain depends on its actors implementing appropriate and sufficient
information security procedures .....
Note 3 Cyber security encompasses the measures on the functions vital to society and the critical
infrastructure which aim to achieve the capability of predictive management ... [22]

he desired state of an information system in which it can resist events from cyberspace Tikely to
compromise the availability, integrity or confidentiality of the data stored, processed or transmitted and

f the related services that these systems offer or make accessible. [23]

“Cyber security” and “civilian and military cyber security” (Global) cyber security is the desired
lobjective of the IT security situation, in which the risks of global cyberspace have been reduced to an
acceptable minimum. [24]
Continuous and planned taking of political, Tegal, economic, educational, awareness-raising and
technical measures to manage risks in cyberspace that transforms the cyberspace into a reliable
environment for the smooth functioning and operation of societal and economic processes by ensuring
an acceptable level of risks in cyberspace. [25]
Cyber security refers to efforts to prevent damage caused by disruptions to, breakdowns in or misuse
of ICT and to repair damage if and when it has occurred. [26]

rotection of information systems that make up the cyber space from attacks, ensuring the
lconfidentiality, integrity and accessibility of the information being processed in this space, detection of
attacks and cyber security incidents, putting into force the countermeasures against these incidents and
then putting these systems back to their states previous to the cyber security incident. [27]

France

Germany

[Hungary

he Netherlands

Turkey




Issue 2 (11) /12015

Journal of Defense Resources Management

Table 5. Threats, vulnerabilities and challenges in national strategic documents

State Document | Year Key threats/vulnerabilities
»Weapons of mass destruction™ (WMD), terrorism;proliferation of ballistic missiles;
France White book | 2008 | cvber attacks; espionage; criminal networks; health risks; citizens in vulnerable regions
abroad.
International terrorism; proliferation and military buildup; illegal trafficking of
Germany White book | 2006 | weapons; weak state system; transport routes; energy security; uncontrolled migration;
epidemics and pandemics.
Securit Terrorism; proliferation of WMD) unstable regions/unsuccessful membership; illegal
Hungary Y 2012 | migration; economic instability; challenges to information society; global natural,
strategy . < : :
manmade and medical sources of dangers; regional and internal challenges.
The Securit Violations of international peace and security; CBRN weapons; terrorism; international
Y 2007 | organized crime; social vulnerability; lack of digital and economic stability; climate
Netherlands strategy

changes and natural disasters; infectious and animal diseases.

Organized international terrorism and crime; power security; illegal migration;

Security 2007 weakened transatlantic connections; frozen and regional conflicts; low levels of

Poland strategy integration of economic life and financial markets; environmental threats; internal
challenges.
Securit Armed conflicts; terrorism; organized crime; financial and economic instability; power
Spain strate Y 2011 | vulnerability; proliferation of WMD; cyber threats; uncontrolled migration flows;
gy disasters and emergencies; critical infrastructure; supplies and services.
Securit International terrorism; hostile attacks in the cyber space; natural disasters and
UK Y 2010 | incidents; territorial attacks; risks of high instability; organized crime; disturbances in
strategy : PSSR . . . .
satellite communications; cutting off basic resources or oil/gas supplies.
8. BASIC TRENDS IN NCSS garameters, the following categories can
e determined:
Anumber ofbasic trends can be observed e broad scope attacks;

terrorist attacks;

foreign threats;

corporative espionage;
organized crime;

political activism against ICT-

when analyzing the existing NCSS:

e sustainability of a safe, stable
and reliable electronic and operational
environment;

e fostering economic and social

wellbeing, trust and economic growth;

e overcoming the risk to ICT;

e  strengthening infrastructure stability.

In regard with the vision for cyber
security, each state has one of their
own. They apply different approaches
in developing the strategy, reflecting
the particular understanding for cyber
space and cyber threats. Still, despite
the differences, common trends can be
observed as follows:

e globalization;
critical infrastructure;
economic prosperity;
national security;
social wellbeing;

e public trust in ICT.

To apply appropriate protective
mechanisms, in the process of research
and categorization of the new threats,
the threat vector and its characteristics
(starter, direction and size) are to be
described. It is necessary to -clarif
what the sources and aims are, as well
as what the scope/comprehensiveness
is. Accordingly, in regard with these

based services.

In the NCSS developed so far, these
categories are partially or fully adopted
and, in accordance with the particular
security environment, each country
supplements the list with others.

Are there common goals? Each
NCSS goals are set in a short and
long term plan and are implemented
through consecutive targeted actions
and processes which protect the country
from cyber threats and provide for its
vital functions. Success indicators are
determined for the major part of the goals.
They are followed by planned monitorin,
activities. Some of the goals are shared,
as others (e.g. reaching balance between
human rights and cyber security in the
legislation) are specific for the particular
country. Goals are often distributed in
topical areas like:

e measures at legislative level and
cooperation with stakeholders;

e critical Information Infrastructure
Protection (CIIP);

e riskassessmentofcritical infrastructure;
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° security of services in cyber space.

As a whole, activities undertaken in
EU-member states are similar. Some of
themaretypical,and others, likeenforcing
security standards and good practices,
are definitely rarer. The activities are the
basic interventions through which the
final outcome and goals of the project
are achieved (bui%ding up capacity,
legislative initiatives, risk and threats
assessment, increasing awareness). They
are usually described through plans for
implementing the strategies at a national
or institutional level, depending on how
much centralized the system is.

9. ASYSTEM VIEW OF NCSS

“INPUT DATA“ FOR NCSS

“Input data* state the resources
granted for the implementation ofaNCSS
which, at strategic and program levels,
originate from the particular goals in the
NCSS. They include financial, human,
legislative, institutional, educational,
legal, etc. types of goals.

“OUTPUT DATA“ FOR NCSS

“Output data* are the actual results
of program activities. They generally
relate to the key indicators and are able
to guarantee good financial management
and implementation. Thus, “output
data” are the outline for the program
implementation reports.

OUTCOME AND EFFECTS

The outcome reflects short- and mid-
term implementation of the program, as
the effects provide results in a longer
term period (10+ years). The short- and
mid-term outcome relates to the stability
and cooperation and directly derives
from the activities stated in the strategy.
In turn, the effects are long term goals
focused on the cyber space security and
are set in the program in their short- and
mid- term plans.

INTERESTED PARTIES

Bearing in mind the nature of
cyber space, by default, all users are
interested parties. This makes crucial
each interested party to be aware of
their responsibilities. The role of every
interested party varies due to their
capabilities and resources.

10. INITIATIVES IN THE SPHERE
OF CYBER SECURITY
IN BULGARIA

Currently, in Bulgaria, the documents
related to cyber security policy and
strategy are bein% developed. Some
initiatives and results can be reported.

o In meeting EU and NATO
requirements, Computer Emergency
Response Team (CERT) Bulgaria
is open in November 2008. It i1s a
structure subordinated to the Ministry of
transportation. Its mission is to support
the users of the services meant to reduce
the risks in case of information security
incidents and to assist the counteractions
when such happen.

o Another initiative is the round
table on the topic of “Cyber space
security in Bulgaria - current status and
challenges” held in September 2010.

° In 2010, in accordance with
a decision of the State Commission on
Information security, a point of contact for
Bulgaria is nominated to the EU project
“Incident Network Security Management”.

° On May 25, 2011, the
government approves a Memorandum
of understanding for a future cooperation
in the sphere of cyber security between
NATO cyber security management body
and the national cyber security structures.

o In  November 2011 a
Memorandum is signed, dealing with the
information systems of the administrative
bodies and classified information
networks. It regulates issues of the goals
and scope, current legislation, financial
conditions on its application, regulations
for using shared information, the ways
of resolving disputes, means for its
amendment or termination.

° In September 2011, an
Interagency working group on the issues
of cyber security is created. It is tasked to
develop a proposal for the composition,
powers, mission, functions and tasks of
a national authority on cyber security in
Bulgaria and prepare a draft Decision of
the Ministerial Council forits establishing
in the structure of the security system. In
the J anuar%f 2012 report of the group the
current cyber security status is analyzed
and the following findings are notecz
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- Legal-normative regulation of
the issues of critical communication
and information infrastructure cyber
security, as well as a national policy and
strategy for cyber security do not exist;

- There is no legal provision
establishing a unified coordination of
information protection.

e In May 2013, the Prime Minister
issues an order that establishes an
Interdepartmental Working Group, tasked
to prepare a draft Cyber Security Strategy
for the Republic of Bulgaria. The Minister
for Development of e-government is
assigned as a Chairman, and the Minister
of Defense is to execute control over the
implementation of the order.

e In September 2014, the Minister
of Defense appoints a national coordinator
for cyber defense and cyber security, with
the task of quickly finalizing the strategy
for cyber security. The coordinator is
equidistant from the various agencies,
works in collaboration with industry and
academia, and represents the country in
the EU, NATO, UN and other bodies
concerned with this problem.

Even a quick review of the status
of activities in cyberspace in Bulgaria
shows that, so far in public life, there
is no comprehensive vision on cyber
security. There are more sporadic
than consistent successive actions in
response to specific procedures in the
EU or NATO, aimed at achieving an
explicit goal. At the same time, as a full
EU and NATO-member, Bulgaria has its
commitments to the common security
and defense policy, which include
elements of the joint action in the field
of cyber security.

11. CONCLUSION

All governments face the constantlﬁ
rising level of cyber threats, whic
requires recognizing these problems,
formulating goals and developing a
strategy to solve them. The establishment
of a national cyber security strategy is
a challenge and coordination is needed
between the various governmental and
non-governmental parties, the public
and private sectors.
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Since each country has its own
priorities and problems, no general
framework for national cyber security
exists. Each government provides a
special individual set of circumstances
and the developed strategy meets the
particular requirements. It describes the
specific ~ governmental  instrumentality
and the principles of ensuring the security
of information in public, private and
international ICT systems that directly relate
tonational security. Itis atool thatis beneficial
to the government and all stakeholders.
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INTER-ORGANIZATIONAL COLLABORATIVE CAPACITY
OF PUBLIC SECTOR INSTITUTIONS’CONTROL ENTITIES
IN EMERGENCY SITUATIONS

Nikola T. STOYANOV

“G. S. Rakovski” National Defense College, Bulgaria

Environmental challenges and natural disasters demand new tools to support the
performance of public institutions in emergency situations. This paper contributes to one of the
fundamental objectives — inter—organizational collaboration, namely to the objective to share
experience from the implementation of methods and tools and latest research results in support
of management in the new security environment. In addition, it focuses on the cognitive and
human aspects of collaboration. The goal of the paper is to investigate the impact of different
factors and tools for understanding, explaining, and measuring collaborative capacity of
public sector institutions’ control organism in emergency situations. The paper will present
intermediate results from the research on “Inter—organizational collaborative capacity of
public sector institutions’ control entities in emergency situations”. Based on a theoretical
model, a draft instrument was developed (i.e., a questionnaire) for data collection that can be
used to 1) investigate the impact of different factors, 2) localize inefficiencies in public sector
institutions’ control organs, and 3) determine measures to achieve better organizational

effectiveness of public sector institutions’ control entities in emergency situations.

Key words: collaboration, collaborative capacity, means, Surface Measurement Overall

Performance.

1. INTRODUCTION

Emergency management is one of the
main tasks of the Bulgarian government
aimed at protecting the population from the
impact of natural disasters and accidents
and liquidation of their consequences.
This activity involves the structures of
central and local government as well as
non—governmental organizations, such as
the Red Cross and others. Historically, the
management of emergency situations has
always required consolidation of efforts of all
relevant actors in order to achieve the desired
effect in protecting the population.

This paper studies the control entities
of the three Bulgarian organizations that
have roles and responsibilities to protect
the population in emergency situations,

namely the Ministry of Defence with its
structures at strategic and operational level,
the Ministry of Interior primarily through
the General Directorate Fire Safety and
protection of the population (GDFSPP),
and the central leadership of the Bulgarian
Red Cross (BRC). The methodology used
aims to assess the organizational factors for
inter—organizational collaborative capacity
of control entities dealing with emergency
management in these three departments and
their dependence on operational objectives
and environmental factors.

A questionnaire was used to conduct
empirical research. Measurement was done
on a 6—degree Likert scale. The scales used for
measuring the variables are in a pattern that covers
hypothetically the main factors influencing the
process of cooperation.
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The reliability of the scales was checked
after calculating Cronbach’s alpha. In search
of empirical confirmation of the reliability of
the method and proof of its validity a factor
analysis was conducted. To determine the
relationships between the input variables
and the level of cooperation between
organizations, a regression analysis, analysis
of variance (ANOVA), post hoc Tukytest
and correlation analysis were used.

2. INTER-ORGANIZATIONAL
COLLABORATIVE CAPACITY

Interorganizational collaborative
capacity depends on 13 factors that are
associated with the five organizational
domains, described in the model of
Galbraith [1] for effective organization and
adapted by Hosevar, Thomas and Jensen [2].
Each of these domains is associated with a

different number of factors influencing the
collaboration, represented as follows:
Purpose and Strategy — Felt Need to
Collaborate, Strategic actions for collaboration
and Resource Investment in Collaboration;
Processes— Collaborative Learning,
Collaborative Tools and Technologies, Social
capital and Information sharing;
Incentive &Rewards
Rewards and Incentives;

. Structure — Structural flexibility,
Support for individual collaboration efforts,
Metrics for collaboration and Collaboration
Structures;

People — Individual Collaborative
Capacities.

The values of factors derived from
empirical study are shown in Tables 1,2 and
3 and they refer respectively to the Ministry
of Defence, the Ministry of Interior and the
Bulgarian Red Cross (BRC).

System —

Table 1. Results— Ministry of Defence control organs

Scale Mean S :ia n d‘a rd t—value # questions Cronbach’s Alpha
eviation
Felt N )i
elt Need to Collaborate 476 116 0,050 5 0.88
trat 1]
Strategic actions 3.91 129 ~0.109 5 0.86
Res Investment in Collaborati
esource Investment in Collaboration 178 146 0777 3 0.80
Structural flexibility 408 133 1238 4 0.88
Rewards and Incentives 287 137 0319 4 0.94
Metrics for collaboration 405 138 1108 3 087
Inft t h:
piormation sharing 387 135 1.463 3 0.88
ITaborative Lea
Collaborative Learning 313 1.34 ~0.770 5 0.84
Social capital 404 1.50 0,535 3 0.84
Individual Collaborat; apacities
ndividual Collaborative Capacities 428 120 0299 7 0.88
fc T coll ffort:
Support for individual collaboration efforts 4.03 141 0572 4 0.87
Collaboration Structures 384 141 1013 3 0.85
Collaborative Tools and Technologies 349 141 1604 3 0.84
Table 2. Results— Ministry of Interior control organs
Scale Mean Standard deviation t—value # questions Cronbach’s Alpha
Felt Need to Collaborate 4.92 1.39 1.849 5 0.86
Strategic actions 422 1.58 0.244 5 0.82
Resource Investment in Collaboration 3.79 1.55 1.511 3 0.61
Structural flexibility 3.79 1.65 —0.442 4 0.83
Rewards and Incentives 2.87 1.65 0.822 4 0.81
Metrics for collaboration 3.71 1.67 2.587 3 0.86
Information sharing 4.15 1.35 1.757 3 0.65
Collaborative Learning 3.35 1.47 0.122 5 0.93
Social capital 3.96 1.49 -0.821 3 0.77
Individual Collaborative Capacities 4.55 1.36 0.868 7 0.87
ISupport for individual collaboration efforts 3.48 1.60 0.767 4 0.88
(Collaboration Structures 4.18 1.48 -0.208 3 0.80
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Table 3. Results— Bulgarian Red Cross control entities

Scale mean Standard deviation t—value # questions (Cronbach’s Alpha
[Felt Need to Collaborate 5.14 0.80 —-0.196 5 0.72
Strategic actions 5.10 0,77 —0.444 5 0.62
IResource Investment in Collaboration 5.10 0.87 0.077 3 0.85
Structural flexibility 5.03 0.72 —0.510 4 0.67
IRewards and Incentives 4.77 0.95 0.234 4 0.88
Metrics for collaboration 523 0.81 0.278 3 0.77
Information sharing 4.99 0.62 0.829 3 0.51
(Collaborative Learning 4.81 0.81 —0.067 5 0.79
Social capital 4.90 0.70 —0.794 3 0.77
lIndividual Collaborative Capacities 5.06 0.80 —1.381 7 0.82
Support for individual collaboration efforts 5.12 0.67 —0.118 4 0.54
(Collaboration Structures 5.42 0.70 —0.735 3 0.75
(Collaborative Tools and Technologies 5.01 0.75 0.711 3 0.02

The series of block diagrams depict
the values of the thirteen factors for both
institutions — the Ministry of Defence and
the Ministry of Interior — and the NGO the
Bulgarian Red Crossand graphically illustrate
the profile of the ability to cooperate with the
surveyed control entities— the blue polygon.
In block diagram no. 1 the arithmetic average
is shown — the dotted polygon, and the
circumradius of the Surface Measurement

Overall Performance — (SMOP_R - radius
of the circumcircle).

The mean is the average of the three
organizations and the circle refers to
the disputed organization. It crosses the
axis at the points where the indicators
would be situated if they were equal (but
not necessarily equal to the mean of the
organizations or mechanical mean of the
scale — 3.5).

Analyzed indicators —Block—graphic no.1

Ministry of Defence

SMOP_R = 3,83

Ministry of Interior

Bulgarian Red Cross

——
SMOP_R= 3,89

SMOP_R=5,05

The assessment methodology which

more indicative for several reasons:

Hosevar, Thomas and Jensen [2, 3] have 1. Tt eliminates the effect of
used takes for a boundary the middle of the  overestimation (underestimation) of
measurement scale that is the mechanical organizations. The comparison between

mean, which in this case is 3.5. The
mechanical mean of the scale (3.5) is not
indicative. Moreover, this is not a natural
mean. In addition, if respondents evaluate
other organizations or know that someone
else is going to assess their organizations,
they have a natural tendency to overestimate
their organization “to make it a leader”.

Psychologically, a comparison with
the mechanical average is not justified also
because of the natural tendency to get oriented
according to the mean and to give assessment
mainly on one side of the scale. It would be
different if things were measured independently
from the attitude of the evaluator.

It can be assumed that a comparison with
the average for the system of the Republic
of Bulgaria (including all organizations) is

organizations could be done since all are equally
undervalued (overvalued). Overestimation
(underestimation) may be due to the
“psychology” (we are all Bulgarians), also due
to misinformation and misunderstanding of the
aims and objectives — “qualities” that are also
(perhaps) equally distributed.

2. If we compare to the value of 3.5,
it may seem that all are “above average”
and there is nothing to improve, but this is
hardly the case and hardly anyone would
benefit from such a delusion. It would be
more indicative to make a comparison to the
average of all organizations instead to the
mechanical medium.

3. It is also significant that a formula
may be offered to what extent an
organization must improve its assessment of
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the respective indicator to reach the average
(not the average at the moment, but a new
average in the future). Here, we take into
account that improving the value of a specific
organization, we raise the average level.
Letus assume thatf, i=1, 2,...n are values
of the factor f for each of n organisations,
and  is the m~2n at the current moment.
Supposedly, f < J' , i.e. the k—th organisation
is lagging behind compared with the mean.
The goal is to define Af;, — the
required increase in the value of the factor
of the &—th organisation so that f7." — the
new value of the factor & is equal to the new
mean ( ﬁc r_ f ) It is obvious that
new

(-1 (1)

It is obvious that

fe+Tiafi frew + i
]?new = ni:k = n L=k ) (2)
It follows that
Z1 l i 3
fnt?“" - 1 - fl\ ( )
and ﬁnally
i1f; (4)

Af, =fnew—fk =ﬁ‘f]¢

Here is another argument in favor
of a comparison with the average for all
organizations, not the mechanical average
3.5 — in order to reach the national average

(the average for all organizations, including
the researched) the arithmetic average of
other organizations should be reached.

Despite the above mentioned, graphics
and Block no. 2 will be presented with
mechanical average of scale — 3.5 —a thick
black polygon; SMOP R (radius of the
circumcircle) — a red circle. This was done to
compare with block graphics no.1, where the
arithmetic average of the three organizations
is shownwhich clarifies how the number
of factors—barriers for collaboration was
changed as a result of the method used for
measurement. For the purpose of this survey
an average mechanical 3.5 will be used
as a criterion, as for the first time similar
studies are conducted in Bulgaria and not
enough number of organizations have yet
been tested to have a reliable medium for the
system of the Republic of Bulgaria to be used
for a criterion.

The profile of collaboration capabilities
—the blue polygon, depicted in the diagram,
shows us which factors are barriers. Where
the values of the factors are under the
criterion of mechanical average marked with
black polygon drawn of level 3.5, we have
an indication of barriers to collaboration.
Because their values are lower than the
benchmark, we assume that these are
the factors which would most impede
collaboration. Specifically for authorities
of MoD these are rewards and incentives,
collaborative learning, collaborative tools
and technologies. The graph shows the
factors that are above the level of 3.5, but are
very close to that limit, which is an indication
to other not well developed capabilities for
collaboration, such as social capital and
resource investment in collaboration.

Analyzed indicators — Block—graphic no.2

Ministry of Defence
et

Cotaboratie Yook,
ndTahaaloies s,

Colabaraion stuctaes

[——

Ministry of Interior
faunees

Bulganan Red Cross

—

According to this methodology,
factors—barriers for control entities of the
Ministry of Interior are also rewards and
incentives, collaborative learning, and
unlike the authorities of MoD support
of individual collaboration };p

SMOP_R= 5,05

The management bodies of the Interior
Ministry have a number of factors beyond
the criterion of 3.5, but are very close to it
— the collaborative tools and technology,
resource investment in collaboration,
structural flexibility and metrics for
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collaboration. These factors also could
hinder cooperation.

3. INTER-ORGANIZATIONAL
COLLABORATION
RESEARCH RESULTS

The results of the five areas examined
are shown in Table 4 and in Figures 1, 2
and 3. All values with the exception of
the system for remuneration are over 3.5,
indicating agreement with the statements
that characterize the ability for cooperation.
The highest capacity for cooperation through
the individual abilities of their employees
have the management bodies of the MoD
and Mol, forming domain People, while the
employees of BRC have the highest scores
in domain Structure and the value in the
domain People is higher than in the other two
bodies. This is understandable in the light of
the high results obtained by BRC as a whole.
The lowest score of the governing bodies of
the Red Cross —4.77 is much higher than the
highest scores of the MoD and Mol.

Table 4. Inter—organizational collaboration
research results

MoD Mol BRC
==} o = o =]
i g =2 5 2 5 &
Pomam | £ 35| §| 2 5| §| %
g £3 g s 3 g s 3
[ZR=] 2B} 2B}
Purpose
and 4.15 1.30 | 431 1.50 5.11 0.81
Strategy

Processes | 3.56 1.40 3.78

'
O

4.93

e
N
S

Incentive

R & 2.87 1.37 2.87 1.65 4.77 0.95
ewards

System

Structure 4.00 1.38 3.79 1.60 5.20 0.72
People 4.28 1.20 4.55 1.36 5.06 0.80

The overall values of the variables that
characterize the areas of cooperation in the
Defence and Interior Ministries are very close.
The charts given as an illustration of statistical
calculations with very few exceptions
follow the same profile which indicates the
existence of similar factors contributing to
the development of cooperation and those
hindering it (see Figures 1 and 2).

To answer the question of the size of
cooperation capacity, an overall composite
indicator must be designed combining the
values of individual domains in one value.
The most widespread method to achieve
this is the linear summation of indicators
for all organizational areas. However, this
method brings with it some undesirable
characteristics of additive aggregation.
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Ministry of Defence

Purpose and
Strategy
6
5

e prcess

Incentive &
Structure Rewards
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&

SMOP_R=3,76

Fig. no. 1. MoD control entities

Ministry of Interior
Purpose and
Strategy

Processes

Incentive &
Struchure Revrds
System

Fig. no. 2. Mol control organs

Bulgarian Red Cross

Processes

Incentive s
Rewards.

System

SMOP_R=5,01

Fig. no. 3. BRC control organs

For example, the extremely low values
of some parameters can be compensated
by high enough values of other indicators.
A possible solution to this problem could
be geometric aggregation because it does
not allow such a large compensation. As
an alternative solution to this problem,
however, another method will be applied
which is suitable for the purposes of this
study — the so—called Surface Measurement
Overall Performance (SMOP), developed by
Mihailov [1]. The method allows weighing of
all constructs, however here will be used equal
weights. This means that all dimensions of
cooperation capacity are of equal importance.

The idea of calculating the overall
composite indicator as surface measurement
is suggested by radar charts. The
values of individual group indicators
are applied on a beam radar chart and
the value of the composite indicator is
e%ual to the surface closed by the chart.
The method of Surface Measurement
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Overall Performance (SMOP) is convenient
and simple to build composite indicators
but has some drawbacks. It should be noted
that the method is useful when the values
are positive and are measured according to
the same scale, while at the same time they
are not weighed because the use of different
scales and weights lead to a different scale
for the various rays of the diagram.

Another problem is the lack of
invariance in respect to the sequence of
the rays. In this case, all the values of the
private indicators are positive, which makes
the method applicable to this feature. With
regard to the second flaw, it is the reason for
the results from the surface representation
to depend not only on the values of group
performance but on their sequence along the
axes of the chart as well. The problem with the
lack of invariance in terms of the arrangement
of the axes has a simple solution—it is
sufficient to calculate the average area of
all polygons, namely of polygons that are
formed at all the possible permutations of
the axes. Mihailov suggests the following
formula for calculating the average size:

1 . 2«
=——sin—

1 Zw.[.w.l, (5)

i JJ

n {ijlec

where 7 is the number of group indicators
(number of axes), [ and I , i are the values
of the group indicators, and w,and w. are their
weights. The summation is of the set C of all
unordered pairs of indicators {i;j}. (The set C
includes all k—combinations of n elements, k=2).
Obviously, the lack of invariance deprives
SMOP method of graphical presentation
of results on a radar chart, which can be
considered as a disadvantage. It would be
better if the calculated composite indicator
was standardized and Z—-transformation is a
good solution. Changing the ratios between
the wvalues, which is another significant
disadvantage of the method SMOP, is not
possible to be overcome by standardization.
The connection is quadratic — twofold
amendment of %‘oup performance leads to a
fourfold change the values of the area (composite
indicator). It shifts the values of the middle part
of the scale and accumulates them to the ends
of the range.The best solution to the problem
of non—linearity of the indicator calculated by
the method SMOP is to replace the calculated
area with the radius R of the circle of a regular
simple polygon with the same area (i.e. equal
magnitude of the indicators) [1]. The following
formula is used to calculate the radius R:

25,

n sin[z—”) (6)

p

R=

n

where S5 is the average surface,
calculated by the aforementioned formula,
n — the number of the group indicators
(the number of axes in the diagram).
Table 5 shows the results of the composite
indicator of inter—organizational
collaborative capacity calculated by four
methods. None of the methods shows a big
difference in the results. This is due to the fact
that the measuring scale of individual factors
is small (1 to 6) and the values obtained from
the respondents are within only a few units.
In a larger scale with a ran%e from 1 to 10,
for example, and large differences in the
values of some of the indicators the lack of
invariance would lead to different range of
values in different methods where the effect
of SMOP method would be visible.

Table 5. Results of the composite indicator of
inter—organizational collaborative capacity

MoD Mol BRC
|Arithmetic mean 3.77 3.86 5.01
(Geometric mean 3.73 3.81 5.01
SMOP — average surface 33.67 35.23 59.76
SMOP_R — radius 3.76 3.85 5.01

Although the results of the four methods
are very close, the composite index measured
with radius R depicted about the equate—
surface polygon shall be considered the most
reliable measure. Besides calculating the
composite indicator of public institutions’
control entities collaborative capacity
in emergency situations, the Surface
measurement overall performance method
can have wide application in many fields of
social sciences and management. It would be
very appropriate for the evaluation of course
of action in operational planning.
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The article stresses the importance of strategic knowledge management in the era of
global competition. Strategic knowledge management raises the demand for permanent
learning stressing the visions and personal aspirations of everyone within the modern
efficient organisation. Within the AFA of General M.R. Stefdnik and, inherently, in the Armed
Forces of the Slovak Republic, strategic knowledge management employs and implements
knowledge as the ultimate step in the knowledge pyramid.

Key words: strategic knowledge management, learning organisations, paradoxes of
knowledge management, science, knowledge - oriented teaching at state military university.

1. INTRODUCTION

The world of continuous change is
similar to a living organism that should be
examined systematically. Without changes
in management it is not possible to change
the system of education and self-education.
The way towards establishing learning
organisations affects every individual.
Organisations which do not want to lag
behind are constantly adapting to changing
conditions and implementing new ways
of thinking and acting. The substance of
changes is based on personal mastery. It is
a pity that public, as well state universities
do not take a special interest in this mater.
This is all the more true when it comes to
defense establishments. Therefore, the
implementation of knowledge management
in the Slovak military collage (The Armed
Forces Academy in Liptovsky Mikulas), as
well as in the Armed Forces of the Slovak
Republic is part of modern trends.

The reasons underlying the
aforementioned fact are already known. In
these turbulent times current management
practices are full of revolutionary and
apparently rapid changes. By the time of
their adoption, new changes emerge as if
from a future galaxy. Within the scope of

their competencies managers, leaders and
company employees as well as military
institutions staff have to pay particular
attention to these areas and different situations
in the current economic environment.
Human resources management specialists
often claim that the world of labor in the
21 century reincarnates and personifies
itself. Hence, under such circumstances,
human resources are the asset of nowadays’
successful organisations and the “human
capital”, in particular, represents the basis
for top knowledge creation and timely
quality information. This process is secured
with the considerable assistance of new
electronic information, cyber technologies
and professionals able to communicate
rapidly anywhere on the planet [1]. Thus,
the struggle to survive takes place in a large
arena of competitiveness.

The same tendency exists within the
Armed Forces of the SR although there
are specific conditions laid down for state
organisations and the powerful departments
of state. Even in this environment
management, as a corpus of theory and
established practices, faces, instability,
flexibility and speed of decision-making
(sometimes there are more political decisions
than military ones). If professional soldiers

—e_



STRATEGIC KNOWLEDGE MANAGEMENT IN THE ARMED FORCES ACADEMY

OF GENERAL M. R. STEFANIK IN LIPTOVSKY MIKULAS, THE SLOVAK REPUBLIC

want certainty in uncertain times they give
their fate to the hands of managers who can
help them achieve future objectives during
these turbulent times. Nowadays there
is more and more talk about organisation
behaviour, learning organisations and their
higher level — knowledge organisation,
knowledge, and knowledge management.
These notions and phenomena have been
considered to be assets expressing new
values. The part of those efforts is also
understanding knowledge management
matters as strategies for the future.

Thus, concerning the Armed Forces of
the SR, knowledge management has been only
partially implemented in military practice.
It is partially replaced by Lessons Learned
during training of units for missions. There
is a lack of correct information in different
processes, for different people at different
levels (e.g. academics’ access to various
approved documents has been limited). If
a knowledge management system existed
within the Armed Forces of the SR, the
necessary knowledge would be available.
1t would facilitate the work of managers as
well as the performance of all organisation
employees. It is the most important reason
underlying the attention to be paid to this
matter by professionals, as well as by the
management team of every organisation
(including the defence sector).

2. FUNDAMENTALS OF
KNOWLEDGE MANAGEMENT

The main goal of this chapter is to
explain one of the basic notions used all
along the article, namely “knowledge
management” (hereinafter referred to as
“KM?”). “Knowledge” can be translated into
the Slovak language as ‘vedomost”, ‘znalost”
poznatok — poznanie, (cognition, know-
how), etc. There is no consensus in Slovakia
at present which term is the best suitable for
this kind of management (in practice it is
often translated as: vedomostny manazment,
znalostny manazment, poznatkovy
manazment, manazment poznatkov, etc.).

Collins and Parcell claim that knowledge
management (KM) is a hybrid discipline
which is not about science or certain ability.
Knowledge management rather focuses on
linking areas of learning with organisation
development, human resources management
and information systems. 1. Burger asserts that

a knowledge company builds its existence on
its employees’ knowledge forwardness, on
a deep knowledge analysis of its activities
and processes, on knowledge — based
management, and targeted management of
knowledge discovery, improvement and
its usage. Knowledge can be depicted as
a knowledge pyramid including seven
categories of which are interconnected and
form a hierarchy.

Knowledge
Intelligence

Know-how

Mental Models
Pratices

Information

Fig.no. 1. Knowledge pyramid
Source: Burger, 2011.

According to scientific literature,
the management of intellectual capital is
defined as a complex sum of activities and
processes orientated towards the creation,
development and use of intellectual capital
within a company. The management of
intellectual capital is a file of activities and
processes implemented particularly in the
following areas: information management
and knowledge management, customer
and supplier relationship management,
process management, output (performance)
management, production management,
controlling and protection of intangible
assets. In simplistic terms, there are two
forms of knowledge. Knowledge can be
explicit or implicit. Explicit knowledge can
be expressed by both formal and systematic
languages. It can be written, drawn, or
displayed. This type of knowledge is saved as
data and information in documents, manuals,
procedures, etc. and can be transferred,
saved, stored, and archived. Knowledge
can be expressed and shared as data and as
such can be used in practice. Implicit (tacit)
knowledge is a result from the interaction
of explicit knowledge and experience, ideas,
skills, abilities, intuition, personal ideas, and
mental models of an individual, etc. This
kind of knowledge is difficult or impossible
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to explicitly transfer to another person, write
it down or verbalize and share it, as it exists
only in “people’s minds”.

Most tacit knowledge is hidden in the
subconscious of people, but it is extremely
important for an organisation. The current
management experience points to the fact
that the wealth of organisation knowledge
is in the minds of its employees, in a tacit
form. However, it depends on the individual
features of an employee or work groups. It is
not easy to gain or use this potential, because
tacit knowledge is not visible, it is silent and
managers tend to underestimate or ignore it.
The consequences are usually unpleasant.
Organisations orientated towards explicit,
codified and directive management and the
consequent strategy usually have difficulties
in using tacit knowledge.

2.1 Conversion process and new
knowledge creation — SECI model

Knowledge is created through the
integration of its tacit and explicit forms, as
well as through memory dimensions. The
relationship between explicit and implicit
(tacit) knowledge is dynamic and continuous.
The change from one form to another is called
“conversion”. Creation and advancement of
knowledge in organisations is secured by a
four-level conversion process (SECI) which
consists of individual phases — socializing
— experience, externalization — articulation,
combination — connection and internalization-
acquisition. In the current modern world
of management organisations should be
able not only to work with their employees’
knowledge, but also direct its transfer.
Knowledge flow management is a new
task from the point of view of management
development. Efficient knowledge
management shall focus on all operations
aimed at making knowledge accessible for
all organisation activities. It is necessary to
create a methodology that connects specific
knowledge with organisation specific needs.
The theory of this article is based on an
assumption that organisations shall focus on
the use of such knowledge that contributes
to the development of key processes and
activities. Neither knowledge nor employees
can be owned by the organisation. An
employee is not a knowledge source of an
organisation but its investor who invests this
source under certain circumstances.

Vol. 6, Issue 2 (11) /2015

The efficiency  of  knowledge
management shall be measured by its results,
activities, expenditures and income. The use
of stories proved to be an effective tool for
breaking down barriers related to knowledge
implementation. Nowadays, knowledge can
be shared by two people or within a group
of people, or a nation. Mankind has always
used three tools to share tacit knowledge:
storytelling, master -apprentice relationship,
and communities.

The creation of a suitable environment
inevitably creates preconditions for efficient
KM. An excellent precondition for KM
implementation is the creation of a friendly,
open and non competitive environment and
that depends on the type of organisation
and its environment. The character of the
environment in which knowledge is used
can be influenced by different preconditions,
factors and inhibitors that are all labeled as
‘environment friendliness’.

The basic assumptions of an efficient
environment include: suitable organisation
chart, free knowledge flow, knowledge as
a basic assumption of competitiveness,
information and knowledge systems
integration,  direct relationship  with
a customer, involvement of managers and
employees, cultural differences. Efficient
strategic KM requires the creation of a
suitable organisation environment and
culture. In order to create a suitable
environment it is necessary to:

- Eliminate technological barriers —
in order to avoid incompatibility among
knowledge-sharing systems;

- Eliminate barriers in processes - the
processes are often established in a way that
there is no space to record knowledge after
actions and hence the creation of special
processes for KM is necessary;

- Eliminate barriers of human
behaviour- request for help is not
a weakness. Even an individual overloaded
with work can help. One such barrier may
be a person’s fear to provide information in
order to avoid losing advantage.

- Application of a community approach
— interpreted as we either sink to the bottom
together or we manage it, as learning from
others, creating common values, doubting
conventions, being an example for others by
means of openness and information-sharing.
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The Chief Knowledge Officer (CKO)
is a position filled by a person with specific
knowledge that is extremely important
for the organisation. Skilled employees
are a significant part of an organisation’s
intellectual capital because they possess
human capital — knowledge, motivation
and competencies. Consequently, a Chief
Knowledge Officer shall be appointed in
order to establish a knowledge centre. The
Chief Knowledge Officer and the centre
employees have several responsibilities:
an analytical responsibility to map sources
of knowledge, a business responsibility to
interpretand codify knowledge meaningfully,
a technical responsibility to keep knowledge
in databases, a responsibility for archiving
to provide assistance to database users
and search in databases, a managerial
responsibility to undertake knowledge
initiatives. It follows from the above that
a special attention shall be paid to the Chief
Knowledge Officer, in particular to his
education and professional growth.

2.2. Objectives, advantages and benefits
of KM for modern organisations

It follows from the above that KM
focuses on unveiling existing or creating
new knowledge, its formalization, storage,
transfer, sharing, selection, processing,
use and evaluation of its efficiency by
means of feedback, as depicted by Figure
2. The support of mutual communication,
cooperation, and the creation of a friendly
non competitive environment for knowledge
transfer is part of knowledge management.
We can state that knowledge management
coincides with all managerial activities. The
objective of KM is to have proper knowledge
available at the right time.

As for the benefits of strategic KM for
modern efficient organisations, in order to
successfully implement KM in organisations
it is necessary to use various managerial
procedures, methods and techniques
(inductive, as well as deductive), time
management techniques and methods at the
border of management and psychology that
consistently support knowledge management
implementation in organisation. From the
point of view of management, the benefits of
successful KM implementation can be divided
in two groups and these are as follows.

The first group contains benefits related
to KM: knowledge processes realization,
the use of technologies, improvement of
knowledge — sharing and cooperation among
organisation employees, expansion of best
practices within the organisation, enhancement
of learning and new employees’ integration,
improvement of project and innovation
quality, improvement of relations with external
environment (customers, competition, etc.),
preparedness to respond to unexpected events
and the ability to manage urgent and critical
situations.

The second group comprises benefits
related to the fundamental objectives of
the organisation since the ultimate goal
of KM is enhancement of the organisation
functionality and achievement of higher
quality performance such asincrease in profits
and revenue maximization, costs reduction,
implementation of new working methods,
creation of labour market opportunities, etc.
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Fig. no. 2. The process of knowledge management.
Source: elaborated by the author

3. KNOWLEDGE MANAGEMENT

WITHIN THE AFA AND THE ARMED

FORCES OF THE SLOVAKREPUBLIC.
THE LESSONS LEARNED CASE

One of the most important factors
contributing to achievement of objectives
and tasks that should be fulfilled by
the Armed Forces is the willingness of
professional soldiers to learn and improve
their knowledge continuously.

The data as well as opinions obtained
from the surveys (survey in The Armed
Forces of the Slovak republic conditions
and also in Academy of Armed Forces in
Liptovsky Mikulas) prove that professional
soldiers are active with regard to their
self-education and improvement of skills
acquired. The Armed Forces Academy of
General M. R Stefanik in Liptovsky Mikulas
plays a crucial role in this process. Thus,
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the academic staff of this educational
establishment draws the attention of all the
students taking bachelor and master degree
studies, and in particular of those within
the study program “Management of the
military organisation” that all of the above
are part of future managers’/commanders’
education. In this respect, this approach is
formalized within the aforementioned study
program by the inclusion of compulsory
optional subject matters, especially into the
subsequent master program. Within the
Armed Forces of the Slovak Republic the
academic staff has good experience with
the application of new age management
practices such as Lessons Learned. Despite
increased efforts and several measures it still
remains difficult to fully implement Lessons
Learned in the environment of the Armed
Forces of the SR and it will take time until
it is completely applied. With regard to
Lessons learned the use of Lessons Learned
as a source of learning from real situations is
to be improved. Further, Lessons Learned
can be used to communicate the existence
of a new situation, the change of an initial
situation, to recommend behaviour change
or to communicate a personal observation.
It follows from the above that “Lessons
Learned should not be misinterpreted or
misused it as a control means, as an instrument
for the assessment of subordinates, as a form
of negative event notification, nor as a method
to express claims or to abuse people, units, etc.

In conclusion, Lessons Learned are
used in practice within the Armed Forces
of the SR. However, there is no complex
system for finding the right direction and
the establishment of clear rules for the work
of professional soldiers and employees. The
comprehensive knowledge database consists
of regulations, directives, ordinances which
are stored in every organisation or unit.
Specialized course literature and textbooks
are kept in military schools. However, they
are not always easily accessible. Within the
SK AFA, knowledge is transferred by means of
contact between younger and older generations
of professional soldiers and employees.
However, this process is not systematically
controlled and the transmission of knowledge
is mostly based on intuition.

Consequently, it is necessary to build
the system of knowledge management
starting with a knowledge database available
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for all levels of professional soldiers and
employees. That requires a number of
system measures in order to create an ideal
environment enabling exchange, transmission
and preservation of knowledge which should
reach its target population, namely the people
who need this knowledge in order to solve
difficult situations arising in their life or at
their workplace as soon as possible

Undoubtedly, the creation of a system
in the form of knowledge management
implementation is a crucial form of
support of its implementation at all levels
of organisation management (as the case
should also when it comes to the AFA and
the Armed Forces of the SR). On the basis
of our finding and opinions of people who
have been working in the environment of
the Armed Forces for some time we can
conclude that it is necessary fo create not
only the system of knowledge management
but also a related knowledge database.
By analyzing various methods suitable for
knowledge management implementation
in practice, we conclude that KM-Beat-
methodology is appropriate for this purpose.
As for the process of knowledge management
implementation in practice the following
steps and procedures must be respected.:

- to appoint a Chief Knowledge
Officer (CKO),

- to involve the senior management of
the AFA, as well as other top managers of
the Armed Forces of the SR,

- to integrate knowledge management in
the key processes within the Armed Forces
of the SR,

- to create an environment of confidence
and learning within the organisation,

- to support knowledge creation
and speed up innovations by means of
information technologies,

- to take appropriate measures for
practical implementation of knowledge
management at all levels of management
and command,

- to implement the issue of knowledge
management in the sector rules,

- to use the intellectual potential of
teachers and employees of the Armed
Forces Academy to support a comprehensive
system of knowledge management under the
circumstances of the Armed Forces of the SR,

-the AFA as ahigher education institution
shall become a representative knowledge
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disseminator through the main guarantor of
the system creation under the circumstances
of the Armed Forces of the SR — namely a
learning modern organisation,

- the implementation of knowledge
management will require a high level of
security to prevent the disclosure and loss of
information and knowledge,

- to propose the knowledge database
structure in full accordance with the features
of the Armed Forces of the SR and with the
effective use of information technologies,

- accession of the Armed Forces of the
SR to NATO significantly extended the
spectrum of use of our military units,

- a special training unit has been
established in order to prepare and deploy
the soldiers on foreign military missions. The
officers of the unit have applied that knowledge
in practice.

- lecturers have knowledge from
working in various missions. In addition
to preparation and training they are also
responsible for direct cooperation and
assistance in military contingents rotation
abroad. They transfer their own experience
to their followers. This leads to valuable
knowledge-sharing and  supports the
building of a learning organisation (Lesson
Learning); the application of knowledge
management issue within the AFA and
realization of trainings through short term
courses focused on Knowledge management
in full accordance with the features of the
Armed Forces of the SR.”

4. CONCLUSION

Military knowledge plays a crucial
role in a dynamically developing world. This
will be the basis for further steps in the education
process — education, training and professional
training courses in full accordance with the
features the Armed Forces of the SR. On the basis
of proper analysis of the current state in the field
of knowledge management we can claim that the
process underpinning this new kind of management
can be more efficient as well as faster also in the
case of the Armed Forces of the SR. Knowledge
managementisapredestinedtool contributing
to increasing any organisation value. Its
successful implementation is challenging
but not impossible. In terms of the Armed
Forces of the SR professionalization the
objective to implement knowledge management

in the military environment is a necessity in
today’s world. It is already clear that it is not an
easy way. Our knowledge, experience and
the recent management development prove
that this way will inevitably lead to a higher
quality and competiveness of the defence
sector. It is equally important to learn how
to become gradually competent and able to
use this knowledge, acquire and share it.
The constant improvement and systematic,
innovative and prognostic thinking are
required. We have to be aware that
knowledge regarding certain phenomena,
processes and systems improves and more
and more knowledge occurs. 1t depends on
us show quickly, reliably and precisely we
can understand these arguments and reasons
and use them in practice. Yet, it is our mission
to put and implement new knowledge as part
of knowledge management. This knowledge
arises from developments in scientific and
technical knowledge and from continuous
life changes, changes in work efficiency
in the lives of managers, commanders,
professional soldiers, employees as well as
administrative professionals. We shall
encourage all students (through higher
education at three levels), other participants
in various forms of lifelong learning and
participants in military career learning to
become aware of this fact.
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From a very wide perspective, planning has raised lots of issues over time. Management
and business theory struggle to teach what planning is, and why it is so dramatically
important, in a manner which seemingly quotes Antoine de Saint-Exupery -“A goal without
a plan is just a wish”, or sets up awareness through Benjamin Franklin's famous words - “By
failing to prepare, you are preparing to fail” [1]. However, some voices are circumspect or
balance between the usefulness of plans and planning: “... plans are useless, but planning is
indispensable” [2], while others, sporadically but decisively, criticize the entire organizational
planning process, presenting it as a total failure [3]. Sometimes the ‘cons’are right, meaning
that real life might bring more surprise than ever expected. Even so, organizations benefit
from planning by trying at least to ‘see’ one step forward, and to avoid total uncertainty or
critical situations, if not to improve. The military ones are not exempt. Military planning
has become the organic environment for such organizations since Napoleonic wars, or even
longer ago. This present attempt does not intend to deeply analyze the antagonist advocacies
over planning, but to bring under comparison, in a brief manner, the business-shaped
theoretical approach of planning, against the real concerns of the Romanian military system

in terms of manpower planning.

Key words: human resources, management, personnel, manpower, workforce,

military, planning.
1. INTRODUCTION

There is only little differentiation in
the ability of using concepts underlying
lots of business-featured approaches to
personnel planning need, importance
and process. However, expandinﬁ
such perspective on organizations wit
non-economic goals might not only
be difficult, but also inappropriate. It
could be the result of baregf measurable
outcomes and hence ofthe (un)usable
conceptof‘competitiveadvantage within
government  organizations  supposed
to fpr0V1de security, or more precisely,
defense. The performance of the military
organization is far more difficult to
express in terms of productivity, profit,
or whatever indicators may %e used
within an economic environment.

Military efficiency and effectiveness
are related to mission accomplishment
during either peace or war time,
which is obviously a different kind of

competitiveness than the one among
players in the goods and services markets.
But the main difference between military
and non-military environments in terms
of human resource management (HRM)
seems to be the way the two environments
acquire their needed human resources:
whilst civilian enterprises have the
possibility to “buy manpower”, the
military organization has the only option
of “making manpower” (with some
exceptions), since no military education
and training are provided other than
within the military.

There is no need to debate whether
or not strategic planning, and subsequent
llzersonnel planning are useful or not,

eeping in mind that even the milita
reason of existence has been very muc
linked with “fighting for resources” for
millennia. Planning is also one side of
this struggle, and it has brought better
result within any kind of field, if not
becoming itself a “fight in fight” for
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expert methods and hi-tech instruments,
whose results could have otherwise been
easily missed or misunderstood. Instead,
there is a feeling of the need to question
whether the business-type manpower/
personnel planning process applies to
non-business environments, especially
to the military one, “in integrum”.

This doubt does not necessarily
generate a hypothesis which has to be
demonstrated, meaning that if the results
of any analysis revealed feasibility of
business-shaped personnel planning
processes within military organizations,
then they would be available for adoption
The opinion underlying this article states
that these methods are not to be taken for
granted, and consequently they have to
be carefully inquireg and comprehended.
Thus, the aim of the studyis based on
an analytical comparison of Eersonnel
planning requirements, methodology,
and results used in business and non-
profit organizations..

Given this overall framework, the
thesis of the current paper is basically
meant to target the possibilities of
improving military HRM processes
(especially planning) through analyzing
business HRM models, theory and
practice.

Another objective is to identify the
current legal and organizational context
within which the Romanian military HR
planning process may or may not benefit
from the experience and expertise that
other military systems and civilian
business organizations have achieved.

With no unreasonable sense of
criticism, the proposed comparative
outlook is also aimed at identifying
lessons to be learned, and trying to find
theoretical solutionsfor taking further
steps in experiencing them practically, if
possible.

2. HR PLANNING.
A THEORETICAL APPROACH

2.1. Terminological delineations

The human resources management
(HRM) theory and practice use a variety
of terms. They sometimes are based on
the same content, but other times there
are differences in meaning.

The concept of HRM is as large as
the perception of everything related to
people within any kind of or%anization,
no matter what its main goal is. Being
“more prospective than analytical” [4],
the ﬂpersonnel management literature
briefly describes HRM as “the
management of work and people towards
desired ends” [5]. The Romanian theory
on the topic does the same, treating
HRM as a whole system of activities
(processes and procedures) rather than
a system of systems. There are many
works which could be taken as examples
L6], not going into detail as the practice-

ased approach could do.

On the other hand, world-wide
human resources literature has long
ago started treating each of the HRM
system “throughputs” as systems of their
own, based on the specificity of each process
and on the tendency to deeply research
the newest methods and techniques, as a
need for development. But even within this
framework, the switch from theory to practice
is loaded with overlaps in using terms such
as personnel, manpower, and workforce.

The Romanian gerspective sees
every one of these as human resources,
which may not be confusing, as long
as human resources basically stand for
people as an asset (the most valuable) of
an organization. It must be mentioned
that this approach is not an exclusive
characteristic for Romanian HRM
theory and practice, and at some points
it is valid worldwide, since there is no
interference with other (governmental)
operating systems.

From some other perspectives, there
are separated ways of understanding
manpower, personnel, and resources. A
RAND Corporationstudy [ 7] analyses the
alignment of three systems — manpower,
resources, and personnel systems — as a
necessary condition for providing “the
personnel inventory needed to meet
readiness and operational requirements”.
This study is particularly important from
the US muilitary perspective on the PPBE
(Planning, Programming, Budgeting,
and Execution) System, which 1is
more or less adopted by the Romanian
Ministry of Defense (MoND). The
PPBE system requires actually this kind
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of segregation of HRM sub-systems,
and according to the study, there is a
different understanding of each of the
above mentioned systems [8]:

o the manpower system
“determines the needs of wvarious
organizations for military persons who
have different characteristics”, which
may be taken as the pure Personnel

lanning process (a “wish-list”) with no

nancial constraints,

o theresourcessystem*“determines
how many of those individuals will be
paid for and pays for them”, and

o the personnel system “enters,
manages, develops, and exits personnel”,
which in general terms encompasses
the main HRM processes, except for
planning.

For a better understanding it should
be stated that the three systems are
interconnected (they actually have to be
aligned), so the outputs of manpower
and resources systems will become
inputs for the personnel system.

A NATO report [9] sets up equality
between HR anc? manpower, probably as
a result of a multinational perspective,
defining HRM as a system which
“includes all processes that enable,
guide, execute and control the matchin
of personnel supply to the jobs required,
i.e. ‘spaces vs. faces’ . Although
valuable by revealing the limitations
of NATO HRM methods, practices,
and instruments, it may be assessed
that the study has its own limits from
a terminological perspective, focusing
the entire HRM area on “matching faces
to spaces”, while in theory HRM also
deals with issues such as encouraging
employment opportunities, promoting
rights for workers, and enhancing decent
social protection.

Heading back to worldwide HRM
theory, Canadian [10], US [11], and
Australian [12] researchers use the term
“workforce” when it comes to planning.
This could somehow be confusing for
a reader attached to another culture,
since it has more than one meaning b
definition, as shown in APPENDIX A.
Since there is more than one meaning for
every single concept, and at some points
different terms have been understood
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in the same way (see highlighted
definitions), it seems that there 1s no
reason to worry about terminology.
Yet it should be stated that, depending
on context, phrases such as “human
resource” and “human resources” must
be used accordingly.

Moreover, not quite any of the
above-mentioned terms may be used
whenever talking about planning.
Having concluded that HRM deals with
%)ersonnel needs and supply, the bottom-

ine condition of a correct understanding
of what those terms are referring to is
to define them, from an organizational
perspective, as manpower (spaces), and
personnel (faces?. Once that point is
reached, it is easily understandagle wh
human resource planning is very well
known under the concept of 4R: right
person, in the right place, at the right
time, with the right skills.

Not really within the same context,
butrelated to it is the fact that any national
military system (including Romanian)
which has adopted the PPBES needs to
combine the so-called HRM planning
system with the PPBE system, and to
align them. Otherwise, planning remains
just a process with no valuable results in
terms of mission accomplishment.

2.2. An integrative outlook on HR
planning: basic requirements

This section will focus on both
theoretical and practical aspects of
what planning actually means in terms
of human resources. It is designed as a
comparative outlook over business and
government practice, with a highlighted
military perspective. Because human
resource planning deals by nature with
the manpower needs of an organization,
and also for simplicity reasons, this
approach will use from now on phrases
such as “HR planning” whenever both
sides (spaces and faces) are referred to,
“manpower planning”, and “personnel
planning”, when it comes to only one
of them, even if “manpower planning”
may be obsolete, according to some
approaches [15] which state that the
term was used in the past, and it has been
substituted by “workforce planning”.
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HR planning is mainly referred
through its general purpose, which is to
match human resources to organizational
needs in shorter and longer terms
requirements. Matching organizational
resources and needs, according to the
4R principle, is seen as the result of
planning, which is also described as

a process of processes, encompassing
not only estimates and plans, but also
recruitment, selection, hiring, induction,
training and development. Therefore,
planning is just a piece of the puzzle,
fitting into the wider scheme of an
organization, as Reilly’s theoretical
model shows [16].

EXTERNALENVIRONMENT

INTERNALENVIRONMENT

)

/ culture, structure activities, processes

'E Business |

8 strategy ! =
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) Business matching 3
= plans supplyto current 2
2 demand inventory E
.§ Manpower T T Manpower

"i demand supply [
g ¥ §
S I resourcingstrategy I wastage -3
3 s
'g internal external =
&'J deployment, severance, training oL cing, recrui

Fig. no. 1. Manpower planning model (Reilly, 1996)

HR planning followers and experts
[17] have identified many reasons why it
is so important to enable management to
achieve such objectives as:

e reducing personnel costs, without
impacting productivity;

e identifying and preparing future
leaders for structural changes;

e guaranteeing a constant supply of
qualified personnel in key roles;

e keeping a flexible workforce
structure;

e having internal flexibility to match
people expertise with job requirements;

e investing in the education of selected
talented employees;

e recruiting people with the right mix
of skills;

e increasing productivity.

Studies [18] have also shown the
appropriate steps of HR planning. In
this respect, the S-7 model is the most
known , and consists of the following:

Step 1: Define the organization’s
strategic direction;

Step 2: Scan the internal and external
environments;

Step 3: Model the current manpower;

Step 4: Assess future manpower needs
and project future manpower supply;

Step 5: Identify gaps and develop
gap-closing strategies;

Step 6: Implement gap-closing strategies;

Step 7: Evaluate the effectiveness
of gap-closing strategies and revise

strategies as needed.

The model is among the most
recognized and used in practice, both
within  business and government
environments. Under the circumstances
of the above mentioned PPBES, a
theoretical model of HR planning is
proposed by Naval Postgraduate School,
Monterey, California, breaking down the
Human Resource Development Process
(HRDP) System into “four major
quadrants: Requirements; Programming;
Planning; Execution” [19].
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The study proposes a comparative
outlook on HRDP System specific to US
Marine Corps, and the US Navy system
equivalent — Manpower, Personnel and
Training System, based on the same
processes, as shown below:

cForce Structure <

Strategy

MANPOWER
REQUIREMENTS Manpower = “Spaces”
MANPOWER 2
PROGRAMMING

PERSONNEL 3
PLANNING

PERSONNEL
DISTRIBUTION 4

Fig. no. 2. Manpower, Personnel
and Training System

There are different ways to establish
the right manpower requirements,
depending on how the workloads are
standardized, based on working time or
productivity. Estimating workload is
considered to be “the heart of demand
forecasts” [20].

Workload projections can be based
on quantitative models, qualitative
models, or on both of them. The key
outputs of workload projection are the
estimate of the type and volume of tasks
to be performedf, how many people and
with what qualifications will be needed
to perform the tasks.

Workload calculations are easier to
be done whenever the equipment allows
it, meaning that there is a fixed number
of people with established qualifications
operating the equipment. However, no
one can work endlessly to operate a part
of that equipment. This is why planners
need to calculate the entire “amount” of
work and to split it into appropriate time
shifts, which in most cases means 8 work-
hours per day. Accordingly, the necessary
manpower to operate the equipment 24/7
is at least 3 qualified persons, not takin,
into consideration the “reserve”, whic
means at least one extra-person ready for
unpredictable substitution.

Standardization tends to be an
important  role-player  within  the
manpower planning process, not only
for workload assessment, but also to
help planners to directly refer to certain
skills encompassed by a qualification.
Such standards are internationally
available under International Labor
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Organization (ISCO - International
Standard Classification of Occupations).
According to Romanian law, an
occupational catalogue [21] is used
by HRM within both business and
government  environments. Every
mventoried occupation is supported by
an occupational standard, describing
educationallevels,andskillrequirements.
Unfortunately, the Romanian military
does not use such an instrument related
to military manpower. Although the
catalogue does exist, listing all military
occupational specialties, the educational
and skill requirements are notinventoried
under a unique document, and they are
spread out in many manuals or other
guidance documents, which affects
manpower planning.

Even if planners do their job
properly, there are not many cases in
practice when it happens according to
plan, because manpower is expensive.
It is more expensive when technology
requires highly qualified people to
operate the equipment, but not only that:
there is a balance between quantity and
quality, through the fact that a small
number of highly qualified people are as
costly as a greater number of medium or
less qualified performers.

Along with workload determination,
manﬁower planning is also based on
another key requirement, which is
estimating future manpower needs:
the critical point is to find the correct
answer to the question “how many and
what kind of people will we need?”.

Answering that question needs a large
amount of different variables to be taken
into account, and manpower planners
often have to rely on information that
could only be obtained from top and
middle managers. Some of the most
important variables have been identified
by business model studies, but they
can apply for a government (military
included) environment:

° the state of the economy;

o demographics;

° attrition or turnover;

° new skill requirements due to
production and/or technological changes;

° obsolescence of current skills

and its effects;
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° equipment availabilitg and costs;

° social changes effects on labor market;
° labor costs.
Organizations have different

options to estimate future manpower
demands. Mathematical models are the
most accurate, but other techniques are
still frequently used, such as regression
methods, trend analysis, individual
estimates, and Delphi method [22].

Whatever tools are used, cross-
function  analysis  requires  the
management of a large quantity of
information, which could not be possible
without the valuable help (but often too
expensive) of IT systems.

There are numerous available
methods and instruments  which
help organizations to conduct HR
planning, as it involves an analysis of
the present manpower competencies,
the identification of the competencies
needed in the future, a comparison of
the present workforce to future needs to
identify competency gaps and surpluses.

Many organizations have developed
their own techniques, and complex
software-packages based on even more
complicated statistics that are available
on the market. However, they might be
so expensive that most organizations
could not afford them, and they may not
be 100% reliable if not tailored taking
into account the specific requirements
and environment of the organization that
uses them.

3. DEFENSE & HR PLANNING

3.1. US Navy manpower planning

Following the main goal of
providing a brief comparative outlook
on HR planning, this section will delay
the business-shaped model for further
comments, and will try to summarize
some of the most important features
of US Navy Manpower, Personnel and
Training 81,\/[PT System mentioned
above, based on the information provided
by the quoted study.

It should be mentioned that, as
a similarity between business and
military, both environments must have
HR plans, derived from strategy (goals —

objectives — processes— activities) and
guided by the integration principle. The
difference comes from the target that
each environment focuses on, so that
business-tailored planning follows the
competitive advantage, while military
plans are capability-based, according to
the PPBES requirements.

The US Navy MPT System reflects
the overall process of translating
strategic objectives into people demands,
and according to sources [23], it has the
following designations:

° tohelpbuildplatformstoaccomplish
missions assigned to the Department of
the Navy as a part of the National Military
Strategy (NMS) in support of the greater
National Security Strategy:;

o to provide guigd};nce for planners
to justify the Military Personnel Navy
(MPN) appropriation to Congress;

o to fund the correct number
of sailors with the right qualifications
and experience to specific assignments
in preparation for war and support of
peacetime personnel readiness levels.

As shown in Figure 2, the system
is based on four quadrants, and each

uadrant reflects a process, being treated
through sub-processes, specific players,
documents, and information systems.
For simplicity reasons, the present thesis
only refers to sub-processes, with onl
short comments on other features whic
may lead to better understanding.

The first process — manpower
requirements — 1s designed to determine
the human resource needs, and for that
reason it is known as the quantitative
and qualitative determination and
validation of workload. It basically
measures workload through industrial
standards, which convert workload
into hours of productive work by skill
and pay grade. The resulting hours of
workload are converted into the number
of requirements for a specific platform
class. These requirements are ultimately
used for accessions, training, promotion
plans, and personnel appropriation
Justifications to Congress. Each platform
type is assessed approximately every two
years or when deemed necessary, one of
the purposes being to ensure future Navy
war fighters have the right jobs identified
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by studying human-machine interfaces.

Sub-processes are determination
and validation: new systems and
Elatforms are determined using a zero-

ased methodology, while validation
is generally used to measure workload
on previously existing systems and
Elat orms. Hourly workload is captured
asedonreadiness levelsina (financially)
unconstrained manpower environment.

A short but important comment is
worth adding: there is a point where
military and civilian manpower planning
could meet on the ground of occupational
standards, as long as the same type of
equipment is used by both environments.
It is a fortunate case with the shipping
industry and naval military forces, and
it may apply also for other services such
as air §Jilots, air controllers) or land
forces (drivers, engineers, etc.).However,
this kind of matching is barely usual. In
any case, the workload estimate process
within the military could rely on civilian
manpower experience and practice, at
least from a methodological perspective.

As presented by the study [24],
once the workload is assessed and
requirements have been determined,
the results are maintained in manpower
requirement documents, which are the
inputs for the next process.

The MPT System also plays the role
of integrating manpower planning into
the PPBE System through its manpower
programming process, which has as a
general objective to fit ‘unconstrained’
war fighter requirements into a fiscally
constrained environment. Manpower
programming  identifies  necessary
current appropriations and projects
future requirements across the Future
Year Defense Plan (FYDP).

It is based on the following sub-processes:

° authorization: a manpower
requirement supported by approved
fundin and corresponding end
strength; once a requirement is
authorized, it is referred to as a billet,
which is the basis for programming
officer and enlisted end strength;

o end strength: “the number of
officer and enlisted requirements which
can be authorized (funded) based on
approved budgets” [25], or “the number
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of uniformed personnel set by congress
allowed on the last day of each fiscal
year” [26];

° PPBES: is the cyclical process
of planning, programming, budgetin
ané) execution of the budget whic
connects mission to capabilities,
forces and resources, and is designed
to provide the best mix of forces,
equipment and support within fiscal
constrained environment.

Although further iterations of the
US military PPBES go beyond the
goal of this approach, one comment
needs to be added. This authorization
— end-strength — PPBES well-ordered
mixture of processes allows military
players to advocate, negotiate and even
to influence the political will in order
to attract the appropriate funding for
mission accomplishment. The Navy uses
the whole process to determine what
capabilities they require, how much of
the capability they can afford to fund and
what adjustments must be made to attain
those capabilities, based on strategic
demands and deep risk analyses which
weigh goals and limitations (capabilities
and funding), and costs (personnel,
operational time, missions).

The third process — personnel
planning — makes the transition
from the ‘spaces’ to the ‘faces’ side
of planning. It is time for using
‘workforce’ after ‘manpower’
requirements have been determined
and authorized. The process consists
of ensuring that the human resource
requirements of the future are being
properly sourced, grown, retained,
and released. Personnel planners are
responsible for developing strength,
accession, school, and advancement
and promotion plans.

Sub-processes are strength planning
and community management.

Strength ~ planning  consists  of
predicting, planning and managing
the Navy’s total gains and losses for
a given fiscal year with the goal of
reaching the congressionally mandated
end strength with the given budget.

Strength planners use the following
formula to manage end strength:
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BS-L+G=ES
[Beginning Strength (I OCT) — Losses + Gains = End Strength (30 SEP)]

Forecasting losses is done by looking
at attrition, retention and retirement,
while predicting gains is done in order
to obtain end strength at the end of the
fiscal year. Gains include accessions into
the Navy (boot camp and officer training),
lateral transfers from other services, and
the Naval Reserve. Both losses and gains
are predicted on a monthly base by pay
grade, which means that the personnel
planning is actually a continuous work,
watching the balance between personnel
and resources systems as defined earlier.

Through community management
future community inventory from
accession to retirement is predicted
based on current inventory, in order to
shape the workforce.

According to the study, officers
and enliste(}f7 community managers
usually develop compensation policies,
accessions, advancement and promotion
plans, and school training plans, as
shown in Table I below.

Table 1: Community manager’s role
TASK DESCRIPTION

Incentives, SRBs (Selective Reenlistment
Bonus Model)

IRecruiting quotas (Skipper: model off
predicting recruiting goals and future|
inventory requirements)

Compensation policy

Accession planning

Advancement planning Promotions by community & pay-grade

JA- and C school plang|
(carly evaluated, and)|
imonthly tracked by pa;
grade and rating, gender,
school capacity and length,
linstructor to student ratio,
land attrition rates, minimize|
the  difference  between|
lauthorizations and projected|
inventory)

Quota planning

“Personnel distribution is the cycle-
closing process, which actually deals
with the 4R concept, having personnel
managers directing the movement of
individuals to fill command vacancies.
The process begins by identifying sailors
who are nine months from their Projected
Rotation Date (PRD). This projection
separates non-distributable inventory
from distributable inventory (transients,
in training, patients and prisoners or
nondistributable inventory). Personnel
meeting the assignment criteria are

known as the distributable inventory.
Sub-processes are allocation, placement
and assignment.”

Allocation consists of distributing
sailors and officers among the US
Navy maritime commands, through a
Erioritized list of projected available

illets and distributable inventory of
sailors. The result of the allocation
process is the input to placement and
assignment sub-process.

Placement is an intensive process in
which command advocates search for
the right sailor, with the right skills, for
the right command and at the right time.
This 1s also known as looking out for the
command’s requirements (interests).

Assignment considers the sailor’s
preference, and puts a ‘face’ in a ‘space’.
The act of assigning sailors to billets is
done by assignment officers (detailers).

As a short conclusion of this section,
the US Navy MPT System is complex,
and it may look inefficient with lots of
players,documents, information systems,
an(f/ tasks. It works as an extremely wide
and complicated “military manpower
management enterprise” [28], with the
general goal of providing security by
deterring and winning wars. Its pillar
principles are the following:

° cross-control, both civilian
(by budget) and between agencies (HR
planning actors);

o advocacy (justifying manpower
requirements);

) negotiation (influencing political
will through risk analysis);

° coordination: manpower-equipment.

3.2. Lessons to be learned
and challenges

This section is about lessons to be
learned (not yet learned, since measures
are not in place), and challenges to be
faced in order to improve the national
defense planning system through a
proper manpower planning process.

The brief overview of a theoretical
approach based on business experience,
and the crossing through one of the
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most world experienced and powerful
military manpower planning systems
revealed a series of good practices to be
thought of, not to borrow them as they
are, but maybe to understand the rate of
their practicality within the Romanian
military.

e  Personnel planning is just a
piece of the larger HR planning process

This assumption is based on the fact
that there is no historical evidence of a
comprehensive HR planning system in
place within Romanian armed forces. It
1s only known from sayings that there
used to be a personnel planning method,
based on a yearly process, with a so-
called “annual plan for providing with
human resources” as a result.

It is not known whether this
instrument was covering both the
manpower (spaces) and the personnel
(faces) sides of the coin, but since there
is no registered document at hand, this
has to be a matter of further research.

Other than that, there is no evidence
that the greater process of defense planning
uses the right techniques of assessing
manpower requirements, as long as there
is a lack of military occupational standards.
On one hand, according to Romanian
legislation [29] on defense planning, the
HR planning 1s deeply integrated mto a
top-to-down defense planning process,
based on PPBE System, and a series of
subsequent documents which provide
directions: National Defense Strategy
(NDS), Government Program (lGP),
Defense White Book (DWB), Military
Strategy (MS), and Defense Planning
Guidance (DPG).

On the other hand, according to
personal experience, specific regulation
for manpower planning is missing,
so that the process is mainly based on
shaﬁing force structure in accordance
with capability requirements, under a
previously given number of budgeted
‘spaces’. Therefore, the manpower
requirements are determined through
matching manpower to equipment, and
by a ‘traditional’ militarﬁ/ organizational
framework, wunder the policy of
maximum affordable quantity. There is
also a negotiation process, within which
the major programmers’ representatives
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justify their needs, and adjust their
“portions” of approved requirements. This
phase takes place under the authority of
Integrated Defense Planning Directorate
(IDPD) — a sub-structure of the MoND
Defense Policy and Planning Department
(DPPD). The result are the Major
Programs (MP), and Force Employment
Operational Plans (FEOP).

The conclusion is that manpower
requirements ought to be based on
scientific workloads calculation. A
timorous step has been done in this
respect, but from a psychological
perspective. According to regulations
[30], the Socio-behavioral Investigation
Center (SbIC), a sub-structure of
the Human Resources Management
Directorate (HRMD), performs
personnel psychological evaluations
using professional characteristic charts.
It is not something that measures
workloads, but it may be helpful for
further on-site studies, and job analyses,
with the goal of correctly setting up “how
many and what kind of people we need’
(skills, pay-grade, quantity).

But before evaluating, the reference
system has to be operational, which
means that occupational standards
need to be previously developed. It
would not be the main SbIC objective,
but the HRMD’s one, and other
specialized bodies’. SbIC could only
help performing this laborious task.
Such standards inventory would back-
up military specialties inventory, and
therefore would help workloads analysts,
and manpower planners to accurately
estimate manpower requirements.

Should these instruments be
operating, organizational adjustments
related to jobs (spaces) and their
requirements will be needed, and this
also could be done at once or on a long
term basis, depending on the urgency of
this particular change, which is mostly
determined by every organization’s level
of involvement in building a capability.

e Implementing succession plans

Studies see succession ]Elannin as
an HR activity which “acknowledges
that staff will not be with an organization
indefinitely and it provides a plan and
process for addressing the changes that
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need to be improved and updated. And
also the infrastructure needs additional
accomplishments.

Whether a  Human  Resources
Information Systems (HRIS ) will be
available or not, analyses are key factors
of HR planning. If supported by statistics,
mathematical methods and HRIS, these
will result in good HR plans, which would
be able to sustain military (manpower
requirements) justifications faced with
political will (this may be another lesson
to be learned by Romanian military
leadership from the US perspective). It
will also save money, through appropriate
gap closing strategies. If not, there will
be not much to do other than planning by
personal experience.

4. HR PLANNING:
FROM PROMISE TO PRACTICE

4.1. The need for an integrated
perspective

As depicted in previous chapters,
HRM has developed as a system of
systems. Whichever perspective (business,
government, or military) is applied, the
HRM system creates multiple links between
the organization which it supports and the
wider social system, which makes it even
more complex.

Understanding the very detailed HRM
mechanisms of “dealing with people and
organizations” requires not only deepened
research, but also an accurate bird’s-
eye view of processes, sub-processes,
connections and correlations.

At the very first level of HRM process
of processes stands the HR planning, as
planning is the first function of general
management by theory. The HR cycle
goes on with cross-connected processes
as recruiting, selecting, developing
(education, training, assigning, and career
development), performance management
(assessment, appraisal, and rewards),
compensation, and it formally ends with
retirement or/and outplacement. This
entire cycle comes under organizational
external and internal influencing factors,
and “manages” people while supporting
tasks. At the same time it is supported by
and interacts with structures, technology,

Staft), education and training capabilities,
and attrition rate based on resignation
records, and legal framework (retirement
regulation). The results of this process were
(and they still last) the initial education
and training plans, along with recruitment
plans, which are yearly delivered. This
issue has been raised both officially and
unofficially [35], and from 2014 anew HR
Planning Office has been established. Its
main current task is to develop a new HR
planning methodology, which hopefully
will provide an integrated perspective over
both manpower and personnel planning.

Returning to specialists, it is a
notorious fact that Romanian military
has few real HRM specialists. Some of
them are academics, and their education is
mainly based on civilian, business-shaped
approach. Their knowledge is extremely
valuable, and it could be arguably useful
to improve military HRM practice. They
only have little experience with the
military environment.

On the other hand, military personnel
working in this field area are experienced
as military, but only few have studied
HRM theory. Their skills are exclusively
based on experience. This is also to be
taken into consideration by HR planning
policies, in terms of education and training,
but also in practice, in terms of information
changing, common studies, and other means
to increase level of skills.

o  External and internal factors
analysis (demographics, economy,
attraction, retention, attrition)

Determining manpower requirements
should be an issue of concern Not only for
the Romanian military HRM system (also
HRMD should be more involved). Deeper
analyses have to be performed, in order
to investigate both internal and external
environment, which would by accuracy
help HR planning improvement.

This also requires investment in
time, talent, and resources. Resources
might be the most targeted sinceaccurate
information necessitate high performance
information systems.

Unfortunately, former attempts of
acquiring valuable IT solutions for HRM
have failed, due to both lack of knowledge
and money. Nowadays some ‘“home-
made” products are in place, but they still
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will occur when they leave” [31]. It
enables an organization to fill leadership
vacancies within a reasonable time

frame, focusing on developing a pool of

people to consider for promotion, and 1t
should not be confusedp with emergency-
related replacement planning, or with
talent management, which deals with
“attracting, developing, deploying, and
retaining the best people” [32].

Even if not as widely used as it
should be, business theory and practice
recognize its importance. Similar
concerns could have been identified
within the US Navy placement phase of
the personnel distribution process.

The Romanian military HRM system
has adopted a more “equal opportunity”
orientated policy, translated into staffing-
related regulation [33]. According to
it, everyone has the right to apply for
a Vacaan/, which is an overall valuable
way. Selection boards are to decide
(fitting) who is the right person among
those who meets the job requirements.

Yet there is a need for pooling future
leaders. It does not mean avoiding
re%ulation. A selection process should
still be in place, but before this is to
be taken, having many choices at hand
could not only ensure the best staffing
solutions, but also improve leadership
among the entire organization.

From the perspective of the
architecture of organization processes,
some balancing structural constraints
may apply, meaning that key positions
filling must be based on additional
requirements. As an example, the actual
regulations (Ministerial Order no.
M.30/2012) sets-up that only company
commanders may become battalion
commanders. It is not very clearly
established which are the key position
subjected to succession planning, and this
may lead to fuzziness, but at least types
of required positions for further career
development are alternatively proposed
by policies and provisions. This may
be a better approach, instead of strictly
enumerating key positions, because the
system should avoid exaggerated path
narrowing measures.

Bearing with the truth that this is
easier said than done, building succession
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plans requires “investment in time, talent,
and resources” [34]. Beside the fact that
senior leaders need to recognize the role
of succession planning, and to be willingly
involved to pass the leadership baton at a certain
time, some other instruments could be used.

The most important factor seems to be
education (even within second field area),
but some others may play a role whenever
possible, such as mentoring, and creating
opportunity for junior leaders to switch
positions. This is a mobility requirement
(“rotations”), and sometimes it could raise
issues of social concern, but they need to be
mitigated by appropriate motivational means.

Of course, this should be done by
regulations; otherwise only by a fortunate
chance pieces of succession plans could
be locally in place — wherever very skilled
senior leaders think for the future and are
able to find out “leadership talents”.

o [nvolving more specialists

As the first lesson explanation showed,
it seems that not enough specialists are involved
within the manpower planning process.

This is not only to say that some other
specialists, as operational commanders,
academics, IT  specialists, maybe
psychologists and even defense industry
actors could be successfully taking part
into manpower planning. Taking a look
back at the US Navy process, which is
known as centralized, there is a large
amount of actors “running the business”.
Some of them are partially involved, and
some others are totally on the ground,
but every one of them has specific tasks
to accomplish, and the ability to negotiate
and to bring their own arguments.

This lesson also allows a critical view
on HRMD involvement. According to
available knowledge, it has kept over times
a low profile, playing the minimal role of
“watching the personnel ceiling” within
that process, which is to be assumed as not
very helpful.

It was an understandable situation
of not having the appropriate “tools” for
years (between 2009 and 2014 there was
not a single manpower planning specialist
working with HRMD), due to personnel
reduction based on budgetary constraints.
During that time period, HRMD was only
planning personnel, matching services
requirement proposals (through General
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financial and informational resources.

Everything mentioned above is
working together for a strategic mission
accomplishment, and has as results
organizational culture and products,
which one way or another influence the
external  organizational  environment
through implications and consequences,
and the internal one, through feed-back.
In this respect, a fully comprehensive
Organizational ~ Systems  Framework
Model has been designed by Prof. Nancy
Roberts (Naval Postgraduate School), and
reproduced to illustrate the “PPBE System
from a manpower perspective” [36].

As for the HRM cycle as part of of an
integrative outlook on the organizational
systemunderstanding the way manpower
and personnel planning smoothly slide
into the PPBE System is not quite easy;
therefore, an integrated perspective is as
valuable as it is needed.

There are also two practical reasons for
the present thesis purpose.

Firstly, there is a call for eliminating
disuse of manpower planning, and misuse
of personnel planning (the latter frequently
covering both manpower and personnel),
and for treating the two in an appropriate
theoretical and practical manner.

Secondly, an integrative approach to
HR processes has not been on the HRMD
agenda since the beginning of 2000;
most projects have been implemented
on a sequential basis; so that, starting
with last year (2014), a series of projects
related to HR sub-processes have begun
to be outlined. Concerning that, it is worth
outlining that the difference between
manpower and personnel planning will
most probably position HRMD towards
its Dbetter inclusion into the PPBES’
manpower planning, through workload
analysis assistance.

4.2. A prospective approach to
armed forces planning in developing
countries (a blueprint for action)

Some of NATO member states
have adopted the PPBE System as a
defense p{)anning framework, under the
credible argument of budgeting systems
alignment. It is of evidence that PPBES
has been designed for the large and

complex US military system, therefore
it is complicated as a process. In this
respect, it may not be appropriate for
smaller organizations. This is actually
why it has raised criticism so far.

Romania has also adopted PPBES,
on the same ground of integration
and interoperability. But still proper
adjustments have to be done. One of the
reasons may be the unaligned national
fiscal and budgeting laws.

From the present perspective, an
issue of concern is how to integrate
manpower planning into PPBES.
As it has lg)een already mentioned,
there is a process in place, but there
is no evidence of performing the
most appropriate manpower planning
method, since there is no cross-control
between all involved actors. Manpower
planning normally follows the capability
requirements, being a part of capability-
based defense planning process. Codes
of capabilities have been developed,
and periodically issued at NATO level.
They have inventoried force structures
and personnel  structures, among
other capability composing elements.
Romanian military planners strictly refer
to these so-called “Blue Books” when
they define capability targets, and build-
up Major Programs.

There is no doubt that those Blue

Books have been issued based on
analysis, taking into consideration
national  particularities regardin§
doctrine,  organization,  personnel,

training, logistics, materials, leadership,
facilities, interoperability, etc. But the
reviewing cycle for the Blue Book might
be too long at some point, and some
adjustments might be necessary between
previous and next edition.
On the other hand, blindly following
Erescriptions in doing this business might
e to everyone disadvantage, which does
not mean disobeying orders, but having
the opportunity to fjustify manpower
requirements. This “food for thoughts”
approach may also encounter critics,
but from the military system point of
view it does not seem that unfair when it
comes to justify capability requirements
to “higher” (political). There is no doubt
and no argument regarding constitutional
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principles (civilian control over military);
otherwise history may undesirably repeat
itself. But PPBES should set up the
opportunity to undertake requirements
statements, and risk analysis reports, and
itshould enable senior leadership to assess
alternative ways to achieve the established
objectives. This is thoroughly valid, not
only for manpower requirements.

In terms of the relation between
the manpower planning topic and the
PPBES, the missing bridges seem to be
occupational standards and workload
estimates,  alongside  with  other
sugporting processes, structures, and
subsystems (workload analysis center/
specialists, HRIS).

However, the process exists, and
it is ongoing. The present section tries
to figure out where, and how missing
elements could be placed within this
process, which is illustrated bellow.

BUDGETTING

PLANNING

Fig. no. 3. Manpower analysis

As the first two PPBES phases
are developed top-to-down, only HR
general directions are given through the
planning process. Manpower planning
1s addressed by the programming phase;
after that, personnel planning goes
together and/or parallel (but still linked)
to budgeting and evaluating phases.

Despite the fact that planning needs
to be periodically reviewed, and flexible,
in order to achieve better results of
manpower planning, the programming
phase needs to embrace another loop-
process which passes raw manpower
requirements identified by services
through the deepened analysis of a
(desired) Manpower Analysis Center
(MAC), fully equipped to perform
this task (either with accurate military
occupational standards, and IT analysis
and workload estimating tools). The
result will need to be reviewed by major
programs directors, General Staff (as
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strategic command) if deemed, IDPD,
HRMD, and other entities. Should the
results be re-negotiated, it will have to
be done before the Defense Planning
Council meeting. It could be assessed
that the right time of the “double-check”
analysis to be done is between the first
Defense Planning Guidance (DPG)
proposal review, and the second DPG
ﬁl‘OJeCt review, when MP’s representatives

ave already started to balance their
proposed manpower requirements against
capabilities and resources.

After that, and until the next
programming  session (next year),
occupational standards have to be

reviewed (by MAC) following a planned
schedule so that every occupational
standard is reviewed on a 4-5 year basis.

The outline shown in Figure 3 is an
imaginary scenario, so that it may not be
taken by granted, but it still could provide
ideas of a “blueprint for action”.

4.3. Steps to be taken in
implementing the change to a
manpower planning system

As stated from the very beginning,
this theoretical attempt does not
pretend to find out the best solutions
for implementing a “state of the art”
manpower planning system. However,
a few ideas of how to take action in
this respect could be highlighted in the
present section.

Implementing a new model of action
needs a change. Setting-up the new
manpower requirements analysis process
depicted within the previous section is a
matter of senior leaders’ decision. Then
there would be a free way to practice —
no sooner said than done, because the
bureaucratic military system sometimes
accepts it this way.

Unfortunately, real life requires
some more attention to be paid. Even if
such step could be taken in a short run,
there would be a lot more to be done.
It needs a small scale reengineering
process a, which means to start from
understanding the “as is” status against
the “to be” end-state (setting-up vision
and objectives), passing through phases
such as identifying the process to be
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redesigned, implementing and evaluating
new processes, and not ending but
continuing with ongoing improvement.

If such process were to be
im{)lemented within the Romanian
military defense Elanning system, itwould
have to follow the DOTMLP model [37]
(doctrine, organization, training, materiel,
leadership, and people):

° doctrine requires appropriate
provisions to be developed and
implemented — a ministerial order would
be necessary for broad opposability;

° organization refers to projecting
the Manpower Analysis Center (MAC):
mission, objectives, organizational chart,
and manpower; personnel, relationship
and communication ways (within and
outside/vertical and horizontal), inputs-

oulﬁu.ts, responsibilities,  methods,
techniques, SOPs, etc.
° training needs to be structured

on short term (adapting new people
to new requirements), and long term
(preparing the “tomorrow shift”);

° materiel — all necessary means
to accomplish the mission, especially
infrastructure and tools (IT equipment —
appropriate hardware & software);

° leadership is one of the most
important component of a new system
— it has to understand and to lead the
change, to evaluate processes, and to
implement corrections;

° eople — the most important —
need to be able to understand collective
and individual roles, and to perform
accordingly; people may not be available
on the spot, therefore the whole HR
cycle-process (planning comes first)
may be helpful.

Because the process itself needs
“investment in time, talent, and
resources”, its implementation would
not be easy if resistance is neglected.
Based on this assumption, there is a
su(%gested need to deal with the “people
side of change” [38], which basically
could be undertaken through Kotter’s
change phase’s model [39]:

1. Establishasenseofurgency (need
for accuracy of manpower planning);

2. Create a coalition of change
champions (people who understand the need
for change and are willing to promote it);

3. Develop a clear vision (realistic,
credible, and attractive);

4. Share the vision (communicate);

5. Empower people to clear
obstacles (allowing to break roadblocks);

6. Secure short term  wins
(achieving short term results);

7. Consolidate and keep moving
(avoid declaring victory too soon);

8. Anchor the change (inserting it
into the organizational culture).

From a more practical perspective,
such a project could be fashioned
within  the  Romanian  military
manpower planning system starting
with the reassessment of the military

occupational  specialities  inventory.
This process would be extremely
time-consuming, because accordin

to the law, the inventory applies to all
Romanian military organizations, and
subsequently it has to be approved by all
their leaders.

Next would be the occupational
standards development, which would
fill the military occupations within the
above mentioned ROC (Romanian
Classification of Occupations).

After that, the MAC could be
projected, and time would still be needed
to operate it. The results of its work
(workloads estimate during manpower
planning phases, occupational standards
periodic review, manpower/personnel
data analysis) need to be evaluated, and
corrective measures will have to be taken.

Overall, this project management
would require the MoND decisions, and
the HRMD and GS (General Staff)/J1
involvement (both as decision-makers,
and owners of process), because the MAC
would need to be placed at such level so
that it would be ab}l)e to support and assist
the whole defence planning process from
the manpower perspective.

Regarding the HRMD, there is
an actual opportunity to improve the
ongoing HR planning process, by
breaking it down into two sub-processes:
manpower planning, and personnel
planning, both of them supported by the
same new HR Planning Oﬂgce.

In this respect, the new mentioned
methodology needs to be a two-fold
shaped one.

S



Journal of Defense Resources Management

On a long term framework,
implementing such change needs to
start by adequately planning it. Having
in mind the reality of HR specialist’s
shortage and the need for change
management implementation through
the above mentioned phases, the present
opinion indicates that the right first step
consists of educating and training a pool
of HR specialists, in order to ensure the
proper mission accomplishment within
a reasonable timeline. Then the training
should be a continuous process.

It must be highlighted that this long-
termperspectivealsorequires‘‘investment
in time, talent, and resources”, and a
great will of HRMD involvement: first,
it has to be understood that the HR
planning means both manpower and
personnel planning; second, policies
and appropriate requirements for the
educational bodies are to be outlined,
with the purpose of creating the right
“Initial dgvelopment framework™ for
military HR specialists, and the path(s)
for their development (career incllljlded).

It also needs to be stated that the
HRMD involvement is a necessity, not
a simple whish, even for the simple
reason of shifting from the personnel
management to HRM, which implies a
multifunctional approach, a lot more than
a view “based on rules and procedures
and seen as a separate function from
general management”, in accordance
with the the 27 points of Storey’s HRM
model [40]. It would be interesting to
identify the HRMD roles among those
depicted by Storey, using interactive
methods like Delphi. It could bring some
new ideas related to HRMD strategic
functions in the limelight , far beyond the
actual mission framing set up by law.But
this would be another issue of interest
for further research. Anyways, no matter
what conclusion should be drawn, it
could be effective if only translated into
regulatory provisions.

5. CONCLUSIONS

Although the present theoretical
attempt has been initially thought-
out to describe the Romanian milita
personnel planning process throug
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its objectives, means and (not yet very
well defined) methods, which are being
developed at the HRMD level, it turned
into a “comparative outlook” over the
understanding of the manpower planning,
seen from different perspectives:
worldwide business, US military, and
Romanian  military  organizations.
Therefore, an alternative personnel
planning procedure, which uses analytical
and statistic tools and formulas, alongside
with historical data exploration is to be
the object of further inquiry.

This is the result of deepening the
documentation phase focusing on what
actually manpower planning stands
for, which has revealed the first and
most important conclusion that could
be drawn: HR planning has to look at
both the “spaces” and “faces” sides of
the process, meaning that it is more
than estimating gaps and searching for
the appropriate ways to fill them. This
approach indicates that there is still room
for better practice development of the
process within the Romanian military
organization, and it requires a deepened
involvement of specialized entities in
order to improve the manpower/personnel
planning process, so that it smoothly
integrates into the PPBE System.

Another important conclusion, which
has already been highlighted, is that the
above mentioned improvement needs
investment in talent, time and resources.
Without an appropriate vision of
doctrine, organization, trainin%, materiel
(IT systems strictly required), Ieadership,
people, and facilities, ﬁle accuracy of HR
planning remains just a wish.

Achieving the main goal of
improving the HRM processes within
the manpower/personnel planning is
not to be attempted without any egfort
It requires changes to be made. This
is why it furthermore needs a strategy,
which has to be part of and aligned with
the organizational strategy. That is, any
organizational strategy should include
mission, vision, goals and objectives
related to the HRM field, and a very
important point is that all those need
to be communicated, and very well
understood. The information flow must
go all the way through decision and
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execution levels. It would pretty much
help implementing change, and dealing
witﬁ its “people side”.

This necessity has been identified
mainly through the reading of the study
quoted in the first section of the third
chapter (“US Navymanpowerplanning”),
but it has also byeen revealed by some
business researches reflecting the same
idea. Based on this observation, it must be
concluded that despite differences between
business and military environments, both
of them find common grounds related
to HR issues. In other words, business-
shaﬁed HRM models show practicality
within military organizations.

This is why it could be stated that
improving national defense planning
system through an appropriate HR
planning process development may rely
on both business and other government
(military included) systems’ expertise,
and experience. Therefore, analytical
and deepened research could be
recommended as “musts”.
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GENERAL MILITARY HUMAN RESOURCE MANAGEMENT
AND SPECIAL FORCES HUMAN RESOURCE
MANAGEMENT. A COMPARATIVE OUTLOOK
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The switch from conscripts army to an all volunteer force military brought new
challenges for the military organization. This is more obvious in the human resource domain
than in any other area. In the competition to recruit and retain quality personnel, the military
organizations should strategically align the human resource management to the overall
strategy. The challenges are greater for the Special Forces because the need for a rigorous
selection process to recruit from within the military. The rift already in place between the
conventional military and the Special Forces need to be overcome to transform the strain

relationship into a positive sum game.

Key words: human resource management, special operation force, all volunteer force,

human capital, manpower, recruitment.

1. INTRODUCTION

Most of the countries define Special
Operations Forces (SOF) (1) as being
military and/or paramilitary forces
that are specially selected, trained and
equipped to conduct missions that other
conventional forces cannot perform. The
combination of highly skilled people,
advanced technology and weapon
systems, and innovative operational
approach is the cornerstone in creating
a force that although small is achieving
disproportionate impact [1]

Throughout their existence, the
Special Operations Forces developed a
listofsocalled “SOF Truths”: (1) humans
are more important than hardware,
(2) quality is better than quantity, (3)
SOF cannot be mass produced, (4)
competent SOF cannot be created after
emergencies occur, and (5) most Special
Operations require non-SOF support. As
one can see, the SOF Truths are mostly
human centric. Thus, there ought to be a
strong emphasis on screening, selection
and training of the individuals that will

become Special Forces operators [2].

Human resource Mmanagement
(HRM) is a system of systems —
manpower system, resource system
and personnel system — that performs
specific functions. Although there are a
lot of similarities between the corporate
and the military human resources
management, there are also some
important differences. The strategic
importance of the HRM concept cannot
be separated from the understanding of
HRM evolution as a concept.

The shift from a conscript army
to an all volunteer forces for military
organizations generated a great deal
of challenges from the human capital
perspective. Having to compete
for quality personnel in an external
environment, the military organization
needs to define and implement a
coherent and comprehensive strategy to
achieve its goals.

One significant difference between
military HRM and corporate HRM is that
military organizations recruit only at the
entry level and then there is an upward
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mobility from within the ranks. One the
other hand, SOF selection is, in the most
cases, based on internal selection from
within the bigger military organization.
The high standards required for selection
in the SOF and the propensity for top
quality military personnel to ascend
in the elitist SOF community create
the premises for a bumpy relationship
between conventional units and SOF.
The evolutions in both advanced
military weapon systems and in novel
military concepts seem to gradually
smooth the strained relationship between
conventional army and SOF. This positive
trend can be further developed to make
the relationship looks like a positive
sum game, especially in the area of
competition for better military personnel.

2. HUMAN RESOURCE
MANAGEMENT.
SOME THEORETICAL
UNDERPINNINGS

This chapteris notintended to details
all the human resource management
(HRM) theory, but rather to provide a
framework for better understanding the
differences between corporate HRM and
military HRM. Furthermore, it will try
to answer the question if there should be
a difference between conventional force
HRM and SOF HRM.

2.1. Defining human resource
management

Historically, HRM as we know it
today, evolved from the nineteenth
century in stages. Those stages were
a response to changes in external and
internal factors that impact differently
on the organizations. The evolution
in both the external and the internal
environment, and the response to those
changes led to the development of the
human resource management of today.

Throughout the history, different
theories shaped the way HRM evolved.

Initially, it was a paternalist approach
by some employers, who took a father-
like figure for their employees and
established some kind of early welfare
programs. Early 1900s was the time
when the scientific management was
developed in United States. This
scientific management was further
refined in the concept of assembly line.
Both the scientific management and the
assembly line development presented
a mechanistic view of the people that
rewarded the right work output with a
“differential pay rate”, and implemented
management control [3].

The period between the beginning
of First World War and the end of
Second World War witnessed a
combination from the manufacturing
peak, government trying to regulate the
employment and the implementation
of welfare in personnel management to
improve employees’ performance.

The HRM as it is known today
was developed in the late 1970s. The
central tenet was the transition from the
personnel management to the strategic
role of HRM in reaching the broader
organisational goals.

The HRM can be viewed from
two perspectives, the so called soft
HRM and, respectively hard HRM.
Both are employee centric, but while
the hard HRM has a marketing view
of the people as a resource to achieve
organisational goals, the soft HRM put
a premium on employee commitment
and has a constructivist approach [4].

Whatever approach one is taking,
the HRM has to perform a number of
different functions to find the equilibrium
between the external factors and the one’s
internal to the organisations. Those
functions can be generally described as:
(1) planning, resourcing and retention;
(2) recruitment and selection; (3)
learning, training and development;
(4) remuneration and rewards; (5) and
employee relations [5].
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2.2. Military human resource
management

Understanding the specificity of
military HRM becomeS important from
the perspective of a military organization
that is based on AN all volunteer force
(AFV). This is especially related to the
problems of recruiting and retention.
The problems are quasi universal
for the countries that switched from
conscription to an AFV. In most cases,
these problems are related to a declining
motivation among young people to join
the military because the changing in
social values, the competition from the
private market, higher level of education
and usually low unemployment [6].

HRM includes all processes that
facilitate the matching spaces with
faces, or in other words the meeting of
the demand with the supply. Although
there are many similarities between
non-military and military organizations,
there are also some significant
differences related to the way the HRM
functions are performed.

One of the most important
differences is the clearer, more stable
job definition in the military than
in the so called corporate HRM. The
positive side of this clarity is also coming
with a lack of flexibility.

Another difference is the long
term impact of the recruitment in the
military organization when compared
with the non-military organisations.
This is mostly because the military
is recruiting only for entry level, and
cannot do it for any level.

After the recruitment, the military
promote from within, and only rank by
rank. The promotions are related to the
years in service, previous assignments,
and experience. The previous
particularities generated a strong
requirement for the development of
an elaborate and well structured in
house training [7].

The corporate HRM and the military
HRM should not be perceived as totally

Vol. 6, Issue 2 (11) /2015

opposite, but rather as a continuum. As
the military organization look more and
more like a corporation in the case of an
all volunteer force, the implementation
of the alternatives borrowed from
corporate world will most probably
led to the improvements in terms of
rewards, flexibility and organizational
culture. In the same time, there are some
downsizing aspects, mostly related
to the weakening of the command
relations and social values specific to the
military’s culture.

2.3. Special forces human resource
management

Atafirst glance, it seems that Special
Forces have the smallest problem in
recruiting personnel. This assumption
relies on the misperception that because
of the inherent prestige of SOF, the
problem is not to find enough capable
people to recruit and retain them, but
rather the high standards for selection,
assessment and qualification.[8]

One aspect worth more attention is
that in the vast majority of cases, SOF
is recruiting from within the military
organization. As such, if the military is
facing problems with recruitment and
retention, those problems are generally
emphasized in the SOF case because
of the high standards. In other words,
if the selection pool is shrinking and
the quality of personnel is decreasing,
the SOF will be more affected than the
whole military organization because of
the high standards.

Another factor to consider in the
SOF case is the time required for a
person to become a high skilled operator.
In the most cases, it is not only longer
than for other branches, but also with the
highest attrition rate. Therefore, if the
military organization is facing problems
in terms of the long time requirement
for training the personnel, high attrition,
high turnover, and low retention, those
problems are in the most cases higher
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with an order of magnitude in the
SOF’s case.

One aspect that is often overlooked is
the marketing side of the recruitment for
SOF. Inherently, there is a certain degree
of secrecy related to the SOF operations.
This propensity for secretiveness is
hindering the way SOF marketing
themselves in recruitment campaigns
within the military organization. The
image of SOF is usually centred on the
kinetic aspects. While this may be good
for receiving political and resource
support, is also shrinking the pool of
prospective candidates by perhaps,
attracting mostly the “thrill seekers.”

3. SPECIAL FORCES MANPOWER

Military manpower can be broadly
defined as the systems and related
processes to provide the right person,
with the right qualifications, in the right
position at the right time, or in other
worlds to meet “spaces” (the demand
side) with the “faces” (the supply side)

3.1. Military manpower in an era
of an all volunteer force

Whatever advanced weapon systems
a military organization has, what really
makes the difference is the adequate
number of quality personnel it can
recruit, train and retain. The evolution
related to both external and internal
environment will likely pose a number
of challenges to the military organization
to meet the manpower requirement.

The problems related to the changes
and dynamics in the social values, the
labour competition, and education are just
the tip of the iceberg. Some other challenges
may not be so obvious. They are related to
the evolutions in military technology, the
emergence of innovative operational ideas,
the rigidity of traditional military personnel
management systems, and the growing
costs most notably in the area of indirect
benefits for military personnel [9].

Advanced military technologies and
new operational concepts will require
a different category of personnel. The
military should recruit and train people
able to reach not only a high level of
technical expertise and able to integrate
different platform in an innovative and
comprehensive way, but also capable to
innovate and assume calculated risks.

The main goal of military HRM
is to support the organization to reach
its goals. It should be linked with the
organizational strategy, and also with
people behaviour and characteristics.
Based on the strategy and behaviour
specific  HRM processes should be
developed and implemented. From this
perspective, a strategically aligned HRM
system has three inter-related processes:
personnel management, compensation,
and organizational structure [10].

The external environment differences
between various countries and their
different approaches to the transition
from conscription based force to an
AFV make the task to create a pattern
that can be replicated very difficult.
However, there are some trends that
can be identified. First, the transition
from conscripts to volunteers was
followed by a reduced numbers of
military personnel. Second, the reducing
number of personnel required to man
the AFV and the pool available from the
personnel who had to leave the military
establishment during the transition phase
compensate the problem of recruiting
quality personnel in the aftermath of the
creation of AFV. And third, although the
AVF is generally more cost-effective,
there are significant increased costs
in the transition phase from conscripts
to AVF [11].

3.2. Special forces manpower
challenges in an all volunteer force —
competition for human capital

The development in the
contemporary operational environment -
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the latest ones being the rise of the so called
hybrid warfare and the increasing terrorism
activities - led to an increasing demand
for development and employment of
special operations to counter those threats.
As such, there is an increased demand
in SOF manpower. At the same time,
in the countries that developed an AFV
there are problems related not only to the
recruitment of quality personnel, but also
to the budgetary constraints that required
a trade-off between the investments in the
advanced military weapon systems and
investment in the manpower area.

What differentiate SOF from the
conventional forces are both the missions
and the personnel conducted them.
Whatever the perspective, the personnel
is at the core: the types of missions
required specially selected, trained and
equipped personnel, or the specially
selected personnel determined what type
of mission will be carry out. Therefore,
the nature of recruiting and selection
process, and the specific personnel
attributes of almost equal importance.
Additionally, the costs associated with
the Special Forces are higher than in
the case of conventional forces. The
sensitivity and high political risks
inherent in the SOF missions make the
cost of failure way higher than the cost
of selection and training [12].

From the beginning of the
relatively new of what we know today
as Special Forces, there was always a
tendency on behalf of the conventional
military to reject them, or more
exactly to regard them as mavericks.
The causes lie in the SOF’s different
organizational culture, perceived lack
of discipline, the independent status,
and the competition for resources.

Probably the most important
friction point is the competition for
human resources. Most, if not all, of the
military organizations relying on AVF
have to compete for recruiting, selection
and training for quality personnel in
the context of external competition

Vol. 6, Issue 2 (11) /2015

and a scarcity of defence resources. In
the vast majority, SOF personnel are
recruited from within the rank. The
high standards imposed by the selection
process and the prestige associated with
the SOF membership led invariably to
the best personnel from conventional
units being attracted to volunteer for
SOF units. What is aggravating these
perceived “poaching,” is the need for
both conventional units and SOF units
to select and retain the personnel with
similar intellectual qualities required by
the advent of new technologies and the
evolutions in military concepts.

4. MANAGING SOF MANPOWER

Thedifferencesin SOF organizational
culture and war philosophy tend to
attract a different type of individuals into
SOF units. Those individuals are usually
capable of using concepts and methods
alien to conventional army. Because these
qualities are highly sought after by Special
Forces, the entire process of recruiting,
selection and retention is designed to select
and retain people who pose them.

As a result of military organizations
drawdown when switching from the
conscripts to volunteers, the pool
of potential candidates for SOF has
decreased. If combined with the average
rate of completing the selection and
assessment phases for ascending in the
SOF, and the decreasing retention rate,
the aggregate net result is that Special
Forces are losing more people than is
able to produce.

The manpower requirements can’t
be met unless sufficient resources
are provided for recruitment and
retention. Studies has shown that by
using a combination of three theories —
expectancy theory, social justice theory,
and transaction cost economic theory-
can be used to provide performance
incentives, increase the professional
development, and control the retention
incentives. [13] As such, a combination
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of increasing the resources devoted to
recruitment marketing, targeted bonuses,
and benefits to enhance professional
development could be employed to
increase the recruiting and retention
among Special Forces personnel.

4.1. A more flexible personnel
management system

Faithful to the SOF truth of quality
is more important than quantity, the
Special Forces need to continue the
efforts to ensure the right quantity of
people are selected, trained and retain in
the system, while maintaining the high
quality of the personnel.

On the average, the SOF personnel
account for no more than 5% of the
military forces. However, the strength
of Special Forces is the quality of
those small numbers of people that are
carefully selected, trained and provided
with advanced equipment. To maintain
a pool of potential candidates, there
must be a continuous effort to target the
best military personnel for recruiting
purpose. One of the first steps is to
create a database of the candidates by
matching the profile of a typical SOF
operator with the existing data bases for
personnel record keeping.

The recruiting effort should be done
in an aggressive manner by everyone
belonging to, or who was part of, the
SOF community, and does not only rely
on formal recruiting means. This referral
system should be formalized, and also
incentivized if possible, thus making it
one of the important tools for a ready
available pool of quality candidates.

The high standards for accession
into SOF community are well known.
One of the least known aspects is that
nowadays, the Special Forces are a tiered
system, based on the mission’s type
and the risk of political fallout related
to the failure in accomplishing them.
Therefore, even within the SOF there is
an ongoing tough process to recruit and

select people from tier 3 units up to tier
1. This upward “meritocratic” mobility
required a somehow counterintuitive
recruitment strategy for initial accession,
by which the standards should become
higher, and not lower, for entry in the
Special Forces [14].

The schism between Special Forces
and conventional military is well known.
However, there are positive signs
showing a better understanding and
cooperative and integrated work between
the two. Capitalizing on this positive
trend and consolidating this footbridge,
Special Forces should influence,
securing the political support if needed,
some changes in organizational design
of regular units. Those changes should
try to create a tier 4 type of units within
the regular units, their primary missions
being to address the lower spectrum of
conflict, like counterinsurgency. The
creation of these units will create a pool
of potential candidates for accession in
the SOF that are already pre-screened and
have an initial SOF type training. One
additional benefit will be the reducing of
the rift between conventional forces and
regular units by slowly overcomes the
“us versus them” perception.

5. CONCLUSION

Finding a balance between external
and internal factor require for the
military organization, and even more
for special force, to employ strategically
the human resource management
system. Understanding the subsystems
and the functions performed by those
subsystems and the differences between
corporate HRM and military HRM is a
must if military organizations want to
successfully recruit and retain quality
personnel in the open labour market.

The competition for quality
personnel will require not only a better
understanding of the practices employed
in the corporate HRM, but also the
implementation of tailored alternative
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borrowed from it in the military. As the
military organization looks more like a
corporation in the case of an all volunteer
force, the improvements related to
rewards, flexibility and organizational
culture will come with the price,
especially in term of weakening of
the command relationship and the
alterations in social values specific to
the military.

Transforming a strain relationship
between conventional military and SOF
will require a different mindset for the
leaders of both. Transforming a zero
sum game into a positive sum gain,
especially in the competition for human
resources, is the way ahead. The positive
signs already shown in the operational
area need to be extended in the resource
area. For the future, the benefit of
this understanding should go beyond
operational and resources areas, and
move towards a shift in organizational
culture to overcome the existing biases
and misconceptions.
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The strategies employed by psychological counselors are meant to allow the latter
professional group to establish rapport with the people in difficulty, as well as to solve
problematic situations. Therefore, the current article focuses on the role of the therapeutic
fairytale in enabling the target of the counseling process to learn, accept, appreciate,
and understand oneself. Its accessibility and credibility scores from the unofficial list of
psychotherapeutic methods and techniques applied by a counselor make the therapeutic
fairytale a proper instrument not only for working with children, but also with adults. In this
respect, given the “moral profit” yielded by this technique, the author of this article views
and recommends the choice of the therapeutic fairytale as a strategic one.

Key words: psychological counseling, therapeutic fairytale, counselling strategies.

1. INTRODUCTION

The therapeutic fairytale is based
on a narrative that contributes to
highlighting a problematic situation,
a specific experience, some specific
circumstances and thus to finding
solutions. Its incisive manner
of conveying information on its
characters to its readers contributes
to a maximum openness towards it
and, regardless of age, it allows them
to understand how pain, sickness and
even hope can metaphorically balance
and yield acceptance.

Words are magical [1] and can cure
if uttered by the appropriate person,
in the right place and in the right
manner. Therefore, they play a major
therapeutic role.

The therapeutic fairytale must be
told and not read. It must be the link
between body and soul, thinking and
acting, living and expressing. It cannot
be told just by anyone, anywhere

or anyhow. Starting from a real or
fantastic case, the therapeutic story is
a mediator of pain and suffering. Thus,
by liaising the verbs “to will”, “to be
able to”, “to wish” and conjugating
in the Present Tense, it brings the
person in difficulty closer to a world in
which the laws that govern can release
vital resources to defeat fear, anxiety,
inability, uncertainty and to discover
hope. Its usefulness is proven when
the one in pain begins to perceive the
world through a different cognitive
understanding rendered by the story.

The therapeutic fairytale is a
precious instrument that unveils
emotions and feelings such as
anxiety, fear, obsessions, guilt, envy,
or questions that have never had/
received an answer and that tend to
remain covert. Thus, fairytales along
with metaphors can help the “listener”
to balance one’s own urges with the
requirements of the external world and
the rules of society.
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2. KEY INGREDIENTS FOR
THERAPEUTIC FAIRYTALES

The content of the allegories depicted
by the fairytale does not necessarily need
to be an aesthetic one. However, if they
are also likable, acceptable and accepted,
they bring a much greater contribution
to the therapeutic endeavor. Thus, the
subject of the therapy is more likely
to perceive in a covert and successful
manner to link between the narrative of
the fairytale and his/her own problems.
Most certainly, the subject will gain an
“insight” into the message of the story
much later and that will be the moment
when the curing process starts.

The therapeutic fairytale is useful for
any age and education group. Moreover,
the story needs to be narrated in the right
tone, with the right pitch, mimic and
gestures. Thus, the psychotherapist becomes
and actor performing several roles.

There are some key ingredients for
assuming these roles and for detecting
and conveying the message of the story.
First, empathy is required. Second,
the story must not be explained. If the
algorithm underlying the story is missed
or unknown to the therapist and the latter
is trapped into answering the queries of
the listener and into translating the story
to the latter, the effects of the fairytale
on the unconscious of the listener can
dramatically flop. Moreover, the story
can generate voluntary resistance and
objections and the ultimate -effect
envisaged initially can no longer be
achieved. Therefore, any allegory
chosen by a psychotherapist must be
anchored into a specific value (i.e.
moral, social, etc.). last but not the least,
it must be reminded that there is no rule
that can measure the effectiveness of the
allegory. The only certainty is that the
effect/ change is to occur in time given
the uniqueness of individuals.

The subjects of therapeutic endeavors
are sometimes the ones requesting the
choice of therapeutic fairytales [1] since

they identify more with these. In this
context, the basic elements that need to
support the use of therapeutic fairytales
with adults are:

optimism;

positive thinking;

healing will;

self curing;

problem solving.

The therapeutic story involves a
certain degree of flexibility and that
allows it to unveil a plethora of feelings
and emotions that highlight life time
experiences and attitude and behavior
changes in adults.

Its lack of a given pattern by which
to unfold renders its positive effects on
the subject of therapy. The therapeutic
message is the same, but its narrative
can vary since a therapeutic fairytale
must:

1. be enjoyed and raise interest

2. directly involve the listener into

the plot;

3. short, concise, clear and
comprehensive so as not to dilute the
message.

With a view to all of the above,
the therapeutic fairytale could only
include:

1. an identification of the situation/
emotion: joy, hope, understanding |,
acceptance, problem solving situations,
behavioral patterns, fear of not making
mistakes, etc.

2. identity elements:

a. therapeutic goals (e.g. difficulties
in complying with group rules);

b. expected effects (such as
development of solidarity, team
work  encouragement, discipline

encouragement, commitment to taking
responsibility for tasks in group work).

A therapeutic fairytale can also be
told by a clinically healthy adult that
underwent a traumatic experience such
as imprisonment, sickness, etc. and thus
uses the story as a boundary situation
and a therapeutic means to overcome
the given context.
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3. ADVANTAGES
AND FUNCTIONS

According to Filipoi S. [2], there
are a number of advantages of using
the therapeutic fairytale in a conscious
and purposeful manner in psychological
therapy. First, this is an instrument fir for
conveying moral values and behavioral
models, while indirectly and jocularly
suggesting a change of attitude. Second,
the solutions it proposes are completely
unexpected, contradict logic and habits,
but focus on a positive emotional effort.
Third, it can be used together with a
communication instrument and thus it
allows the targets of the psychological
counseling session to feel protected and
learn how to understand and positively
appreciate themselves, as well as to
unveil their inner power to “cure” by
themselves.

Therapeutic  fairytales fulfill a
number of functions: mirror, model
and mediator [2].

As a mirror, a therapeutic
fairytale projects the emotional needs,
thus triggering a plethora of images.
Similarly to an image reflected in the
mirror, it allows the counseled subject
to separate and distance oneself from
conflict situations and one’s own life
experience, and thus to succeed in no
longer being a victim.

As a model, this psychological
counseling strategic choice reveals
possible solutions and encourages active
learning of one’s own models. Therefore,
the application of the facntastic
solutions is an experimental model that
is completely unusual for the subject.

The therapeutic fairytale also acts a
mediatorbetweenthesubjects’resistance
to therapy and the confrontation of
their misconceptions and self defense
mechanisms. It thus underlines that the
hero of the narrative is the subject and
not the patient and in this respect, the
counseling psychologist needs to show
creativeness in altering the fairytale
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narrative on a case by case basis.

To yield the expected result, the
use of the fairytale in psychological
counseling requires right timing and
an adjusted narrative.

4. CONCLUSIONS

The subject of psychological
counseling needs to learn how to be a
survivor and the therapeutic fairytale
can be the first step towards the healing
of the soul.

“What matters is people’s opinion
of themselves. They need to find during
their lifetime the role that fits them and
then they need to stop acting. People's
profession is that of ‘being’, as Quentin
Crips reminds in his ‘Naked Civil
Servant’play.” [1]

Individuals can only act naturally
when they discover spirituality, which is
the capacity to find peace and happiness
in an evolving world along with the
awareness that their own personalities are
flawed but acceptable. This acceptance
gives rise to creativity and selfless love,
and along with faith, forgiveness, peace
and love are descriptors for spirituality
and for those who manage to get cured
inwardly and outwardly. The motto of
the latter could be expressed as follows:
“I believe in sun even when it does not
shine; [ believe in love even when it is
covert,; I believe in God even when He
does not speak.”

Once acceptance achieved, the effect
of the therapeutic fairytale begins to
work since the individual feels that it
helps, wills to heal, identifies with its
message and needs to express one’s
own identity.
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Large-scale defense system projects are strategic for maintaining and increasing
the national defense capability. Therefore, governments spend billions of dollars in the
acquisition and development of large-scale defense systems. The scale of defense systems is
always increasing and the costs to build them are skyrocketing. Today, defense systems are
software intensive and they are either a system of systems or a part of it. Historically, the
project performances observed in the development of these systems have been significantly
poor when compared to other types of projects. It is obvious that the currently used systems
development life cycle models are insufficient to address today s challenges of building these
systems. Using a systems development life cycle model that is specifically designed for large-
scale defense system developments and is effective in dealing with today s and near-future
challenges will help to improve project performances. The first step in the development a
large-scale defense systems development life cycle model is the identification of requirements
for such a model. This paper contributes to the body of literature in the field by providing a
set of requirements for system development life cycle models for large-scale defense systems.
Furthermore, a research agenda is proposed.

Key words: defense systems, large-scale defense systems, characteristics of defense
systems, system development models, software development models, requirements.

1. INTRODUCTION industry. Both of them were developed

decades ago based on the needs of their

Countries spend billions of dollars
on defense spending [1]. A significant
portion of this spending goes into
the acquisition and development of
large-scale defense systems (LSDSs).
Considering the amount of resources
used in the acquisition and development
of these systems, surprisingly, the
scientific literature on the topic is quite
limited. Most of the current literature
consists of books and magazine articles
written by defense practitioners and
reports from government agencies. The
models, processes, tools, and techniques
used in the development of defense
systems have not improved much. For
example, the Waterfall system life cycle
development model [2] and the V model
of system development are amon% the
most commonly used models in defense

time. Naturally, defense systems are
evolving over time. For example, defense
systems were not software intensive in
the past. Today, they are. See Table 1
for the evolution of military aircrafts in
terms of software intensity.
Table 1. System functionality
performed in software
Source: [3] [4]

Defense System—  Year % Functions Performed
Military Aircrafts in Software

F-4 1960 8

A7 1964 10

F-111 1970 20

F-15 1975 35

F-16 1982 45

B-2 1990 65

F-22 2000 80

F-35 Lightning II 2012 90
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As evidenced with many reports
presenting the poor performance in
defense projects [7], the currently
used models are ineffective in dealing
with today’s challenges in LSDS
development. While the defense industry
has failed in advancing the systems
development processes and models, the
civilian software industry was successful
in responding to evolving challenges of
software development. Many variants of
agile methods for software development
were developed [5]. The reports indicate
that agile methods have contributed
to productivity in civilian software
industry [5]. In this respect, Jones [6]
reports that the productivity in defense
software development is noticeably
low. Furthermore, as the software scale
increases, the rates of project cancellation
increases, too, while the productivity in
military software industry decreases
[6]. Last but not the least, the defense
community is conservative in adapting
best practices from civilian industry [6].

Naturally, there have been attempts
at improving the defense project
performances through a series of
mitiatives [7]. The US Department of
Defense (DoD) sponsored the Software
Engineering Institute (SEI) for finding
various solutions including the famous
Capability Maturity Model (CMM)
series. CMMs are series of models
used to assess the maturity of system
and software developing organizations.
In addition, government defense
ministries and agencies supported the
development otg various enterprise
architecture frameworks (EAF).
US DoD’s Department of Defense
Architecture Framework (DODAF), the
British Ministry of Defence Architecture
Framework (MODAF), and NATO
Architecture Framework (NAF) are
among such efforts. Object Management
Group’s Unified Profile for DODAF/
MODAF (UPDM) is an attempt to
combine these architecture frameworks.
The purpose of these EAFs is to guide
the development of defense system of
systems projects.

Recently, Boehm and his colleagues
developed the incremental commitment
model 8CM) forsoftware development [8].

The model is developed based on the
critical success factor principles and the
strengths of various other development
models such as V model, spiral model,
agile methods, etc. It is claimed that
the model is effective in various system
developments including defense system
developments [9]. Furthermore, it is
emphasized that the I[CM milestones is
compatible with US DoD acquisition
milestones [9]. However, the ICM
model has not been widely tested in
defense industry. Therefore, the model
performance is unknown.

As the expectations from systems
is increasing, new system development
life cycles are developed. Various agile
models [5] and ICM [8] are among the
examples. Various reports and studies
also identify the current advantages
of models and challenges observed in
the implementations of these models.
However, to our knowledge, the
requirements for systems development
life cycles models for LSDSs have not
been researched in detail. This study aims
to contribute to this area of the literature.

The rest of the article is as follows.
In the second section, we list the main
characteristics of LSDSs. Next we
identify the characteristics of LSDS
projects. In the fourth section, challenges
related to the development of LSDSs
are discussed. The following section
lists the requirements for systems
development cycle models for LSDSs.
These requirements are derived from
LSDS characteristics and LSDS project
characteristics and challenges.

2. MAIN CHARACTERISTICS
OF LARGE-SCALE DEFENSE
SYSTEMS

In this section, the main
characteristics of LSDSs are identified
and briefly discussed. While some of
these characteristics are shared with
civilian systems of the same size, some
of the characteristics are observed
in only few civilian systems. While
only a portion of civilian systems are
safety and mission critical, almost all
defense systems are mission-critical
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and most defense systems are safety-
critical. Development of LSDSs are
costly and challenging due to following
characteristics:
LSDSs are large-scale.
LSDSs are software intensive.
LSDSs are safety-critical.
LSDSs are mission-critical.
LSDSs are system of systems.
LSDSs should be high quality.
LSDSs are complex.
. LSDSs have long life cycles.
David Lorge Parnas wrote a paper
[10] in 1985 before resigning from the
Panel on Computing in Support of Battle
Management, convened by the Strategic
Defense initiative Organization (later
renamed as Ballistic Missile Defense
Organization). It became a controversial
paper in the defense community. It
outlines the “software aspects of strategic
defense systems.” The paper stimulated
discussions among defense community
whether building trustworthy large-scale
defense systems is feasible or not.
LSDSs are large-scale. The scale in
LSDSs is increasing [11] as the defense
needs and expectations are increasing.
Development of large-scale systems has
always been challenging. Historically,
on average, defense systems are larger
than civilian systems [6]. Thus, the
defense community have experience
in developing large-scale systems
compared to civilian industry [6].
However, we have yet to see an upward
project performance trend in LSDS
developments. Jones reports that as the
scale increases in military software,
productivity significantly lowers [6].
LSDSs are software intensive.
Today, software is the major component
in any defense system [12-14]. The
success of a weapon system is dependent
on the success of the system software
[12,13,16,17]. In 1974, the F-16A
included 135 thousands of source lines
of code ﬁSLOC). In 2012, F-35 includes
24  million SLOC [13]. Software
development by itself is difficult due
to some inherent properties (essential
difficulties) [15]. The defense context
increases the challenge to a higher level.
Therefore, software related problems
are dominating the majority of defense
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project problems. For example, as one of
the major defense projects, F-35 fighter
aircraft development is reported to be
plagued with software related problems
[16]. Many major weapon systems
deliveries are delayed due to a magnitude
of software and quality problems.

LSDSs are safety-critical. A
safety-critical si/jstem may be defined
as “a system whose failure may cause
injury or death to human beings” [18].
A significant portion of defense systems
are weapon systems and naturally
safety-critical systems. Development of
safety critical systems is hard [18, 19]
and requires a safety perspective from
the start supported by a rigorous system
safety program. Ensuring system safety
requires rigorous design, analysis, and
testing, all of which contributes to high
costs. A defense system cannot be used
unless system safety is ensured. The
warfighters should be able to use these
systems without the fear of harming
friendly forces or themselves.

LSDSs are mission-critical. A
mission-critical system is a type of
system in which the failure may result in
not achieving a critical goal, significant
loss in terms of money, or trust in the
system [18]. In the defense context, the
failure of a mission-critical system may
cause a failure in a mission or a limitation
in the defense capability temporarily or
permanently. Development of mission-
critical systems is challenging in many
aspects [18].

LSDSs are a system of systems
(SoS). The definition of SoS in the
Defense Acquisition Guide [20] is “A
system of systems (SoS) is defined as a
set or arrangement of systems that results
from independent systems integrated
into a larger system that delivers
unique capabilities”. The technological
advancements in com11)<uting systems
and especially networks led to the
development of a system of systems
[23]. “Network centric warfare” is one
of the military concepts introduced to
increase defense capability utilizing
the system of systems approach [21].
Using SoS, the armed Forces expect
new capabilities that individual systems
comprising the SoS cannot offer alone.
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While the benefits of SoS are appealing,
the development of SoS has many
challenges.

LSDSs should be high quality. A
defense system should be trustworthy
and have high quality [22]. Ensuring
complete trustworthiness especially
in large-scale systems is considered
unlikely to be achievable by some
researchers, while others believe
that it is possible [10]. In addition to
trustworthiness (that includes attributes
such as dependability, reliability, etc.),
usability, supportability (through open
architectures), maintainability, security,
safety, testability, evolvability, fault
tolerance, interoperability, survivability,
hi%h performance, efficiency, and
effectiveness are among other qualities
to be expected from LSDSs.

LSDSs are complex. National
defense needs are increasing. The
expectations of warfighters from defense
systems is also increasing as the warfighters
see the recent technological advancements
in civilian a%)lications. Satisfying the ever-
increasing defense needs, expectations,
and a significant amount of functionality
with high quality SoS defense systems
leads to complexity in defense systems.
The development of complex systems
poses many challenges [19].

LSDSs have long life cycles. The
costs are so high and schedules are so
long that replacing LSDSs in short
periods is economically unsustainable.
Defense systems such as ships, military
aircrafts, tanks, missiles etc. are expected
to be in service for at least 30-40 years.
Currently, the F-35 is planned to have a
50-years long life cycle [13]. Naturally,
there are upgrade programs over the
years to prolong the service life in
addition to overhauls and maintenance.
Suplportability, maintainability, and
evo Vabiliiy are among the qualit
concerns for systems having long lifg
cycles. An important challenge results
fromthe difference intherate ofgevolution
between hardware and software.
Hardware is evolvin% much faster than
software. Acquiring legacy hardware is
expensive if possible. Vendors quickly
adapt new manufacturing technologies
to stay competitive.

3. MAIN CHARACTERISTICS
OF LARGE-SCALE DEFENSE
SYSTEM PROJECTS

The development of LSDSs is
challenging due to the following
characteristics:

1. LSDS projects are long.

2. LSDS projects are costly.

3. LSDS projects are risky.

4. LSDS projects are d}éveloped
based on government regulations.

5. LSDS projects are verification
and validation (V&V) oriented.

LSDS projects are long. A defense
system is usually delivered in 5 to
10 years [24]. The time to develop a
LSDS may take a decade or more
[25]. In general, the development of
defense systems is a long and expensive
effort [26]. Large-scale, complexity,
government acquisition procedures, the
amount of required functionality, high

uality expectations, slow development,
the need for extensive testing, and proof
of compliance with many standards are
among the factors contributing to long
development cycle.

LSDS projects are costly. When
the systems are large-scale, complex,
expected to have high quality, and
the development cycle is long, the
high costs are inevitable. Unless these
characteristics change and affordable
and effective solutions are found to
these challenges, the development of
LSDSs will be costly. Currently, the cost
of defense systems 1s increasing [7] and
this trend is not expected to change in
near-future.

LSDS projects are risky. LSDS
projects are among the type of projects
that have the highest cancellation rates
L6]. Based on the statistics provided

y Jones, in military as the project
scale goes up, the rate of success falls
dramatically }6, 27]. While, only 10%
of defense software with a size of 1,000
function points is facing cancellation,
the rate is 33% when the size of the
military software reaches 100,000
function points [6]. Function point is a
measure of provided functionality. There
are also many projects that are delivered
with less functionality than planned and
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with quality problems. According to a
2015 GAO report [28] on high risk list,
“Many DOD programs are still falling
short of cost, schedule, and performance
expectations.” The US GAO started
reporting the high risk areas in 1990.
Since 1990, major weapons acquisitions
areinthe US GAO’s high listrisk updated
every two years [29]. What is more, the
software and IT projects are challenged
in scope management [36]. When the
scope 1s not clear in the beginning, then
many risks are introduced to the project.

LSDS projects are developed
based on government regulations.
The acquisition of defense systems has
to go through the government defense
acquisition process. The management
of defense acquisitions is burdensome,
inefficient and bureaucratic [30,31].
Defense projects have some noticeable
differences compared with civilian
norms [6]: The procurement process,
the litigation problems, the adversarial
relationship  between  DoD  and
contractors. More than half of the military
contracts are challenged by disgruntled
competitors, leading to litigation [6].
Resolving the litigations and starting
the project may cause a delay of 6 to
18 months [6]. Therefore, the military
projects are late even before project
start. The amount of specifications and
documentation produced in a defense
system project is three times larger than
ctvilian projects [32]. The production
and review of documentation is a major
cost element in a defense project. A
significant portion of the documentation
consists of reports for government
project monitoring and control. In
LSDS development, the contractors are
required to develop the system based on
many standards [18]. While compliance
with these standards contributes to
achieving high quality systems, they also
increase the cost and time to build the
system [18]. In addition, LSDS projects
have a high number of stakehollders
[18]. The stakeholders include armed
forces, department of defenses, military
personnel, government acquisition
agencies, etc. Satisfying this number of
stakeholders with different motivations
and expectations, sometimes conflicting,
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requires hard work with political and
social skills.

LSDS projects are verification
and validation (V&V) oriented. The
LSDS projects are strategic due to their
contribution to defense capability. Also,
the development of LSDS is costly;
LSDSs are mission and safety-critical;
LSDS are expected to be high quality;
the number of stakeholder involved is
high. These and other factors result in the
necessity of a verification and validation
oriented acquisition and development
process. At project milestones and
various phases of the project, the
contractors have to show that the system
under development is valid and verified.
This is achieved by the reviews [33]
such as conceptual design reviews,
preliminary design reviews, critical
design reviews. Unless these reviews
are satisfactory in these milestones, the
development cannot progress.

4. REQUIREMENTS FOR LARGE-
SCALE DEFENSE SYSTEMS
DEVELOPMENT LIFE CYCLE
MODELS

Based on the analysis of LSDS and
project characteristics, we identify a
set of high-level requirements. These
requirements are listed in Table 2. Note
that these are high-level and further
development of low-level requirements
are also essential. For example, the
requirements such as “The SDLCM
shall support good project management
practices.” should be refined. Project
management success is important for
projects success [34]. The authoritative
reference  document in  project
management is the Project Management
Body of Knowledge [35] (PMBOK)
developed by Project Management
Institute (PMI). Latest PMBOK includes
10 knowledge areas (KA):
1. Project Integration Management
2. Project Scope Management
3. Project Time Management
4. Project Cost Management
5. Project Quality Management
6. Project

Management

Human Resource
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7. Project Communications
Management
8. Project Risk Management
9. Project Procurement Management
10.  Project Stakeholders Management
How to support these 10 KAs in the
life-cycle development model needs
further research. Another requirement
“The SDLCM shall be compatible
with government acquisition policies.”
shoul§ also be detailed. The government
acquisition policies are different for
different countries. However, most
countries adapt the policies and practices
of the US government since, US is the
leadingand majorproducerand consumer
of defense systems and software [6].
Naturally, other countries try to benefit

with many national government
acquisitions. Such a framework may
help multi-national defense acquisitions.
Development of this framework may be
a good research topic.

One of the most challenging
requirements may be ‘“The SDLCM
shall be simple and easy to implement.”
Considering the multi-aspect nature of
LSDSs development, development of a
simple and easy to implement models
will not be easy. However, it is important
to note that not all requirements may be
implemented in a systems development
life cycle model. These requirements
should be seen as a direction for the
optimal design. The models able to

from thése experiences. Furthermore, it  support most of these requirements will
may be possigle to develop a defense be more successful in satisfying the
acquisition  framework  compatible challenging needs in LSDSs.

Table 2. Requirements for a systems development life cycle model

for large-scale defense systems developments

Requirement No. | Requirement Waterfall Model Support
Requirement 1 The SDLCM shall be scalable. Partially Supported
Requirement 2 ‘The SDLCM shall support the development of system of systems. Not Supported
Requirement 3 The SDLCM shall be compatible with government acquisition policies. Supported
Requirement 4 | The SDLCM shall support the development of complex systems. Supported
Requirement 5 | The SDLCM shall be software oriented. Partially Supported
Requirement 6 | The SDLCM shall be quality oriented Partially Supported
Requirement 7 The SDLCM shall have a verification and validation perspective. Supported
Requirement 8 | The SDLCM shall include safety and security perspective Not Supported
Requirement 9 | The SDLCM shall support total continuous risk management. Not Supported
Requirement 10 | The SDLCM shall support concurrent engineering. Not Supported
Requirement 11 | The SDLCM shall support project management areas. Partially Supported
Requirement 12 | The SDLCM shall support defense enterprise architectures. Not Supported
Requirement 13 The SDLCM shall support stakeholder involvement. Partially Supported
Requirement 14 | The SDLCM shall support architecture oriented development. Not Supported
Requirement 15 | The SDLCM shall emphasize supportability through open architectures. Not Supported
Requirement 16 | The SDLCM shall emphasize iness, mail i Not Supported
Requirement 17 | The SDLCM shall support automated documentation. Not Supported
Requirement 18 | The SDLCM shall support practices for high productivity. Not Supported
Requirement 19 | The SDLCM shall support test optimization and ease of testing. Not Supported
Requirement 20 | The SDLCM shall support tailoring/customization based on needs. Not Supported
Requirement 21 | The SDLCM shall be able to handle requirements change. Not Supported
Requirement 22 | The SDLCM shall support evolutionary development Not Supported
Requirement 23 | The SDLCM shall be simple in nature and easy to implement. Supported

To examine the applicability of the documentation. The Waterfall model

requirements, one of the most commonly
known models is applied. The first formal
description of the Waterfall model is
described by Royce in 1970 [2]. In
1985, the US DoD adapted this model in
a military standard (DOD-STD-2167A)
for software development. Therefore,
it has found use in defense projects. Its
sequential approach is compatible with
the milestones in the defense acquisition
framework. This model is a document
intensive model, therefore, it also aligns
with the defense acquisition with heavy

follows a sequential process of a series
of design activities. These activities
are requirements identification, system
design, system implementation, and
verification in its simplest form. The
model is presented in Figure 1. The
readers are referred to an abundant
literature on the strengths, weaknesses,
and applicability of this model. In
Table 2, the last column indicates
whether the Waterfall model supports
the requirement or not.
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Fig. no. 1. The waterfall model of systems
development life cycle [Taken from [2]]

5. CONCLUSIONS
AND FUTURE WORK

Today, the project performances
observed in the development of LSDSs
cry out for immediate and effective
solutions to a magnitude of problems
encountered during development. It
is obvious that we need better systems
development life-cycle models that can
address the specific challenges of LSDS
developments. While having better
systems development life-cycle models
may not solve all the problems such
as government acquisition problems,
the ever-increasing defense systems
scale and complexity, it may solve
some of the problems and lessens the
adverse effects of some other problems.
Noticing this clear need, we conducted
research on the first step of development
of a systems development life cycle
models for LSDSs. The first step is the
identification of a set of requirements for
systems development life cycle models
for LSDS developments. As a result, this
study is one of the first steps in a research
agenda. The goal of this research is the
development of a system development
model for large-scale defense systems.

The research agenda consists of the
following steps:

1. Identification of requirements
for a LSDS development model.

2. Identification and categorization
of current LSDS characteristics.

3. Identification and categorization
of current LSDS project development
characteristics.

4. Identification and categorization
of LSDS development challenges of
today.

5. Investigation of best practices in
LSDS developments
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6. Identification of processes
consisting of best practices that can
effectively address and overcome the
challenges.

7. Coherent formation of processes
to be used in the LSDS development

model.
8. Development of the LSDS
development model capable of

addressing today’s and near-future’s
needs.

9. Conducting pilot studies and
industrial experiments.

Note the difference in the model
development strategy between ICM
and the development steps proposed
here. While ICI{;[ mainly builds upon
the strengths of previous models and
best practices, the strategy employed
in this research agenda starts with the
identification of the characteristics,
needs and challenges of current LSDS
developments. The strategy employed
in the development of I%IM is valid
and effective. However, the strategy in
this research agenda is ideal, which is
starting with the requirements specific
to LSDS life cycle development models.

While this list of requirements
is comprehensive, it may not be
complete. Note that the determination
of completeness in this area is not easy.
Therefore, this list should be considered
a starting point in this research area.
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With the end of the Cold War, the static environment, characteristic of the
bipolar world, has changed quickly into a dynamic and complicated environment
with new actors. These changes have also affected the countries’ armed forces and
new approaches to procurement/acquisition come into progress. After the Cold War,
countries have focused on responding to changing threats with their decreasing defense
budgets. In this study, acquisition models and their effects on Turkey's technology
acquisition and defense industry are evaluated. The evaluation is performed based
on criteria such as contribution to national economy, customization, acquisition cost,
time and risk, life cycle cost, and technology acquisition. Major acquisition models
in this study are determined as direct procurement, production under license, joint
venture, indigenous development, production via international consortium. Finally,
it is observed that the best model is indigenous development while the others will
serve as technology acquisition for indigenous development.

Key words: acquisition models, technology acquisition, defense systems, defense
acquisition, Turkey.

1. INTRODUCTION has experienced major changes, too.
The major arms-producing countries
have especially been faced with budget

With the end of Cold War, the
environment in  which  countries
are in conflict for their interest has
undergone a fundamental change.
The static environment based on the
confrontation created in all areas by
the bipolar world is rapidly replaced by
a dynamic and complex one. Because
of a small and highly effective troop-
based concept imposed by changing
threats and priorities, world arms market

shortages and a decrease in the domestic
market [1]. In response, companies have
increased their international sales of
high performance defense products and
have presented the opportunity to supply
those high-performance products at low
prices [2]. In this regard, underdeveloped
and developing countries that have
high defense expenditures and supply
their defense products through external
purchase, have started to transfer more

—@_



ASTUDY ON DEFENSE ACQUISITION MODELS

WITH AN EMERGING MARKET PERSPECTIVE. THE CASE OF TURKEY

sources to the leading defense companies.

Additionally, since the mid 90s, the
total number of companies in the world
defense sector has importantly decreased
because of the mergers and acquisitions.
For example, new clusters have been
created in USA by this condensation
[3]. From this perspective, because of
downsizing of their own armed forces,
companies of the countries that have a
competitive edge in the defense industry
were forced to immediately find new
markets in order to maintain production
in scale economies. In upcoming years, it
would notbe wrong to advocate thatarmed
forces are likely to create a commercial-
based secondary defense market. Indeed,
this is already the case in some countries
such as France and Israel [4].

It is obvious that developed
countries supply their defense products
from domestic sources. On the contrary,
developing/underdeveloped  countries
which are willing to increase their
military abilities or are planning to
modernize their armed forces, procure
directly through foreign sources.

A review of the literature on
acquisition models reveals a lack
of consensus concerning theoretical
concepts, taxonomies and empirical
studies. Despite more than years of
interest for developing and understanding
acquisition strategies for Turkey, rigorous
research on defense acquisition models
remains a nascent area. To this end, there
are three things that motivate researchers
to develop and introduce acquisition
models for developing countries. First,
a common understanding on acquisition
terminology is considered. Next,
more concrete acquisition models are
needed to have been identified. Third, a
comprehensive and coherent acquisition
model framework would encourage both
practitioners and researchers to better
apply lessons-learned from relevant
academic research.

In this study, acquisition models
employed in the defense industry projects
of Turkish Armed Forces are classige(i and
then advantages and disadvantages of the
models are discussed. With the study, it is
aimed to develop a common understanding
in acquisition models used in defense

projects, and thus a contribution is made to
the limited pool of current literature. Within
this framework, the models employed for
defense acquisition programs in Turkey
are discussed in terms of contribution
to the national economy, customization,
supply cost, supC{)ly time, supply risk, life
cycle costs, and technology acquisition.
The rest of the paper is organized as
follows. The second chapter discusses
acquisition models currently employed in
Turkey. The following chapter provides
a general evaluation of the models. In
the conclusion area the desired end-state
is indicated and limitations of the study,
as well as recommendations for future
research are stated.

2. ACQUISITION MODELS
EMPLOYED IN TURKEY

The main goal of the acquisition may
be defined as development/production
of the most advanced defense systems
allocated to Armed Forces using
limited resources in the required time.
This can generally be described as a
process directed to a single ultimate
goal including development of the
technology on one hand and possession
of the equipment on the other.

The institutions in charge of defense
systems acquisition in Turkey employ
several different models. For instance,
Kur¢ [5] wunderlies duplication of
projects and states that Turkish General
Staff mostly favors direct procurement
while Undersecretariat for Defense
Acquisition seeks opportunities for joint
projects to improve national defense
industry. In this context, five main
acquisition models mainly used by
defense systems acquisition authorities
are listed below:

1) Direct Procurement,

2) Production under the License,

3) Joint Production,

4) International Consortium,

5) Indigenous Development.

2.1. Direct Procurement
Direct Procurement is a model in
which the development and qualification
processes are already completed and the

e
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products are licensed. In other words,
it is a model used for buying already
existing products on the shelf, i.e. COTS.
It is possible to purchase domestic or
foreign products. Products may be sold
in substantial quantities and offered to
the buyer without any modification [6].

Figure 1 depicts a comparison for
the criteria employed in the study. In the
case of direct foreign procurement, it is not
possible to provide business share to the
domestic companies but offset advantages.

Besides, change of the prodguct,
which is planned to be supplied,
according to the special needs that
were defined as a result of requirement
analysis is not preferred; hence it leads
to a new qualification process. From this
view, it is almost impossible to meet all
of the requirements.

In a?ldition, because the supplied
product is in use, it is highly reliable, its
supply time is very short and its supply
risk is very low. Because development
costs, as well as fixed costs are being
undertaken by the manufacturer, it is not
uncommon to see competitive prices in
the market.

Direct Procurement

Contribution ~ Eligibility ~ Supply Cost Supply Time Supply Risk ~Life Cycle Technology

to the Criteria Cost Acquisition
National
Economy

Fig. no. 1. Direct Procurement

However, the unit costs of the
systems supplied using the direct
procurement method and the life cycle
costs are high because of the dependence
on the manufacturer in terms of logistics.
To this end, if the cost and supply time
are the main factors in the decision, this
model is possibly preferred. Another
common scenario for direct procurement
is meeting urgent requirements such as
the ones for defense against terrorism.

2.2. Production under the License

This model can broadly be defined
as the domestic production of a finished
product, which has passed the product
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development and qualification processes
and has been brought into use to end
users, and whose domestic production line
has been built up by means of technical
support by a foreign firm holding industrial
rights. Production is based on commercial
arrangements generally including a series
of provisions regulating the rights of
the recipient with regard to transfer of
technology and know-how [6, 7].

Figure 2 depicts a comparison for
criteria employed in the study. This
acquisition model involves supplying
foreign sub-system(s) and domestic
integration under a strict license to a
product that has domestic participation in
its particular sub-system. In other words,
the main factors determining the level of
the contribution to the national economy
are the level of domestic capabilities and
the attitude of the company with which
the licensing agreement is signed.

Similar to the direct procurement
model, its reliability is quite high. In
addition, supply time is relatively shorter
compared to indigenous devefé)pment,
but longer compared to direct
procurement because of the required
additional time for establishment of the
domestic production line, and in-house
and on-the-job training.

The risk for acquisition non-
fulfillment is higher than in the case of
the direct procurement model because of
the extra time required for qualification
of the product. Because the copyright
holder firm holds the right for use of
the product and industrial rights, all
marketing activities to third parties can
only be performed after an agreement is
signed. In addition, any changes to the

roducts can be done on a limited scale,
ike in direct procurement model, but it
is not preferred in practice because of an
increase in supply time and additional
costs. From this perspective, it seems quite
impossible to meet all requirements.

If this model is managed
appropriately, technology acquisition
can be provided at sub-system level.

The model becomes prominent among
the models given its highest life cycle
costs. It is obvious that reducing these
costs is possible by increasing the level
of domestic contribution to sub-systems.
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Production under the License

SN

Contribution ~ Eligibility ~ Supply Cost Supply Time Supply Risk  Life Cycle  Technology

1o the Criteria Cost  Acquisition
National
Economy

Fig. no. 2. Production under the License

2.3. Joint Production

This model can be defined as the
production of a main system with
joint ventures, which are capable of
manufacturing different sub-systems.
Another form may be the development
of a licensed system by a domestic
company with the technical supgort
provided by the license holder firm
in order to meet the requirements
identified by the analysis teams. The
more complicated a defense equipment
is, the higher the share of technical
support is [8]. The main issue here is
to foster cooperation in research and
development, production, and logistics
of defense equipment to meet the
requirements of one or more allied or
friendly nations [6].

Figure 3 depicts a comparison of the
criteria employed in the study. The model
can be applied with the partnership of
two or more domestic companies or
with domestic and foreign company
partnership. The main characteristic that
separates it from the Production under the
License is the authenticity of the product.
Because foreign partners have mature
technology and high-tech abilities, new
products may be designed and produced.

Joint Production

NP

Contribution  Eligibility

Supply Supply  Supply Risk Life Cycle Technology
to the Criteria Cost Time Cost Acquisition
National

Economy

Fig. no. 3. Joint Production
The rate of the contribution to the
national economy is directly proportional
to the domestic contribution to systems.
On the other hand, unlike previously

discussed models, the need for the
development of technological capabilities
within the framework of a new product is
expected to be perfectly fulfilled.

In parallel with the level of
experience and competence of the
parties participating in joint production,
supply costs, supply time and supply
risk may differ. The cost, supply time
and sulpply risk of the product are
inversely proportional to the similarity
of the qualified product on the market. As
the similarity increases, those decrease.
Similarly, technology acquisition is possible
in the model. A decrease in life cycle costs
may be expected in the long-term.

2.4. International Consortium

International consortium is an
acquisition model in which the costs
are shared by the partners and the
technological capabiﬁties of two or
more international parties are directed
towards the development of a shared
system. The model is often being
preferred by international actors because
of recent shrinking defense budgets.
Also, the model provides an opportunity
to harmonize requirements, sustain
competition, and utilize capabilities. In
addition, interoperability and military
transformation are other arguments
to lead to international consortium,
especially motivated by NATO [5].
Significant contributions by all partners
in the consortia are made to research
and development, design, building,
production, marketing, maintenance as
well as funding and risk sharing [8].

International consortium

wJ

Contribution ~ Eligibility ~ Supply Cost Supply Time Supply Risk  Life Gycle  Technology

o the fiteria Cost  Acauisition
National
Economy

Fig. no. 4. International Consortium

Figure 4 depicts a comparison
for the criteria employed in the study.
Technological abiFity or the owner
of economic power, which may be
considered dominant in the model, is a
handicap in terms of common interests.
Meanwhile, domestic defense industry,
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which has the will to manufacture a
product qualified by the international
authorities, is likely to have a higher
market share in the K)ng term. From this
point of view, the model is one of the
acquisition models that contribute much
to the national economy.

The decisive factor in this model is
the attitude of the international actors
in terms of the eligibility requirements.
Yet, it is almost impossible to fully meet
the needs of many countries by a shared
system. That is to say, the weakest aspect
of the model is that diversification in the
needs has a negative impact on the cost
of the product.

In general, since each party does
not want to include other partners in its
strong fields, it is almost impossible to
gain additional technological capabilities
in the international consortium model.
Supply cost, supply risk and supply time
are directly related to the cornpl%xity of
the project, abilities of the parties and
the will to use this ability.

2.5. Indigenous Development

Indigenous development is the
process of development of an authentic
product using the maximum rate of
domestic capabilities (by means of
technical assistance mainly based on
research and development). Development
includes design, buil%ing, modification, or
improvement of the protot{pe of a vehicle,
engine, instrument, or the like as determined

by the basic idea or concept [6].

International consortium

w_/

Contribution  Eligibility ~ Supply Cost Supply Time Supply Risk  Life Gycle Technology

o the iteria Cost  Acauisition
National
Economy

Fig. no. 5. Indigenous Development

Figure 5 depicts a comparison for the
criteria employed in the study. The indigenous
development model has the lg1ighest
contribution rate to the national economy.

If the model is implemented by
means of R&D activities, its maximum
contribution might be doubled. At the
same time, identified needs are met at
the highest rate as technical support is
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provided so that R&D activities are
performed in niche areas.

After a well-planned and well-
managed process, this model allows
the acquisition of basic skills and core
competences in certain areas. The main
issue to be considered here is that foreign
technical support is devoted to the
acquisition OF a competence. The ability
acquired at sub-system level leads to
joint production model while probably
resulting in no recognition of benefits
with the indigenous development model.

The main features that separate this
model from the discussed ones are its
relatively high supply costs, long supply
time and high supply risks. However,
with the national capability acquisition,
the model may form a transition through
domestic direct procurement, may lower
life cycle costs and may reduce overseas
dependency. Thus, cost increases may
be ignored because of the untrivial long
term outcomes and benefits.

The performance of the indigenous
development model based on well-
managed R&D activities can be seen as
a long-term guarantee for high level of
prosperity,anation’sscientificdevelopment,
employment, and technological progress
and export opportunities.

3. FINDINGS

In this section, a risk-benefit analysis
has been employed by the researchers and
the matrix is displayed below in Table 1.
The scale ranges from -3 to +3. Positive
rates are shown by (+), while negatives
are indicated by (-). The rationale behind
completing the table is to compare
models with respect to the criteria
determined by the researchers based on
their experience and literature review.
At first, researchers rate all acquisition
models individually. This approach does
not require a comparison among models.
“0” means that researcher is neutral about
the model. If rating is negative, then the
model is considered risky. Similarly,
if rating is positive, then the model 1is
referred to as beneficial. Aftermath all
researchers rate acquisition models,
average of each criterion is computed and
put in the cells. Thus, the table displays
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the means of each criterion. Having this
methodology in mind, one can read first
line as direct procurement is the riskiest
model concerning contribution to the
National economy, life cycle cost, and

technology acquisition while it is the
most beneficial model regarding supply
cost, supply time, and supply risk. On
the other side, it is a bit beneficial model
on behalf of ehglblhty criteria.

Table 1. Comparison of the Acquisition Models Employed in Turkey.

Contribution | pjieipility Criteria . - . siti
to the National grority . Supply Cost | Supply Time | Supply Risk |Life Cycle Cost| Technology Acquisition
E (Requirements)
conomy
Direct + a_— i a_—
Procurement
Production Under + e+ +4 T4
the License
Joint Production
Model ++ ++ + + ++ ++
International + + + + +
Consortium
Indigenous i . 4+ o+
Development

The defense sector has an important
role in the national economy because
it is a sector that allows secondary
technology entry into other areas
and accommodates high value-added
products. The state of the nation’s
economy, development of national
defense industry, competent manpower
and scientific competence can be said
to be the main determinants of defense
acquisition models. In this context,
underdeveloped countries, in terms of
the above-mentioned factors, are forced
to supply the goods using direct foreign
procurement and production under the
license model while the countries with
sufficient infrastructure tend to supply
the goods using joint production and
indigenous development models.

While direct procurement and
productionunder license models have been
mtensely used in defense procurement
due to the lack of the aforementioned
factors before 1990s, the indigenous
development model has recently begun to
be preferred following the development
of the national defense industry.

To this end, the products that meet
100% of the needs of the Turkish Armed
Forces are supplied, thus contributing
to the development of the national
defense industry. The next step consists
in providing the opportunities to the
national defense industry for marketing
products to foreign markets and that has
already been taken.

Table 1 shows a 6-level rating, of
the models investigated in this paper, in
terms of their contribution to the national
economy, eligibility = requirements,
supply cost, supply time, supply risk, life
cycle costs, and technology acquisition.

For the first four top to down
procurement models presented in Table
1, the contribution to the national
economy, compliance requirements,
and technology acquisition increase
in customers’ favor while supply cost,
supply time, supply risk and life cycle
cost increase to customers’ detriment.

As seen, even though the
international consortium model has
some negative aspects, it can be used
when joint ventures of the leading

—



Journal of Defense Resources Management

international actors are desired with a
long-term cooperation and opportunity
of technology transfer.

4. RESULTS

A review of the literature on
acquisition models reveals a lack
of consensus concerning theoretical
concepts, taxonomies and empirical
studies. Despite years of interest for
developingandunderstandingacquisition
strategies for Turkey, rigorous research
on defense acquisition models remains
a nascent area. This study, therefore,
is the first one to compare the defense
acquisition models employed by the
Turkish Armed Forces in terms of certain
criteria. When the limited pool of current
literature examined, it is concluded that
there is no consensus on the classification of
the models. The underlying reasons here are
differences in the countries’ requirements
and policies. From this perspective, to our
best knowledge, this is the first study aimed
at classifying and comparing defense
system acquisition models.

Vol. 6, Issue 2 (11) /2015

Overall, the objective of the study
is to shed some critical light on the
acquisition management. Therefore, a
common understanding of acquisition
terminology is investigated. Next,
acquisition models are identified.
Moreover, a comprehensive and
coherent acquisition model framework
is displayed to encourage both
practitioners and researchers to better
apply lessons-learned from relevant
academic research.

Amatrixis formed by theresearchers,
displaying five acquisition models on
the lines and criteria on the columns.
The models identified by the researchers
are direct procurement, production
under the license, joint production,
international consortium, and indigenous
development. On the other hand some
criteria are also determined in order to
compare the models. They are evaluated
according to contribution to the national
economy, eligibility criteria, supply
cost, supply time, supply risk, life cycle
cost, and technology acquisition.

>

Contribution to Supply Cost

Supply Time Supply Risk

Hligibility
the National Criteria Cost Acquisition
Economy

Life Cycle Technology

——e— Direct Procurement

—a— Joint Production
—3¢— Indigencus Development

—me— International consortium

—=— Production under the License

Fig. no. 6. Comparison of the Defense Acquistion Models

‘Meeting the defense needs by means
of indigenous development is in fact a
desired end-state in defense acquisition.

This is also approved to be an indicator
of technological level. This finding
is consistent with Korkmazyurek and
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WITH AN EMERGING MARKET PERSPECTIVE. THE CASE OF TURKEY

Basim [9] that highlight new armaments
strategy of Turkey based on a policy of
eliminating foreign dependencies in the
critical defense capabilities area.

The creation of a new system based
on indigenous technology and capability
acquisition in defense industry is the
main incentive. But, in order to achieve
this goal, human resource, investments
and capital should be sufficient and
ready to use. From this perspective, it is
possible to see the other models as the
model leading to the main purpose.

It would not be wrong to say that
dual-use materials and use of by-products
of R&D results in the investments made in
defense industry have a multiplier effect on
the country’s technological competence.

Asaresult, indigenous development-
oriented defense investments made on
the basis of R&D activities increase
scientific power and the level of
technological ~ development  while
providing effective use of national
resources. This tendency requires the
right technology policies. Yet, wrong
technology po%cies could result in a
waste of resources.

Towards this end, indigenous
development is particularly required
to be the essentialpmodel for emerging
markets that contribute the most to
national economy, as well as national
sovereignty. But, this just can be used
after an evaluation under the criteria
such as the technological level of
preparedness of other models, the
ur%en(zf/ of need, and available resources
at hand.

There are also some limitations
re%arding the study. First, the evaluation
is based on the experience of the authors.
Hence, it is strongly recommended
that the study needs to be extended
by a qualitative and quantitative
research, which gets professionals from
government, acquisition authorities
and the industry involved. Next, the
evaluation undertaken in this study is
from the perspective of an emerging
market. Therefore, one should be careful
to generalize the results for developed or
underdeveloped countries.

This study also opened pathways for
future research on acquisition models.
Three areas are identified here for future
defense acquisition research. First,
criteria would be determined by means of
a Delphi survey or a questionnaire whose
participants might be from government,
industry and academy. Second, criteria
would be normalized or weighted by
using Analytical Hierarchical Process
or Analytical Network Process. Third,
the study may be repeated in different
countries to generalize the results.
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IN THE ARMED FORCES OF THE SLOVAK REPUBLIC
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The risk management process represents the systematic application of management
policies, procedures and experience focused on the activities of communication, consultation
on how to create the appropriate context and on the identification, analysis, evaluation,
handling, monitoring, and review of risks. Its content is represented by general principles,
communication and counselling, creating links, risk assessment, monitoring and review
of risks, handling and record of the process of risk management. In terms of The Armed
Forces of the SR (OS SR), this issue is an important part of management in terms of proper
functionality of the components, services, and facilities (qualifications). It is certainly the
difficulty and danger incurred by the processes carried out in these organisational structures
(e.g. shooting, weapon handling and training, etc.) that provides a clear answer on what is

necessary to do for a successful implementation of risk management issues.

Key words: risk, uncertainty, effects, the structure of the risk management, sources of

the risk, the risk management process.

1. INTRODUCTION

Risk management has to create
and protect the value ensuing from
the achievement of objectives and the
improvement of performance, thereby
contributing to the organization. It has
to be an inteﬁral part of all business
processes in the organization, and also
part of the responsibility inherent of
management positions. It requires to be a
ﬁart of the decision-making process that
elps to better distinguish the alternative
course of action, explicitly deal with
uncertainty, be systematic, structured,
and timely, be based on available
information, take into account human
and cultural factors, be transparent
and abstract, dynamic and responsive
to the evolving security changes [1].
The process of risk management could
consist of the following:

- the definition of intention and
objectives of risk management,

- the definition of responsibilities
underlying the risk management process,
design and conduct,

- the definition of the scope,
depth and width of the risk management

activities that will be carried out, including
specific implications and exceptions,

- the definition of activities,
processes, functions, project, product,
service or benefit in terms of time and
location,

- the definition of the relationship
between a specific project, process, or
a specific activity and other projects,
activities or processes within the
organisation,

- the definition of methods needed
for risk assessment,

- the definition of the method of
evaluation of efficiency and effectiveness
in the management of risk,

- identification and specification
of the decisions to be taken,

- identification, research on the
contiguity and necessary structures, their
scope and objectives, as well as the sources
required for such examination [2].

2. IMPLEMENTATION
OF RISK MANAGEMENT
In connection with the issue, it is
important to realize that the structure
of risk management is not intended to
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specify the management system but
rather to support the organization when
integrating risk management into its
overall management system. A possible
structure of risk management after its
implementation into the OS SR may
consist of: mandate and commitment,
the draft of the risk management
structure, the introduction of risk
management as a process, monitoring
and review the structure and the latter’s

continuous improvement (Figure 1).
The international standard for risk
management offers a different perspective
on the implementation and the following
terms are used (Figure 2):

- risk management, which relates
to architecture (principles, structures
and processes),

- risk management, which relates
to the use of this type of architecture for

a particular risk.

| Mandate and Co mmitme nt |

laws and binding rules.

Proposal of the risk management structure

- Understanding the organizationand its contingency.

- The establishment ofa risk management policy.

- Determination of responsibilities, powers and competence.

- Integration into the processes of the organisation, objectives
and policy to ensure compliance with the risk management
strategy for the organization's performance and the relevant

- Separating appropriate sources for the risk management.
- Establishment mechanisms for external and internal
communication and reporting.

.

Continuous improvement of the
Structure

- The introduction of the risk management
structure and the introduction of the risk
management process.

Introduction of risk management

_‘

Monitoring and review of the structure

.

Fig. no. 1. The proposed structure of risk management in OS SR

a) Creating of values
b) Integral part of l
organizational processes :
¢) Part ofthe decision-making Manda.te and <-+ Creating context ++
process commitment
d) Explicitly refersto A o
uncertainty 1 3 .
e sematicity, structure and =] .
) t?,yne“nessl ¥ S Proposal of the 24—--{ Risk assessment |¢-—>-§
f) Is based on the best available risk management 8 7 2
information o structure 2 . . 2
¢) Ready based on criteria : <« Risk analysis S
h) Takes into account human - ) S of,
and cultural factors Continuous Introduction = ] £
i) Transparent and complete improvement oftherisk |+ -E*—P‘ Risk evaluation T S
j) Dynamic and sensitive to of the structure management 3 s
changes £ =
k) Facilitates continual g
improvement of the . &)
organization Monitoring
and the review of .
- Creating context >
the structure
POLICY STRUCTURE PROCESS

Fig. no. 2. STN ISO 31 000 — Risk management [3]
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A source of risk is an element,
which by itself or in combination,
hasthe potential to cause the risk (a thing
or activity able to cause consequence).
There is a large number of sources of
risks that must be taken into account
before a decision be made. Sources of
risk may include:

- the potential for
consequences (opportunities),

- the danger of potential threats
with negative consequences,

- potential threat (risk), as well as
the potential for positive consequences
(opportunities) [4]. All  conducted
activities (training, education, but also
the everyday job) affect the level of
uncertainty. The latter may also be
considered in relation to probability
provided that there is sufficient
information on uncertainty.

Probability is based on the occurrence
of the event and must therefore have
an impact on the outcome of such an
event. The effect of the event may be
determined on the basis of the cause and
the description of the event. An example
of the causes, description and impact of
probability may run as follows “crossin
the street without looking around”
mostly results in “injuries”.

positive

Uncertainty
Surrounding factor or event

The effect
«ctor or event on the outcome

Probability

of the fac of occurence of the factor or event

Probability of distribution
ofoutput values

Fig. no. 3. The concept of risk [4]

Determining the probability of the
cause and effect of an event contributes to
calculating the probability distribution.
With regard to the range of options, this
probability distribution can determine the
occurrence of a given risk and reduce the
uncertainty associated with this event.
The prediction is usually based on data
or past experience and thus provides a
basis for the potential risk.

It is necessary to point out that in
specialized literature there is no unified

Vol. 6, Issue 2 (11) /2015

perspective on defining the concepts

of risk and uncertainty. There are indeed

authors who consider these terms to be
s})lrnonymous, and the authors who define
them as two separate categories. In the

English language, there are two terms: risk

and uncertainty. The relationship between

them is usually characterized as follows:

1. uncertainty (as a broader term): this
is the uncertainty, the randomness of
the conditions or the results of any
phenomena or processes,

2. the risk (as a narrower term): this is
such a kind of uncertainty, when it is
possible to quantify the probability of
the formation of differing alternatives.

Table 1. The coherence of risk — uncertainty

(source Rafferty 1994)
RISK UNCERTAINTY

measurable non-measurable

Istatistic assessment
hard data

lsubjective probability

qualified opinion

The term of uncertainty is used
to describe situations where it is not
possible to connect probability to the
randomness of events, and a discrepancy
between a good decision and a good
result emerges. The distinguishing
factor between risk and uncertainty is
that the risk is taken as a measurable
trait and has a place in the calculation of
probabilities, while the uncertainty does
not have such a quality [5].

The  responsibility  for  risk
management means  responsibility,
authority and adequate competence
in managing the risk, implementing,
and maintaining the risk management
process, the adequacy, effectiveness
and efficiency of any controls. These
procedures can be mitigated by:

. identification of risk owners (a
person or an authority with responsibility
and the power to manage the risk),

. identification of  persons
responsible  for the development,
implementation and the maintenance of
the risk management structure,

. identification of the other people at
alllevels withinthe organizationresponsible
for the risk management process,
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. creation of the risk management
performance measurement processes,
administration of external or internal
reports and improvable processes,

. ensuring appropriate levels of
recognition.

The implementation of risk
management represents a step aimed
at implementing the proposed structure
into the practice and the resurgence of
risk management in the organization.
Successful implementation of risk
management must guarantee that:

. the owner (a person or an entity
with the responsibility and authority to
the risk control) understands the process
of the risk management,

e activities in connection with the
risk management will be actually carried out,
. the decision — making process

will feasibly take the risk into account [6].

A Risk Management Plan must exist
withthe organization thatimplementsrisk
management. This document specifies
the approach to risk management, its
components and the resources that are to
be used. The management components
usually include processes, experience,
and the allocation of responsibilities, the
sequence and timing of activities. The
risk management plan may include:

. Access to risk management
(implementation of risk management
into the organization, determination of
responsibility for the management of the
risks and risk management policy);

. Components of the risk-
management - procedures, experience,
the allocation of responsibilities, the
sequence and timing of activities;

. the documentation on found
risks - the risk-list (index, catalogue),
the choice of the initial risk response;

. outputs of the risk analysis —
the most important risks, the resulting
values of the risks, the risk priority;

. selected choices in response
to the identified risks - risk allocation
among the parties involved in order to
ensure the provision of the right risk
related measures and the inherent risk
related contractual arrangements a
contingency plan, insurance and other
risk transfer arrangements,

. monitoring and controlling —
the comparison of actual results with the
expected risks,

. maintenance  of a  risk
management system as a means of
updating and improvement,

e the evaluation —  record
information about the risk, .
. the sources that are to be used in

the risk management process.

Prior to the introduction of the risk
management structure within the OS
SR, it is necessary:

. to define a convenient schedule

and an appropriate  strategy for
implementing structures,

. to apply the
risk management policy
and related processes,

. to be in accordance with
the requirements of the laws and
regulations,

. to ensure that decisions to be

taken, including the development and
determination of the objectives, have
been in accordance with the outcomes of
the risk management processes,

. to provide information and
training opportunities,
. to communicate and consult

with concerned parties in order to ensure
that its risk management structure is still
appropriate.

3. THE RISK MANAGEMENT
PROCESS

Risk management and its underlying
processes will be introduced within the
OS SR based upon a risk management
plan as an intrinsic part of organization
?ractices and processes at all relevant

evels and in all functional locations.

The risk management process
represents the systematic application of
management policies, procedures and
experienceresultingfromcommunication
and consultation. Its goal is to create the
context for the identification, analysis,
evaluation, treatment, monitoring, and
review of risks. Hence, the process of
risk management is to be an integral
part of management practices and as
such integrated into the organization
culture and practices, and adapted to the
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latter’s processes. The implementation
of the risk management process should
include:

a Communication

and consultancy. )
b. Creating context. (creating
external context, internal context,

creating the risk management process
context and defining risk criteria).

¢.  Risk assessment: (identification
of risks, risk analysis and risk
assessment).

d. Risk treatment: (methods of
treatment, the choice of handling options
and the introduction of plans to deal with
risks [7].

Review nf’thc risk

.—_‘ <
-5
Identification of the risk

- Methods of the identification of the risk |
|— The list of risk |

i

L] . | J_

Monitoring and research

Communication and consultancy

- Decisio

Fig. no. 4. The risk management process [7, 8]

The aim of creating context is to set
parameters and the boundaries defining
a unique approach of the organization
towards risks and risk management
activities. By creating context, the
organisation:

*  expresses
objectives,

» defines internal and external
parameters that need to be taken into
account in risk management;

» establishes the risk assessment
programme,

e determines the scope and risk
criteria for risk evaluation.

Many of these parameters are similar
to the parameters specified in the design
of the risk management architecture.
When determining the relationships
triggered by the risk management
process, more details must be taken into
account and these need to be analysed in

its risk assessment

Vol. 6, Issue 2 (11) /2015

terms of how they relate with the overall

aim of the risk management process.

Creating context in this process incurs:

- creating external context,

- creating internal context,

- creating the risk management

- process context,

- defining the risk criteria.

While creating the context of
the risk management process, the
organisation  strategy, objectives,
scope and parameters are determined.
Next, associated risk management
accountability and competence, required
resources and records are applieccil. The
context of the risk management process
will vary depending on the needs of the
organization. They may include:

- definition of the intent and objectives
of the risk management,

- definition of responsibilities within
the process and the process of risk
management,

- definition of the scope, depth and
width of the risk management
activities that will be carried out,
including the specific activities to
be included in the process and those
that are to be excluded from the
process,

- definition of activities, processes,
functions, project, product, service
or benefit in terms of time and
location,

- definition of the relationship among
specific projects, processes, or
activities within the organisation,

- definition of risk assessment
methods,

- definition of risk criteria,

- definition of the method to be
employed in the evaluation of the
performance and effectiveness of
the risk management process,

- identification and specification of
the decisions and interventions to be

taken, .
- identification, exploring the context
and the necessary  structures,

their scope and objectives, as well

as the sources required for such
examination.

Prior to risk assessment, the risk

criteria for assessing risk severity are

to be defined. By defining criteria, the
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organization determines its acceptable
level (severity) of risk. The risk
criteria are to reflect the values of the
organization, its objectives and resources.
Some criteria may be derived from the
requirements of laws and regulations,
and, other criteria organizations abide
to. The risk criteria must:

- be in accordance with the risk
management  policy — of  the
Organization,

- be defined at the beginning of the
risk management process,

- be constantly reviewed and re-
evaluated.

The risk assessment criteria must be
determined at the beginning of the risk
mana%ement process and, subsequently,
areto be continuously controlled. Therisk
criteria should be consistent with the risk
management policy of the organization,
should be defined at the beginning of the
risk management process and must be
constantly reviewed and re-evaluated.

When defining the risk criteria it is
necessary to define factors shall include:
- the nature and types of causes and

consequences that may occur and

ways to measure them,

- time frame (time frames) of the
definition of probability or the
aftermath (consequences),

- how to define the probability of
occurrence,

- how to determine the level of risk,

- opinions of concerned participants,

- the level at which the risk sﬁall be
acceptable or tolerable,

- considering whether the multiple
combinations of risks to take
into account and if so, how and
which combinations need to be
considered.

When assessing risks, it is necessary
to answer the following questions:

- What can happen and why?

- What are the consequences?

- What is the probability of their next
occurrence?

- Are there any factors that mitigate
the consequences of the risk or that
reduce the probability of the risk?

- Is the level of risk tolerable or
acceptable and does it require
further handling?

4. CONCLUSIONS

The implementation of the entire
risk management system into OS SR
requires adequate preparation in terms
of learning on the basis of available
knowledge, experience and information.
Correct implementation of this issue
will help to eliminate or remove a
range of risks that may occur in the
processes of the organization in the
future. The risk assessment itself means
the overall process of risk identification,
risk analysis and risk assessment.
Risks can be assessed at the level of
organizations, departments, projects,
individual activities or as specific
risks. Risk assessment is a part of risk
management that provides a structured
Erocess by which we can determine

ow the objectives of the organization

may be influenced. This is to be done
by analysing the risks in terms of
consequences and their probabilities,
before deciding whether other risk
handling is necessary.
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EVALUATION OF MILITARY ACTIVITY IMPACT ON

HUMANS THROUGH A PROBABILISTIC ECOLOGICAL
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EXAMPLE OF A FORMER MISSILE BASE
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The current article provides a methodology focused on the assessment of environmental
factors after termination of military activity and uses a former missile base as an example. The
assessment of environmental conditions is performed through an evaluation of the risks posed
by the hazardous chemicals contained by underground and surface water sources and soil to
human health . Moreover, by conducting deterministic and probabilistic risk assessments, the
article determines that the probabilistic assessment provides more accurate and qualitative
information for decision-making on the use of environmental protection measures, which
often saves financial and material resources needed for their implementation.

Key words: military activity, human impact, ecological risk, probabilistic risk assessment.

1. INTRODUCTION

Military activity is conducted in
‘military areas’ [1]. that are of significant
value to environmentalists despite the
widespread outcry about being badly

olluted. Such areas often occupy

undreds of thousands of hectares of
land. After the ‘cold war’and the inherent
reduction of armies and weapons, these
areas can be used as reserves, or used for
agricultural or recreational purposes. It
is clear that, as case may be, in order to
decide their further use it is necessary to
evaluate the degree ofland contamination
and the possible impact of pollutants on
environmental objects to be used in the
conduct of activities in such areas.

To make the right decision it is
desirable to have particular criteria -
certain indicators of environmental
condition that characterize both the
danger to humans and for biota. The
environmental risk — ,,probable damage
to human life or health, environment,
life or health of animals and plants

considering the severity of the damage”
[2] is a convenient criterion in this regard.

The method of ecological risk
assessmentofchemical pollutants’impact
on humans and the biota is given by this
article using an active military range as
an example [3]. Deterministic assessment
criteria, namely fixed parameters (e.g.
assumed human body weight of 70 kg, the
concentrations of chemicals in the soil -
the average of several etc.) are employed
to evaluate risks.

The following cases are used
depending on the importance of the
problem, when deterministic data use:

* risk assessment based on the use of
average reference values;

* risk assessment based on the largest
values of reference variables that should be
expected at a given location, usually 90"
or 95" percentiles of value distribution.

Obviously, the latter case is used
for conservative estimation when it
is important to avoid underestimating
the danger. In this case, if the level
of acceptable risk is exceeded it is
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neccessary to apply measures to reduce
it, and excessive conservatism may cause
serious unjustified expenses. At the
same time, using only averaged values
of reference values while estimating
the risk can lead to its underestimation
for certain vulnerable categories of
population or ecosystem components.

Probabilistic risk assessment uses
probability distributions instead of
point values of reference variables to
calculate the risk, ultimately getting to a
probabilistic distribution of risk values.
In this case it is possible to derive the
value of the progability of exceeding
the risk level that is of interest, namely
to quantify the uncertainty value,
which is not possible while using
determined values. Thus, probabilistic
risk assessment provides unique and
important additional information that is
used for optimal risk management.

The aim of this paper is to show the
importance andusefulness ofapplyingthe
probabilistic risk assessment method for
Eeople living in a polluted environment

y using a specific example.

2. RESEARCH SCOPE AND
RESULTS

The scope of this article is supported
by research [4] dealing with the condition
of environment after termination missile
base related activities.

The geographic area of concern
for the article is the Zhytomyr Region
(Ukraine) that housed the missiles
complexes of the former Soviet Union
(medium-range missiles 8K63, SS-4
«Sandal», by NATO classification)
between 1958 and 1989.

After the termination of the base its
area was not exploited, and the locals
living near the base had free access to
its former area. The analysis of soil
and water from open sources near the
base, as well as the composition of
water from underground springs, that
local population use as drinking water,
was conducted to determine the degree
of contamination of the territory. The
content of chemicals in objects under
the study is given in Table 1.

Table 1. Qualitative characteristics of soil and water from surface and underground water sources
of former missile base (2007-2009)

Name of the The content of element, mg / kg
examined object Cu Ni Pb Zn Mn Fe
Soil 56.7+£14.1 | 4.75£1.18 |26.45+ 6.6 280.3+£69.3 12.843.2 | 21.34+£5.3
Water from surface 0.0032 0.034 0.026
- sfc;urces +0.0008 0.25+0.06 +0.008 +0.007 0.13+0.03 | 4.75+1.20
ater from
0.0042 0.093 0.024 0.089
underground +0.001 +0.02 0.00 +0.001 4022 5.20+1.3
lsources
2.1. Deterministic risk assessment the puposes of the analysis, let us
The evaluation of chemical consider the risk of carcinogenic and

compounds effect on human health
and biota was initially conducted via
deterministic risk assessment. The risk
of chemical effects is determined b
comparing the values of cancer ris
CR and noncancer hazard index HI of
acce%table values (Table 2).

The impact of pollutants on humans
occurs with the use of contaminated
water from underground sources and
consumption of plants growing on
contaminated soil as small surface water
sources are used neither for agricultural,
nor for recreational purposes. For

noncarcinogenic compounds on human
health.

Carcinogenic risk is determined
based on equation (1)
CR=YICR, M

where CR represents thevalue of full
individual cancer risk caused by the
action of carcinogens N, ;

ICR - the value of individual cancer
risk caused by the action of the i™-
carcinogen;

N, - total number of carcinogens.
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ICR = ADD - SF, 2) SF - cancer slope factor for the
substance, which characterizes the
where ADD is the daily dose of degree of increase in cancer risk along

harmful chemical consumed by the i the increasing of dose per unit.

recipient;
Table 2. Classification of risk levels
Risk
Noncancerogenic | Cancerogenic Risk level
HQ (HI) CR
" Minimum - desired (target) risk value during the conduct
<1.0 <10 ; :
of health and environmental protection measures.
Medium - acceptable for conditions of military service.
1.0-10.0 104-10° If effects the civilian populationand requires a dynamic
monitoring of the environment.
Significant - unacceptable for population; for military
10.0-100.0 10 - 10+ service conditions, dynamic control and in-depth study of
) : the sources and consequences of possible harmful effects
deciding on risk management measures is required.
High - not acceptable for military service during peacetime
>100.0 >103 and for the population. It is necessary to implement
measures to eliminate or reduce the risk.

Noncarcinogenic risk is determined

by hazard index HI
— 3
HI = Zl: HQ,, (3)
j=
where HQ - hazard quotient of ;-
substance;
N - total number of hazardous

HQ = ADD/R/D, “4)

where RfD - reference dose, the value
that characterizes the daily effect of the
chemical during lifetime and probably does
not put sensitive groups at health risk.

The average daily dose of ADD is

determined from the equation (5),

)

b

consuming risk, we mean the additional

substances.
ADD- (C,-CW, -EF, -EDW)+(Cf-CWf -EFf -EDf)
BW- AT
where C - concentration of the
chemical;

CW - quantity of drinking water and
food consumed by a person per day;
EF - frequency of action, the number

of days per year; )
ED — action duration, number of
years;

BW - average human body weight
during exposure;
q AT - averaging period of exposure in
ays.
yIndexes «w» and «f» relate to drinking
water and food, respectively.
Obviously, when calculating food

risk caused by consuming products
grown on the territory of the former
missile base.

The territory of the former base
is not used for agriculture, but locals
pick up and consume wild berries and
mushrooms.

The concentration of chemicals in
food Cf is determined from the equation

(6)
C,=C,-UF, (6)

where C - concentration of the
chemical in the soil;
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UF - factor of bioaccumulation of
chemials by plant from the soil.

UF values which borrowed from [5]
are preSented in Table 3.

Risk calculations were carried out
separately for adults and children. Initial
data are presented in Table 3. Table 4
presents the results of calculations.

Table 3. Initial data for the determined coefficients of hazard and carcinogenic risks assessment

Parameter Cu Mn /n Pb N1 Fe
Cw, mg/l 0.0042 0.089 0.024 0.00 0.093 5.2
C, mg /kg (dry mass) 56.7 475 26.45 280.3 12.8 21.34
04 0.123 0,123 0.045 0,032 0,123
RfD) chron., mg / kg 0.019 0.14 0.3 0.0035 0.02 0.3
SF, (mg /( kg -day))T - -—- - 0.047 0.91 -—-
Children Adults
Cw 17 day 1 2
CW, mg /(kg - day) Berries— 35, mushrooms — 2 Berries — 35, mushrooms — 10
LT, day 330 350
EF’, day Berries — 90, mushrooms — 150 Berries — 90, mushrooms — 150
ED, vears Children — 6 Adults — 30
BW. kg Children — 15 Adults — 70
AT. da Children — 2190 (6 years), Children — 10950 (30 years),
R carcinogens — 25550 (70 vears) carcinogens— 25550 (70 vears)

Note: The weight of food is given in dry mass per unit of human body weight [6]

Table 4. Results of determined coefficients assessment of hazard and carcinogenic risks from
chemical contamination of soil and underground water sources

Parameter | Cu | Mn /n Pb N1 | Fe | )3
Consumption of water from underground sources
HQ (children) | 05 0.04 0.01 0.00 0.30 L1l HI=147
HO (@dults) | 0061 | 00174 | 00022 0.00 0.127 | 0475 HI=0.63
[CR (children) | - 0.00 | 464F-04| T |CR=464F-04
ICR (adults) 000 | oo4p.0a| — | CR=994E-04
Consumption of plants grown on polluted soi
HQ (children) | | 70F 05 |4.58F-06| 138E-06 | 1.04E-06 | 835E-07 [2.11E-05| 7= %0013
HO (adults) | ) o5 03 [ 4.05-05 | 620F-06 | 4.01E-04 | 5.6E-05 | 9.0E-05 | HI=00018
ICR (children) |~ - 400E-09| 651F-08] | CR=6.93E-08
ICR (adults) 283E-08] 430E-071 " | CR=467E-07

The above presented calculation
shows that, from the toxicological point
of view, underground water sources and
Elants grown in the soils of the former

ase, practically are not dangerous for
people who consume them.

However, consumption of water from
underground horizons has a significant
carcinogenic hazard. The value of
risk is within 10 — 10 and basically
is unacceptable for the civilian

opulation. It is clear that in a case
ike this it is advisable to conduct more
complex probabilistic risk assessment
since the environmental decisions,
based on the results of deterministic
evaluation, require additional
expenditures on risk reduction.

2.2. Probabilistic risk assessment

While applying probabilistic risk
assement, instead of point values
of reference variables we use their
probabilistic distributions, which are
used as substitutions in the models for
risk assessment. Thus, by employing the
Monte Carlo method [7] we ultimately
determine probability distribution of
risk values. The Monte Carlo method
su%gests random selection of fixed
values of the probability distributions
of reference values and using them in
models that form a decision. After a
number of iterations you can build a
distribution of desired value.

A probabilistic approach should
include all components of the evaluation
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process. However, in practice only the
component of exposure assessment is
usually employed, at least in assessing
the impact of pollutants on human health.
In this respect, it is recommended to use
values RfD and SF as point values till
receiving additional data [6].

Thus, to determine risk probability
values (equation (1) and (3)), it is
necessary to determine the distribution
of the average daily ADD dose of
chemical substances that enter a
human body with drinking water
(receiving carcinogens from plants
grown in contaminated soil will
be neglected). This can be done by
substituting probabilistic values of
reference values in equation (5) and
determining distribution of ADD by the
Monte Carlo method. Except for the
concentration of a C_ chemical, other
values are common physiological
parameters of human body and for
that reason surrogate data defined
in a different place can be used. For
example, according to [6]

ADD = (C, - IRW)/1000, (6)

where ADD - normalized per mass unit
daily dose of a chemical mg / (kg - day);

C - concentration of the chemical in
drinking water, mg / 1;

IRW - normalized per mass unit
amount of drinking water, consumed by
person per day, ml / (kg - day).

It is estimated [6], that /RW has
the form of lognormal distribution
with parameters depending on the
age of the person consuming water.
Hypothesizing that the data scatter
on the concentration of harmful
substances in water has normal
distribution and is defined only by
time variability, equation (6) can
determine the distribution of ADD,
and equation (1) can determine the
distribution of CR. Initial data for the
lognormal distribution /RW are given
in Table 5, and normal distributions
of C, are presented in Table 1 (for
each  substance the values of the
average concentration and its standard
deviation are given).

Vol. 6, Issue 2 (11) /2015

Table no.5. The parameters for the lognormal
distributions of drinking water consumed by
person per day (IRW), ml / (kg - day) [6]

Age Lower | Upper limit
group,years " ° limit

1-3 3.49 | 0.75 5.81 186.49
4-6 333 | 0.68 5.80 135.78
7-10 297 | 0.68 4.04 94.71
11-14 2.66 | 0.71 2.77 74.24
15-19 243 | 0.74 2.02 63.93
20-44 2.61 | 0.68 2.77 67.11
45-64 292 | 0.52 5.45 62.71
65-74 292 | 049 5.92 58.47
75+ 2.88 | 0.50 5.61 56.84

| - average value oI the natura

logarithm /RW; o - standard deviation of
the natural logarithm /RW.

Risk assessment was conducted for
children aged 1-6 and for adults aged 20-75.

Modeling was performed using
spreadsheet  Excel® with  adding
superstructure Crystal Ball®. Graphically
the distribution of risks is reflected in
Figure 1. The same figure demonstrates
the risk values while using determined
risk values for children and adults
(straight lines).

02+

Probability

0
20064 4,004 6.00E-4 80064 1,006-3
CR

Fig. no. 1. Probabilistic distributions of cancer
risk while consuming water from underground
sources: 1 - children; 2 - adults.

From the figure it is clear that the
use of deterministic exposure values
gives rather too conservative risk
assessment, especially for adults. More
precise values are in smaller quantities.
It is possible to state that for 90% of
children, consuming water, risk value
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does not exceed 4,16-104, for 90% of
adults 3,21-10.

3. CONCLUSION

Probabilistic risk analysis provides
additional, more accurate information for
decision making about the application
of environmental protection measures.
Often it enables to decrease expenses for
conducting these measures.
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The military joint operations of the future are characterized by large concentrations
of forces and conventional means on the directions that permit the exploitation of the
technological superiority and the manifestation of the offensive spirit of the commanders
of the joint operation force groups. Having in mind the fact that the relation between the
combatant forces and the logistic ones will shift more and more in favour of the latter, the
aforementioned operations will be usually supported by modern flexible logistic structures.

The constituted force groups will have a significant joint force character, ensuring
superior quality of the troops’ combat training, both at individual level and collective level
of units and large units. The current article presents innovative aspects of focused logistics,
adapted for the modern warfare, which should be designed and achieved in order to increase

the operational potential of the joint force groups.

Key words: security environment; modern battlefield; forces transformation, anticipatory
distribution based logistic system; focused logistics; planning of focused logistics, Sense and -

Respond Logistics.

The current evolutions in the
international security environment bring
to the attention of the NATO member
countries’ armed forces new challenges
and dilemmas. Nowadays it is necessary
to ensure an optimum balance between
the need to have well prepared and
modern forces, the growing number of
complex missions and the increasingly
limited resources available.

The transformation of the armed
forces will also modify the manner in
which the wars of the future will be
waged. Military specialists see this
transformation as a process of re-thinking
of the priority objectives and structure
of the armed forces, from the model
adopted during the Cold War to a new
type of forces capable of carrying out
a growing spectrum of missions and of

assuring the success of joint operations.
This requires not only new technologies,
but also changes at tge doctrinal level, a
new philosophy of training, command and
organizational structure, the increase of
the degree of availability of equipment and
facilities and, last but not least, well trained
military personnel in new fields [1].

Logistics, together with strategy and
tactics, will still continue to define 1n the
future the decision making process of
the joint military actions. Commanders
will continue to hold responsibility for
the build-up, support and engagement of
combat forces, while logistics will play a
major role in the act of command through
the creation and support of armament
and force systems that will be engaged
at tactical level for the achievement of
strategic objectives.
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The fundamental logistic processes
that contribute to flexibility in the
military strategy are those involved in
the generation process of military power,
the implementation of military force, as
well as the support of it.

The War in Iraq from 2003
emphasized the characteristics of
the military operations of the future,
demonstrating at the same time many of
the limitations of military logistics. The
logistics of modern armies were adequate
and constitute an answer the necessities
of a conflict according to the scenarios
of the Cold War, but it no longer matches
the military operations specific to the era
of information superiority. It thus results
that the logistic system of modern forces
is and wil% be in this century more and
more flexible, agile and adaptable, just
like the forces that it supports.

The need to be able to manage the
changes and their results on the modern
battlefield has led the US Defense
Department Joint Vision 2020. The
document states that the main objective
is to attain information superiority that
will provide knowledge superiority
to the joint force and lead to decision
superiority for the entire duration of
the conflict. Among other concepts, at
the origins of the Joint Vision 2020 we
can also find the concept of Focused
Logistics.

The new reality of the security
environment made the US government
initiate three new initiatives of force
transformation: 1. Network-centric
warfare; 2. Sense and Respond Logistics;
3. Transforming Military Culture [2].

Dominant
manoeuvre

Precision
engagement

’ Focused Ability to provide the required logistic
logistics “lsupport at the time and place desired

Multi-

dimensional
protection

The traditional concepts of
manoeuvre, strike, protection and
logistics  are augmented by the

information superiority provided through
technological innovations, to produce
improvements that are potentially so
drastic that they can become, in fact,
new operational concepts. As shown in
Figure 1, these continuously evolving
operational concepts appear as follows:

e  Dominant Manoeuvre — the
multidimensional application of
information, engagement and mobility
capabilities in order to position and
engage the common air, sea, land and
space forces that are dispersed to carry
out the assigned operational tasks;

e  Precise engagement — a system
of systems that permits our forces to locate
the objective or target, assures the adequate
command and control, generates the desired
effect, evaluates our level of success and
retains the flexibility to precisely re-engage
when necessary;

e Multi-dimensional protection —
the multi-layer offensive and defensive
capacity to protect own forces and
facilities against all levels of enemy
attacks, maintaining at the same time
the liberty of action during deployment,
manoeuvre and engagement;

e Focused logistics — the fusion
of information, logistics and transport
technologies in order to provide rapid
crisis response, to track and change goods,
even during shllpplng, and also to provide
personalized Ilogistical packages and
support directly at the strategic, operational
and tactical levels of the operations [3].

he joint forces have as an objective|
Jto occupy advantageous positions
hat determine the use of the entire|
ombat power in order to accomplish|
he igned missions

Maximization of results in the use o
joint forces

by users.

ICapacity of forces to self-protect
during training and missions

Fig. no. 1. Operational concepts applied by the US Military
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The process of the armed forces
modernization requires the use of
high-tech armament systems and
munitions that equal or surpass those
of the competitors in the following key
areas: tanks require a high level of fire
power, mobility and reliability; combat
aircraft require long flying range, large
payload, superior avionics and high
manoeuvrability; war ships will have to be
able to survive in a hostile environment,
to independently face a large array of
threats and to effectively use their fire
power at large distances.

From an operational point of view,
the necessity to effectively accomplish
the assi nedy missions by the joint forces
led to the creation of modufar military
organizations, represented by a sufficient
number of more flexible large units
(combat and logistic support units) that
will permit the planning and creation of
force packages of an adequate size for
a timely and efficient deployment and
enga%ement. This fundamental objective
entailed the transformation of the joint
military forces manner of action and
structure, through the integration and
close connection between information,
operations and logistic structures, whose
actions are focused on supporting the
materialization of the commandant’s
conception. The result is the need for the
theoretical-applicative use of focused
logistics, which requires sustained
anticipative and proactive logistic
support actions.

In modern warfare, focused logistics
represent an operational concept of
the US armed forces. It represents the
fusions of information, logistics and
transport technologies to ensure a rapid
crisis response, to rapidly track and
change the destination of the necessary
guantities of materials and means (even

uring their shipping), to deliver to the
beneficiaries quantities and categories
of materials that are adapted to their
concrete situations and to ensure direct
support directly at strategic level, as well
as at the operative and tactical levels of
the military actions.

Based on the experience of recent
conflicts, the requirements of network
centric warfare evidently emphasizes

Vol. 6, Issue 2 (11) /2015

the necessity to develop in optimum
conditions the focused logistics that will
permit the adequate support of the forces
engaged in joint military operations, as well
as the optimum process of rapid response
force projection in operation theatres }) areas
with a duration of notification significantly
smaller than at present.

Thus, focused logistics represent the
capacity to ensure the logistic support
necessary to large units and units from
the structure of a group of joint forces,
which consists of adequate hpersonnel,
resources and equipment at the required
location, time and in the required
quantities, during the participation in
various military actions in the theatres/
areas of operations.

Focused logistics is the one that
answers the complex logistic support
requirements, adequate to the conditions
of the modern battlefield. It represents
a complex and difficult process, due
to the rapid change of the operational
situation and the effects determined
by the technological potential of the
new destruction capabilities. From
this point of view we should underline
the positive effect brought by: the new
information technologies; the growing
strike accuracy; the large scale usage of
air manoeuvre and transport platforms;
standardization; low consumption of
fuels and lubricants; the use of evolved
systems of monitoring of supply stocks,
as well as the technical state of major
equipments; the significant reduction of
the size and weight of vehicles, sensors
and armaments; the smaller crews;
reduced in size operational and logistic
suptport structures; the use of drones; the
shift to electric vehicles etc.

Allthese technological achievements
permit and facilitate: the simplification
of re-supplying with materials and
services specific missions; the reduction
of the size of stocks as a consequence of
the reduction in material consumption;
the significant growth of the movement,
transport, storage and maintenance
capacity; the replacement of slow
and hard to manage logistic support
structures and systems.

In the same time, digitalization and
automation of the operational logistics
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domains can determine an increase of
the vulnerabilities’ level, which requires
supplementary  risk =~ management
measures in order to provide an
opportune, effective and efficient logistic
support of forces for the achievement of
missions, according to the requirements
of the stages of joint actions [5].

In order to establish adequate
response options to the current and
future challenges and threats to global
security, both US and NATO forces act at
strategic, operative and tactical levels in
the following directions: full knowledge
of the situation; obtaining of superiority
in all domains, in order to support
the intentions of the commanders;
adaptation to new situations; the supply
of the necessa&y logistic packages,
focusing on speed versus quality and on

effectiveness versus efficiency; analysis
and valorisation of simultaneous
solutions, locally optimized, globally
anticipated and expected, in rigorous
accordance with: the intentions of the
commanders, the strategic, operational
and tactical situation, the battlefield and
the abilities of the forces; logistic support
decision making adapted to and in full
awareness of the situation; gathering,
analysis and adequate reaction to new
experiences and lessons learned; the
management of force capabilities and
the achievement of a proactive logistic
support, adapted to the intentions of the
operational commanders; autonomous
and one-to-one demand and supply,
automated supply, agile procurement
[4] (Figure 2).
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Fig. no.2. Focused Logistics Approach [3]

The aforementioned requirements
canbe supported by operational examples
from the wars waged in the Persian Gulf.
Thus, if during the 1991 Iraq War it took
two days from the moment a target was
detected to the moment when troops were

sent to destroy it, in 2003 this procedure
took approximately 20 minutes and it is
anticipated that will take less than one
minute in the future.

From the same perspective of
the rapid evolution of information

—



Journal of Defense Resources Management

technology, we can mention that in
1991, 500,000 soldiers had at their
disposal an information transfer capacity
of 100 megabits per second. In 2003,
350,000 soldiers reached objectives a
lot more rapidly, thanks to the growth of
the transmission rate to 3 Gigabits per
second, which is a 30 fold growth.

The superior military technological
developments of the recent years
determined important previsions for
the future, thus being estimated that in
the first minutes from the beginning of
hostilities a number of over 500 strategic
targets could be destroyed.

All ~ these  examples  imply
adequate logistics, being in continuous
development, as a consequence of the
rapid evolutions in the operational,
technical and economical domains. Thus,
modern technology and procedures will
continue to act in the future as major
transformation elements in the domain
of focused logistics.

In these circumstances, the following
trends will gather way: the military and
economic transformations will determine
a change in the logistic managerial
business practice itself (as a result of the
growth in forces’ missions complexity,
and of the availability of resources and
business practices); the technological
changes and the improvement of the
information management will allow IT
logisticians to shorten de decision making
process and to solve the problems specific
to focused logistics in shorter time [7];
the application of modern management
concepts, procedures, methods and
techniques will bring about focused,
flexible and real time logistic flows [4].

Focused logistics emphasizes those
essential elements that effectively
envisage: flexible and agile acting
organizational structures, with logistic
su};ljport development capabilities -
which permits the deployment into the
theatre of military operations of smaller
logistic organizations with well defined
missions; ongoing logistic operations,
flexible and adapted for optimum
support, from supply / re-supply sources
to end consumers; the use of very mobile
movement and transport means, which
could be rapidly relocated, recovered

Vol. 6, Issue 2 (11) /2015

and redeployed, regardless of the state
of the infrastructure in the theatre / area
of joint operations; the capacity to make
accurate logistic analysis or estimates
and to clearly identify all forces and
means through the available sensor
system (location, state, configuration,
tracking etc.); to compile records from
the national and international trading
organizations to evaluate and determine
the available capabilities which ensure
to resources involved in the supply / re-
supply processes, as well as the services
they offer [4].

According to these, in order to reach
superior level of support performance,
focused logistics requires superior
(improved) transportation capabilities
and a wide array of other technological
innovations, doubled by computerized
command, control and communication
system and structures, which will
substantially modify the traditional
logistics. Tﬁe ability to know precisely
where each person, logistic item or unit
is in real time, through the creation and
use of a system of sensors specific to
network centric warfare, will permit
precise knowledge with regard to the
exact situation of the logistic support
and of the state of specific flows. This
level of knowledge will ensure the
degree of flexibility and the speed of
reaction necessary to the forces that will
be su%ported.

The magnitude, complexity and
rapidity of military actions specific
to modern warfare require that forces
be ready to deploy or re-deploy at any
moment, in order to be able to face threats
and challenges through the creation of
modular operational structures. In these
conditions a shift in the functions of
logistics takes place from those specific to
rigidly vertically structured organizations
to those modularly integrated, adequate
to flexible support systems. Thus, the
structures witlg)m the integrated logistic
systems should be proactive, and provide
opportune logistic support necessary to
joint forces for the fulljlpaccomplishment
of their operational missions. To this
end, an effective management is ensured
by the information subsystems of the
logistic modules (S4, A4, N4, G4, J4),
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which represent the components of the
group of joint forces’ command and
control system.

At the same time, the management
and execution logistic structures will
have closer links and will cooperate
more with the commercial companies,
in order to apply and benefit from their
advanced business practice, supply and
distribution processes, and material
management programs as well as from
the specific economic networks and
flows.

According to the requirements
of modern warfare, focused logistics
primarily requires adequate planning.
Having this aspect in mind, operational
planning will be continuously improved,
so that the information systems specific
to logistics will be able to effectively
ensure and support the planning process
of the joint forces’ missions. The new
information systems will be designed
in such a way as to be able to generate

logistic estimates, precise and rigorous
alternatives, and also the transposition
of the operation concept (at strategic,
operative and tactical levels) directly in
logistic terms [8] (Figure 3).

High technology and accurate
armament systems increase the lethality
and efficiency of operational forces and
decrease the demand fora very developed
logistic  infrastructure.  Automated
sensors embedded in the logistics
networks diagnose the state of their
own system, when the concrete situation
calls for that. To this end, according to
the speed of the actions, the stockpiles
of the combat structures will also have
to undergo rapid re-deployment. This
should be much better achieved through
the usage of a system of sensors that will
permit both the permanent visualization
of the needs for logistic support, the
continuous movement of resources, and
the predicted later deployments toward
the areas of interest.

Fig. no. 3. Logistics Focused Planning [8]
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Atpresent,modernarmiesexperiment
the so-called “anticipatory logistics”
concept (for oil products, munitions and
maintenance), which is in fact, logistics
focused on real consumption needs. This
concept uses technologies, information
systems and procedures designed to
foresee and establish fundamental
priorities in order to be able to ensure an
adequate logistic support according to
actual consumption [9].

The continuous modernization of
logistics will also determine the reduction
in the size of the forces and means
deployed for the preparation and waging
of joint operations and in the same time a
growth in their efficiency, the reduction
of the dependency of combat forces on
slow and unreliable logistic systems in
order to ensure continuous operativeness
regardless of the weather [10]. To this
end, focused logistics will have the
following objectives: to standardize
logistic  techniques and procedures,
both in the military and in the civilian
/ commercial field; to obtain real time
information on stockpiles; to minimize
the waiting time of the consumer; to
correlate military and commercial efforts
in the field of supply — distribution chain
manaﬁement [11].

The sensors mounted on the combat
and on the support equipment ensure the
monitoring of the stockpile levels, their
exact location within every unit, the state
of the equipment, etc. and they transmit
these data to decision makers of the field
of logistics. Knowing the situation of
operational logistics at a certain moment,
in greater detail will allow decision
makers to be able to better configure the
re-supply demands. They will use the
new evaluation instruments of focused
logistics, such as: extended diagram,
automated testing and data analysis and
processing means, in order to provide
combat and support forces with more
efficient logistic support by using fewer
means [12].

On the basis of the facts presented
above, it results that focused logistics
require that logistic structures - that
are part of combat (or about to be
operational) large units and units, as
well as of logistic support ones, to be
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organized in a modular manner and be
capable to support the components of the
joint force according to the operational
reC}uirementS. The size of these structures
will be related to the specific of the
theatre of operations and the assigned
mission, so that their configuration
could be modified in order to satisfy the
logistic sup(i)ort requirements.

Focusedlogisticsis partofan efficient
logistic system established to provide
anticipative and distribution based
logistic support that will have to ensure:
e jgective information — management,
adequate operative/,,readiness” level
of management; efficient and effective
management of the supply — distribution
chain,  management  of  logistic
capabilities in accordance with the
existing logistic support requirements.

As a fundament of focused logistics,
the concept of Sense and Respond
Logistics requires the existence of
adequate abilities in the fields of
information gathering and usage. This
allows the military command and control
system, as well as the operational activities
associated with it, to dynamically
adapt to the continuous evolution of
the conception of the commander, to
the strategic, operational and tactical
situation, to the environment and to the
continuous change of the force ability,
capabilities and logistic resources.

The technological progresses related
to the information era, especially those
that ensure superiority in joint actions,
will also give consistency to the concept
of focused logistics and the capabilities
needed to force projection and force
support anywhere in the world, in any
type of military operation.

It is obvious that, in order to cope
with the existing realities and tendencies
in the development of modern weapons,
specialists claim that focused logistics
must be in a continuous process of
transformation and adaptation. But
it is only through perseverance (in
the direction of obtaining maximum
advantages from the economic realities
of the civilian environment) that we will
achieve success in harmoniously mix
them with the requirements specific to
the military sector. In this way we will
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shape the future logistic and support
missions for the forces participating in
operations, both on national soil and
also in foreign external operations.

In conclusion, the necessity to
continuously transform the military
structures within the joint forces,
according to the requirements of the
war of the future, demands important
modernizations.  For attaining the
requirements of focused logistics, an
extremely complicated and gradual
endeavour is needed, which call for
adequate actions and changes from a
conceptual and action point of view.
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The purpose of this paper is to approach the sovereign debt crisis from a cybernetics
perspective, as a system that includes several interrelated subsystems. We emphasize the
dynamic nature and sustainability of the sovereign debt system. The paper also discusses the
transition from a sovereign debt dynamic system to a sovereign debt crisis dynamic system,
transition included in the feedback control loop of the dynamic system of national economy.
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1. INTRODUCTION

The systemic approach to the
national economy through the
dynamics, feedback and self-regulation
of internal mechanisms is determined
by the multidimensional complexity of
the micro, meso and macroeconomic
systems, which are adjusted through
macroeconomic policies.

Starting from the widening strategy
of covering budget expenditures by
making loans, sovereign debt is one of
the tools which irreversibly influence
the internal and external behavioral
trajectories of the economic system, thus
causing the economic system’s response
to internal and external changes.

The cybernetics of sovereign
debt crisis requires a comprehensive
approach, which should be framed into
the macroeconomic system. The system
corresponding to sovereign debt is
composed of complex elements. These
elements are interdependent (e.g.

debtor-creditor relations, the amount
borrowed, contractual terms, balance
of payments etc.) and work together to
achieve the desired objective (namely,
covering the budget deficit).

2. THE DYNAMIC SYSTEM OF
NATIONAL ECONOMY

The National Economy System
(NES) is defined by the characteristics of
a Complex Adaptive System (CAS). The
study of processes within the national
economy system is carried through
aggregated indicators that comprise
“flows and levels of connections
and interdependencies” between the
subsystems of the national economic
system [1] (Scarlat & Chirita, 2012).

3. THE DYNAMIC SYSTEM OF
BUDGET DEFICIT FINANCING

Sovereign debt - a regulating
instrument in the feedback mechanisms
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Fig. no. 1. The processes of budget deficit financing

for financing the budget deficit - requires
a brief presentation of the budget deficit,
according to [2] Scarlat (2005). The
relationship defining the budget deficit is:

Def = Bud_rev, — Bud_exp, (1)
where:

Def’ - The budget deficit at time t;
Bud_rev, - Budget revenue at time t;
Bud_exp, - Budgetary expenditure at
time t;

The constituents of the process of
budget deficit financing (Figure 1) are:
M — money supply;

O guv B tez — is the value of government
bonds and treasury bills;

C acord_s_p — are the loans to the private
sector;

Dob_dat —is the interest paid on public debt;
R _dob_a—is the interest rate on government

assets level;
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R _dob_c —is the interest rate on loans to the

private sector;

Cons_guv — is the government consumption;
Prd_s —is the production volume stored;

P _n_f—is the net profit in the companies /
businesses;

Niv_pret — the level of prices;

Ven_p — is the income from property;

C cons — is the demand at consumers level;
Transf prop — represents the money
transfers directed to owners;

Transf sal — represents the money transfers
directed to employees;,

R i s—represent the property tax rate;

R i v — represents the income tax rates,
Transf guv — represens the government
transfers;

Taxe — represents volume of the taxes and
the duties;

def— is the value budget deficit;

Dat _pub — is the volume of public debt;

G — is the the volume of government
spending.

Vol. 6, Issue 2 (11) /2015

Starting from the systemic approach
of sovereign debt, it results that the
Real Economy Cybernetic Subsystem is
influenced through government transfers,
taxes and duties. Moreover, a positive
budget deficit will induce the rise of public
debt, while a negative budget deficit will
induce a decrease in public debt.

If the debt can be fully exchanged in
coins, the volume of available money supply
would exceed the values of CTD (current
transactions demand), SMD (speculative
money demand) and SD (security demand).
At the same time, governmental strategies
are oriented to achieving loans - whose
aggregate value would amount to the total
value of government bonds and treasury bills
—relationship included in relationship (VIII).
The interest rate for government assets
(R _dob_a) is what determines the amount
of interest paid on debt related (Dob_dat),
conditioning shown through relationship (V).
There also is an inverse relationship between
the volume of money supply (M) and the

Fig. no. 2. The basic feedback loop formed at the level
of the budget deficit financing system
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value of government bonds and treasury bills
(O _guv B tez), as emphasized by (XIII).
On the other hand, O guv B_tez influences
the value of the interest rate on government
assets (R _dob_a). The volume of money
supply (M) is strongly influenced by the
level of loans granted to the private sector
(C _acord s _p), as evidenced in relationship
(XII). Relationships (X) and (XI) highlight
the inverse proportionality between the
money supply (M) and the interest rate on
loans to the private sector (R _dob c¢) and
the
between M and the level of loans granted to

respectively, direct proportionality
the private sector (C acord s p), An increase
in the interest rate on loans to the private sector
will lead to a diminishing consumption value.
According to relationship (XVII), a significant
interest rate on loans to the private sector (R_
dob_c) will lead to a decrease in the net profit of
companies (P_n_f).

The Monetary Economy Sistem (MES)
affects the path of the Real Economy
System (RES). But RES also has a major
impact on MES, a phenomenon highlighted
by relationships (XIV) and (XV), through
government consumption (Cons guv) and
prices level (Pr_lev).

The basic feedback loop formed at the
level of the budget deficit financing system
is presented in figure 2. Therefore, the
feedback loop presents in its structure reverse
connections between its constituent elements.
A growing trend in the annual budget deficit
(Def) leads to an increased public debt (Dat_
pub) and also to an increased risk of rising
government debt. An increase in the volume
of public debt leads to the need for a greater
money supply and also to an increased
volume of government bonds and treasury

bills transactions (O guv B tez), increasing
the value of stock assets. Reducing the value
of the interest rate on government assets (R _
dob_a) - which is induced by the increased
value of stock-type assets - determines a
diminished value of the interest paid on public
debt (Dob_dat). Subsequently, the feedback
process reaches the starting point and ends
with a diminished budget deficit. A negative
status of the feedback loop designates the
interrelation between money supply (M) and
public debt (Dat _pub), in order to optimize
the covering of budget deficit.

4. THE DYNAMIC SYSTEM OF
SOVEREIGN DEBT AND ITS
SUSTAINABILITY

According to Albu [3] (2008), the
equation of budget constraints is considered
the starting point for studying the dynamics
and sustainability of sovereign debt and
looks as follows:

Adat = (p, + r )dat , + def, + fin, 2)
where:

Adat = dat, — dat,_,— the difference between
government debt at time ¢ Dat, and
government debt at time #-1, Dat,,

r,— the average nominal interest rate on
public sector debt, at time ¢;

P, — the coefficient of the revaluation effect
of public sector debt at time #;

def,— the primary deficit at time ¢, expressed
as a percentage of GDP;
Jfin,— the direct budgetary funding from the
Central Bank at time ¢.
the budget
equation implied dividing relationship (2) to

Optimizing constraint

the nominal rate of GDP, yielding to:
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Adal‘ = dejl — ﬁnt +M (3)
1+n,

where:
n, — is the nominal growth rate of GDP in
period ¢ to ¢-1.

The nominal GDP growth rate will be
regarded as the sum between the changes
produced in the GDP deflator (defl) and
the real GDP growth rate [4] (Albu, 2008).
Equation (3) becomes:

Adat = dej, — fin, + dat (978) @)
1+n,

where:

&g, — the real growth rate of GDP in period
tto t-1.

W, — the average real effective interest rate
on public sector debt.

The iterative resolution of relationship
(4) determines the dynamics of debt
accumulation. We therefore have:

dat,_dat/.y._"(deffin) i,
1+ w+ defl

- l+defl +g ;

defl — the GDP deflator.

where: A

A positive real growth rate of GDP induces a
decreasing debt ratio in GDP.

Sustainability requires complying with the
system limitations, which implies maintaining
its continuous functionality to acceptable
levels. Controlling the impact of economic
activities upon the micro and macroeconomic
policies in order to optimize the structuring
and implementation of adequate policies is a
good example in this direction.

Vol. 6, Issue 2 (11) /2015

According to Albu [4] (2008), the function
expressing the sustainability of the sovereign
debt dynamic system is:
S=((def-fin)/day) +((w-g)/1+g+defl) (5)
where: def — is the he primary deficit as a
percentage of GDP;
fin — direct budgetary funding from the
Central Bank, relative to GDP; w — is the
effective average interest rate on real public
sector debt; g — is the real rate of GDP
growth in the current time against reference
period defl — is the GDP deflator; dat — is the
government debt.
The first
sustainability function implies that relation

order condition of the
(6) will converge to zero in dynamics or
towards an infinitesimal constant amount.
The switching from dynamic system of
sovereign debt to the dynamic system of
sovereign debt crisis is comprised in the
control of the feedback loop, represented
in Figure 2 by the governmental risk of
not being able to honor its term obligations
towards foreign creditors, banks, etc. When
this risk intensifies, the connections at the
NES level change and, for a quick adjustment,
NES will suffer major shocks, reflected in the
harsh austerity policies adopted at the level of
banking, government spending etc.
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The Operation Linda Nchi conducted
by Kenya Defence Force (KDF) in 2011
resonates as one of the landmarks in the
fight against global terrorism. Advocates of
the statist approach to war would applaud
this event. They argue that terrorist acts
by Al-Shabab constitute acts of war since
they violate domestic and international law.
The cosmopolitan approach in addressing
terrorism subscribes to the view that terrorism
is a criminal act that requires a multilateral
and multifaceted approach within the tenets
of International Law. Operation Linda Nchi
is documented in a 16 chapter book that
is described as “a systematic and holistic
account of the KDF operation in Somalia
starting from the entry into Somalia on 14
October 2011 up to the rehatting of Kenyan
troops to be part of the Africa Union Mission
in Somalia (AMISOM).”

This book, the first one of its kind in
Kenya, not only provides a clear account of
how KDF carried out its war in Somalia, but
also provides detailed perspectives into the
art of modern warfare. It resonates well with
the current times and provides “valuable
and unique lessons for world militaries

fighting against “faceless enemies” waging
asymmentrical wars across the globe.” The
book offers an in-depth insight into how
KDF responded to the violation of Kenya’s
sovereignity through employing both the
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statist and cosmopolitan approaches in the
fight against terrorism.

Described as one of its kind in
Kenya, the book “gives a unique, inside view
of KDF and what they are capable of doing”.
It provides clear lens through which security
analysts, scholars, and the general public
may understand the events that unfolded in
the fight against Al-Shabab. The strategies
used and modus operandi have been well
articulated, making it suitable as a handbook
or manual for use in training on how to deal
with non-traditional security threats. As one
delves into the book, it is apparent that the
triumphal note which pervades its pages
is justified. KDF succeeded in the harsh,
uncertain, highly volatile and dangerous
Somalia context, a country which has been
without a central government since the fall
of the Siad Barre government in 1991. This
unexpected success astounded the world and
established KDF as a highly effective war
machine.

Terrorism has emerged at a time when
society is characterized by increased
complexities and rapid change. In the first
part of the book, the reader is introduced to
the concept of ““a just war”, more specifically
jus ad bellum and jus in bello. It provides
historical and security reasons to demonstrate
that Kenya did not enter Somalia as an
occupational force. A holistic account of the
events leading to the operation is given and
justifications for intervention are discussed.
Under International Law, states are accorded
the right to use military force in self-defense
when all other efforts have failed. In the
contemporary international system, state
survival has been threatened by emerging
terrorist organizations (non-state actors).
The authors show how Kenya fell victim
to Al- Shabaab attacks that threatened state
integrity and sovereignty. KDF makes
a strong and credible case backed by
international law and practice to justify its
entry into Somalia. Due to the porous nature
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of the Kenyan border, Somali-based bandits
and Al-Shabaab sympathizers carried out
numerous incursions and precipitated a reign
of terror in the country, particularly targeting
its tourism industry and international
NGOs. In addition, over half a million
Somali refugees, with close family and
clan affiliations to the Al Shabaab militia,
provided a foothold for the terror group to
operate easily within the country. The book
cites numerous and escalating cases of
attacks on tourists and humanitarian workers
which adversely affected Kenya’s economy
and threatened her sovereignty.

The KDF war was a culmination of
more than 20 unsuccessful attempts by the
United Nations (UN), the regional leaders
and the African Union (AU) to use political
means through negotiation, to bring peace
to Somalia. These efforts finally resulted
in the establishment of the Transitional
Federal Government (TFG) in 2014, which
failed to establish a functioning government
giving rise to diverse clan-based militia
groups controlling various parts of Somalia
and its economic resources and making it
extremely insecure. In this scenario, the
militia groups benefited economically from
the protracted conflict and were instrumental
in the proliferation of small arms and light
weapons in Kenya and the region. The
authors go further to inform the reader that
KDF acted in accordance to Article 51 of
the UN Charter, which “reaffirms a state’s
right to self-defence” since the lives of its
citizen were threatened. Kenya reacted to
the growing treat of Al Shabaab’s terror
activities that threatened its security and
made KDF respond to armed attacks with
force.

In the Second and Third parts of the
book, the reader is taken through the
dynamics of asymmetric warfare that
terrorist organizations use to render the
use of conventional methods of warfare
less effective. The Second Part specifically
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identifies the key ingredients that are
necessary in planning and executing military
operations against terrorist fighters, who
have no military insignia and are known to
melt into the society almost at will. The book
reveals that KDF had done extensive research
and gathered sufficient intelligence through
diverse means which was critical to reveal
the enemy’s capability and future direction.
In the course of the war, KDF mobilized
and released information on the campaign
through the print and electronic media to
enhance national and international support
for its campaign. KDF used counterterrorism
tactics including deception, propaganda,
misinformation, and “soft power” in Kenya
and Somalia to garner public support for its
mission.

The reader will become familiar with
KDF, a well-oiled war machine, with
highly trained and motivated personnel;
an organization that is well equipped
militarily, highly organized and coordinated,
and extremely effective both at the
Command and Control level and in the
battlefield. The book reveals the military
precision and technical superiority of KDF
with exceptionally effective planning,
reconnaissance, coordination, control, and
implementation capabilities. In reading
the book, the reader is informed that KDF
were extremely familiar with the nature
of the terrain, the enemy’s strengths and
weaknesses. The reader is informed of the
meticulous planning and superior logistical
preparations prior to entering Somalia and
as the war unfolded. The authors state that
the KDF were prepared for the long haul,
if necessary, and made extensive efforts to
ensure that their troops were taken care of
materially and psychologically throughout
and after the campaign.

The final part of the book examines the
application of the concept of “soft power”
through looking at the humanitarian aspect
of the war. This provides great insight into
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the diplomatic aspect of war that is aimed
at “winning the hearts and minds” of the
civilian population. It is in this final part that
the reader appreciates the effective use of
smart power, which involves a combination
of hard and soft power arsenals in the
battlefront. By reading this book, the reader
travels with the KDF, as it were, witnessing
first-hand, all its engagements, and the
successes it meets with.

KDF learned some lessons too,
including the fact that the enemy they were
challenging was strong and highly organized
but were weakened by the intractable clan
affiliations that rendered them incapable of
working in the spirit of togetherness that
worked so well for KDF.

So what does the reader take away from
reading this book? Overall, this book is rich
in descriptions, enabling the reader to have
in-depth knowledge of the art of modern
war, the principles of a just war, and the legal
frameworks that relate to war. The book
highlights the changing nature of modern
war, especially in dealing with the invisible,
insidious “faceless enemies”, who would also
be described as “terrorists without borders”.
This book is particularly relevant at this time
in history and it has many lessons that can be
learned especially in “asymmetric warfare”
where the opponents are unequal.

This being a book produced by Kenya
Defence Forces, some readers may look at it
as being a subjective account of the events.
In the world of academia, this is normal. It
provides an opportunity for others to respond
by providing an academic critique of the
book. The book also provides an example
that other militaries can follow. They should
also pick up the cue and document their
events, more so on security matters.

This book, produced by Kenya Defence
Forces, meets its objective of being a
handbook and training manual. It is also a
Kenya classic, being the first such book to
discuss military operations in such great

—@_



detail, and KDF is to be commended for
such a feat. Every soldier would find a lot
of useful practical information to hone his/
her military acumen. It would be useful for
other non-military security forces, security
training institutions, and policy makers who
are involved in governance. International
relations scholars and researchers, policy
makers and implementers, as well as the
general public will find this book interesting
and highly enlightening. The principles
used by KDF as described in the book can
be applied in other non-military institutions
as well. Kenyans will be proud to know
that they have well-trained, equipped and
committed security forces that are able to
use the entire arsenal at their disposal to
successfully plan and execute operations
against any threats to national security. This
is a must-have book that is applicable in this
era of global terrorism and the emergence
of non-state actors in war, who have the
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capacity to threaten the survival of the state.

The strength of this book is that it is
the first of its kind on Military in Kenya. It
details discussion on military strategies and
warfare. This is elucidated by citation of
several and relevant examples and makes it
interesting to those who want varified facts.
Pictoral section in the book adds flavour to
the reader in the sense that it encourages
the reader to follow systematically Kenya
Defence Forces movement from Kenya to
capturing Mogadishu.

The book is well researched and written
in understandable English, and arranged
thematically. This is a must read book for
all persons interested or already involved
in Military Science, International relations,
Diplomacy, history and political Science
should be a reference book to scholars,
lecturers and students of graduate and
undergraduate of the above named areas of
specializations.
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