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Nowadays, modern organizations cannot resort to the decision-making process
without relying on information and communication technology if they want to be
successful. Thus, besides information as an important input of this process, the tools
and techniques used by decision-makers are equally important in the support and
validation of their decisions. All this is also valid for the military organizations and
their specific tasks and activities. A fortiori military commanders face some of the
most difficult and high-stake decision issues meaningful not only at the level of the
military, but also for the humankind. Under these circumstances and as a result of
an increase in the diversity and complexity of conflict situations, in the information
and technology means employed by opponents in warfare and in the amount of
information needed to be processed in real time, decision support systems become
a necessity. Starting from the aforementioned inevitable requirement, the aim of this
article is to emphasize the possibilities and constraints in developing an intelligent
decision support system that assists commanders in making scientific decisions on
time, under the right circumstances, for the right costs.
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1. INTRODUCTION procedure adoption to ensure military
actions’ leadership, establishment

The subject of military theory is  of force structures, structuring of

military action. The latter is defined
as “the result of human civilization,
of armed confrontation between
the formal and informal groups
of society, their emergence and
(counter)actions as a result of their
mutual interdependence™ [1]

The planning and implementation
of military action are part of
the  military  decision-maker’s
competence. Consequently, the latter
needs to decide on elements like

operational orders, fire support,
cooperation, command and control,
military action support and forces
protection.

Besides all of the above,
technological innovationincreasingly
and decisively influences military
actions. The new generations of
intelligent weapons will be widely
used in operations and military
conflicts. Advanced information and
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communication technology used in
developing these weapons provide
new military opportunities. This
technology facilitates data gathering,
processing and analysis, as well as
information extraction and rapid
dissemination to almost any conflict
area. Moreover, the development of
the military processes is under the
direct influence of technological
development. Therefore, it is not
redundant to identify a clear direction
towards using the new information
and communication technology in
the military field [2].

The development of Information
Systems Management (ISM)
contributed dramatically to providing
the right means to gather and process
the data needed by military leaders
to extract meaningful information
so as to increase the quality of all
aspects related to the management
of forces and material resources
(information included). However,
these systems have not enabled the
generation of decision alternatives
and appropriate solutions to address
the new opportunities and issues
related to military action. Therefore,
they did not have the capability to
solve some management problems.
This shortcoming was solved through
the development of Decision Support
System (DSS).

The aim of this paper is to
overview DSS and its relationship
with the military field by identifying
the major issues and opportunities
provided by these systems in military
actions.

2. DECISION SUPPORT
SYSTEMS:
BASIC CONCEPTS

Decisions are the outcome of
managers’ and leaders’ work. In a
globalized and increasingly complex
anddynamicsociety, decision-makers
should have the necessary abilities to
decide better and quicker.

Beginning in the late 1970s,
many practitioners and researchers
focused on the development of
computer-based systems that help
managers make decisions based on
scientific approaches. This initiative
“generated much optimism about
the prospects for improving decision
making” [3].

In this respect, some authors
consider that “by the 1990s, the
decision makers were well versed
in mathematical and statistical
techniques needed for usefulness
analysis,  operations  research,
decision matrices and probabilistic
decision trees” [4].

The term of decision support
system (DSS) has many connotations
but it can be mainly characterized as
a ““model-based set of procedures for
processing data and judgments to
assist decision-makers™ [5] situated
at different levels in the chain of
command to solve semi-structured
and unstructured decision tasks.
Further, DSS stimulates the decision-
makers to improve the decisional
process and make the right decision
in order to obtain high and quick
performance. It also helps decision
makers to extend their capabilities,
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but it does their
decisions [6].

DSSarealsoseenas“technologies
that help convey the right knowledge
to the right decision makers at the
right time in the right representation,
and for the right costs” [7].

The APICS Dictionary defines
DSS as “a computer system designed
to assist managers in selecting
and evaluating courses of action
by providing a logical, usually
guantitative analysis of the relevant
factors” [8]. Therefore, this system
can support military commanders
in their primary job of making
good, timely decisions. Routine, or
structured, reports often do not help
because they may contain data that
may come inatoo greatamount, inthe
wrong form, or not timely enough. A
DSS is designed to provide relevant
information in a timely manner and a
format that is easy to understand.

Thus, structurally, a DSS
has four basic components: the
data management subsystem, the
management subsystem model, user
interface, and users. There are some
advanced DSS also containing the
knowledge management subsystem
[9]. The first three components are
viewed as software parts, while the
last try to include the decision maker.
The  multi-layered  architecture
provides powerful instruments for
recognizing and solving problems
during the decision making process
[10]. As a result, military commander
performs specific decision task
based on a permanent dialogue with
the system.

not replace
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The support of the military
commander and his staff in the
decision-making process has to be
the main objective of the respective
systems in order to increase the
overall efficiency of the Command
and control — Reconnaissance -
Effects integrated system. From
this perspective, DSS contributes
to the Command and Control
Superiority [11].

3. MILITARY ACTIONS
3.1. Preliminary aspects

In its classical form, military
action is defined as the total number of
land, air and maritime operations led
by a group of forces, elements and/
or means belonging to various force
categories within an environment
characteristic for each of them, into
a given geographical area, for given
period of time, in a unitary manner,
under the single command of an
operational commandment in order
to achieve some goals.

Regarding the nature of the
participant forces, the types of

operations executed are: joint,
multinational, interdepartmental, and
independent.

Under the current circumstances
that are best characterized under the
umbrella phrase of the twenty-first-
century globalized world, the military
action acquires new characteristics.
Consequently, nowadays it resembles
police actions and must be concerned
with minimizing casualties for all
sides, even at the risk of generating
casualties among one’s own forces.
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Moreover, to be legitimate, such
action must comply with international
law provisions.

The military action tends to
be the most visible and hazardous
expression of national policy [12]
and it must be the ultimate resort of
political leaders. However, nowadays,
even if the relation between the
political decision and its military
enforcement has not changed, things
are not the same in the decision
elaboration system. In this respect,
it is worth reminding the increasing
roles of international alliances and
coalitions, of various security bodies,
and of the media and public opinion.
As a result, “political will” acquires
new meanings and, regardless of
the organization (i.e. great powers,
NATO, the European Union, security
organizations and coalitions) it is
mostly oriented towards crises and
conflict management, war prevention
and the eradication of terrorism
as a contemporary phenomenon.
Consequently, the dynamics of
military action is characterized by
responsibility and global coverage.

3.2. DSS: some major issues

In our opinion, the introduction of
anew DSS in the military action may
lead to some important problems.

The first major problem consists
of money and time constraints. In this
respect, the acquisition and training
costs required by an optimal use of
the new DSS may prove impossible.

Second, the expansion of conflict
areas involves a greater need to

share data. In this context, there are
concerns regarding the security of
DSS knowledge and large databases.
Moreover, the changes introduced by
the new DSS may not be acceptable
in terms of military doctrine or rules
of engagement [13].

Third, the expertise developed
by the decision-maker with previous
systems may prove irrelevant in
the context of the new procedures
introduced by the new DSS. In this
particular situation, the introduction
of the new DSS may place all
decision-makers at novice level.

While a computer system is the
backbone of the DSS, it requires
cross-functional teams to build the
database and a model that is unique
to the decision areas supported. From
this point of view, the human factor
plays an important role because the
efficiency principle is related to how
well the original data are organized
in the system. It is also important the
nature of data to be used as input for
the system. Therefore, the objective
and subjective quality of data is
another issue that needs attention in
the use of a DSS for taking decisions.
This is because the poor data quality
can lead to less effective decisional
acts and poor decision outcomes.

The objective nature of data
quality is based on evaluating the
conformity of data to the initial
specifications and integrity rules,
or their correspondence to external
phenomena. In this respect, measures
related to data delivery, actual data
use, and data users’ perceptions must
be taken. Furthermore, even with the
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data that meet the basic requirements
there may be some problems.
Thus, data objectively evaluated
as qualitative may be regarded as
unsatisfactory by the managers who
have to use them because of quality
loss as a result of deficiencies in
delivery mechanisms, processes or
interfaces.

The subjectivity in data quality
consists in the need for continuous
feedback from the decision-makers
on the problems encountered in data
reception and processing.

A major issue in implementing
DSS refers to the reduction of
human errors. These computerized
systems are intended to improve the
performance of human operators
by filtering and integrating raw
process data, interpreting the status
of particular situations, prioritizing
goals and providing advice. Human
operators focus their attention on the
most relevant dataand highest priority
problems, and dynamically manage
change situations more easily using
the computerized system. There are
many support systems used by DSS
operators to aid the surveillance,
diagnosis, and prevention of human
errors. On one hand, there are indirect
support systems using integrated
graphic  displays,  configurable
displays, ecological interface designs
and information systems (e.g. the
alarm systems). On the other hand,
the direct support systems include
intelligent advisors, computer-based
procedures, fault diagnosis systems,
and computerized DSS.

Vol. 3, Issue 2 (5) /2012

In our opinion, the development
of Decision Support System (DSS)
is challenging, as it must include
system designers and specialists to
ensure the cognitive fit between the
DSS and the decision-maker so that
decision-making effectiveness is
maximized. The validation step from
the DSS development process is very
important because it determines how
the implemented system satisfies the
purpose and expectations of the user.
Reducing human errors requires
personnel trained in IT, but also
military specialists.

A DSS that has already been used
before is considered advantageous
and necessary in order to shorten
reaction time in the decision making
process so that the results are included
in relevant course of actions.

3.3. Possibilities

Military actions are complex
situations occurring in complex
environments. Therefore, the
decisions taken in this field must
be treated in a complex manner.
The challenge is the integration
of logical processes with military
decision-makers’ intuition in the
obtaining of the most efficient
decision alternatives. Concerning
these alternatives, we agree with
some authors who consider that “by
a complex situation, we mean one
that may be difficult to define and
may significantly change in response
to some solutions; may not have a
single ““right” answer; istriggered by
many forces; has no (or few)
predecessors...” [14].
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In the complex environments
characteristic of military actions
where human errors may have tragic
consequences, DSS are essential to
the execution of complex tasks. The
technological evolution constantly
increases the scope of the operational
theatre and the tempo of the response.
Moreover, a huge load of uncertain
data is generated by the environment.
Clearly, this large amount of data
may exceed the human capability
in processing them. Information
technology support is designed to
cope with those human limitations
in such complex environments.
Thereby, intelligence  decision
making systems use data fusion that
consists of processes automation so
that diverse sets of raw data from
different sources are combined into a
single set of meaningful information
that is greater than the sum of its
contributing parts [15]. Due to this
technology, the interval between data
gathering to model creating is greatly
reduced.

Decision Support Systems are
often used as online alternatives to the
development and analysis of courses
of action (ACOA) and as tools that
can be used for Online Doctrine and
Tactics Techniques, and Procedures
(DTTP) for support to operations. In
this regard DSS offers the following
possibilities:

- makes the evaluation of
command and control processes
and the friendly or foe capabilities’
performance assessment possible;

- supports the military
commander and his staff in their

headquarters by increasing their
ability to identify new opportunities;

- supports al phases of the
command and control process;

- uses computer-based,
automatic and closed models that can
be adapted to the current situation
[16].

As for the generic operations
performed by DSSthe following types
can be used for military actions: file
drawer systems, information models
for analysis, representational models
and suggestion models.

A pertinent example of a file
drawer system is the one used
by the US Department of Army
called ARIMS (The Army Record
Information Management System)
that is applied to all unclassified
Army records, including For Official
Use Only (FOUOQO), regardless of
medium, as well as to all Army
records classified as SECRET (US
Army Department: 2007).

The information models for
analysis took many forms in the
military field. One development
has been an increased emphasis
on building “realistic” models and
simulations, including the so-called
virtual world. These are more than
mere analytic constructs designed to
capture just enough about a system
to do system analysis. They are
attempts to study, understand, and
interact with the real world through
models that have increasingly high
fidelity in many respects. A challenge
at the frontier of the decision-making
science is developing well-conceived
families of models and human games
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that are much more rigorous and
mutually informed and that have been
regarded as families of models in the
past. A second development has been
to discover new methods to help in
the creative and imaginative aspects
of strategic planning. Three such
methods are Uncertainty-Sensitive
Planning (USP), Assumption-Based
Planning (ABP) and “Day After ...”
games [17].

DSS is also used in situation
assessment which is the ongoing
process of inferring relevant
information about the forces of
concern in a military situation.
Relevant information can include
force types, firepower, location, and
the past, present and future course of
action. Situation assessment involves
the incorporation of uncertain
evidence from diverse sources. These
include photographs, radar scans, and
other forms of image intelligence, or
IMINT; electronics intelligence, or
ELINT, derived from characteristics
of emissions generated by enemy
equipment; communications
intelligence, or COMINT, derived
from the characteristics of messages
sent by the enemy; and reports from
human informants (HUMINT). These
sources must be combined to form a
model of the situation [18].

Among the DSS used in military
action, the simulation systems used
as adds-on to the C4l systems play
an exquisite role especially in: all
processes of command, control,
communication, intelligence,
reconnaissance, attrition, movement,
etc. relevant to the problem to be

Vol. 3, Issue 2 (5) /2012

solved which must be adequately
modelled; the command agents and
computer generated forces (CGF)
that have to be used for automatic
order generation and intelligent
behaviour of simulated entities; the
initial state of the simulation which
must be generated automatically out
of the data available from the C4l
systems and adequate and validated
data which must be available for the
simulation system [16].

The DSS suggestion model has
the role to produce suggestions about
how to decide in certain situations. It
is a model that can only support the
repetitive decision situations and it
needs an appropriate set of models in
order to work.

Military actions depend on real-
time information sharing to make
time critical decisions. Inherent in
this process are network-centric
operations (NCO) that integrate the
isolated air, land, sea, and space-
based systems that gather, process,
and disseminate vital information.
NCOs enhance information sharing
and collaboration to improve the
quality of information and shared
situational awareness.

3.4. Barriers
to DSS implementation

Some of the main characteristics
of today’s security environment
are  “exquisite  technique and
technological development in the
military field and the easiness to
access the products prone to be
used as weapons by not necessarily

—_



DECISION SUPPORT SYSTEMS'IN MILITARY ACTIONS:

NECESSITY, POSSIBILITIES AND CONSTRAINTS

well-intended categories of states
and organizations™ [19]. DSS is as
effective as the context in which it
functions and the individuals who use
it. Here we speak about the existence
of the qualitative and quantitative
resources needed to implement
a DSS, as a matter of suitable
and standardized communication
and information systems, trained
personnel and  decision-makers
capable to analyze and interconnect
computerized results with human
intuition.

Issuesregarding computer literacy
and hardware/software requirements
are identified as initial barriers.

The ability to integrate and
correlate a vast amount of disparate
information from multiple sensor
and heterogeneous data resources
of varying degrees of uncertainty
in real-time is an impediment for
mission-critical  decision support
systems (DSS).

One recognized characteristic
for the successful implementation of
DSS tools is their adaptability to the
existent management approaches.
In this respect, efforts for changing
current/common management
practices are necessary.

There are a series of factors
contributing to the success or failure
of DSS implementation. In terms
of personal factors, there are many
barriers in implementing DSS related
to prior expectations, education, value
and belief, impact on user’s job [20].
The technical factors refer to user
interface and system performance
and reliability. There are also factors

emerging from the interconnection
of both personal and technical
aspects in the form of social content
gain and loss before and after DSS
implementation. There are also other
factors [23] related to the external
environment, or some organizational
aspects such as changes in the
interpersonal relations and in the
management processes that the DSS
is designed to aid.

4. CONCLUSIONS

Over the past decade many
researches and practitioners have
broadened their activity focusing
increasingly on the development
of decision support systems that
emulate  human  decision-maker
capabilities. For the military field,
the development of such systems is
very useful in the current dynamic
security environment.

DSS is a computerized system
that is intended to interact with,
and complement human decisions.

Therefore, the ideal DSS for
military actions must have the
following characteristics: it

provides the information needed
by the commander; it can be easily
controlled by humans dealing with
large amount of data; it complements
the power of the human mind by
offering solutions to a wide variety
of military problems.

The effectiveness of DSS depends
on the resources needed to create it
and on its appropriate design and
use. The main issue when it comes
to employing DSS in military action
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IS to confer superiority. This is all
the more a stringent problem if the
increase inbattlefield information rate
brought about by modern weapons,
sensors, and tactics is taken into
account. That requires selective but
extensive application of automation
to assist commanders and their staffs
in reaching timely and appropriate
decisions.

In our opinion, the problem of
real-time decision-making represents
a fundamental challenge to the
artificial intelligence used in the
military action, and has been kept
under scrutiny by researchers.
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